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Periodic Sparse Control

IEEE CONTROL SYSTEMS LETTERS, VOL. 9, 2025 C I E E E
L css
to Prevent Undetectable

Attacks on Over-Actuated Systems

Bart Wolleswinkel

Abstract—Over-actuated systems, namely systems
with more inputs than outputs, can increase control
performance, yet are susceptible to model-based unde-
tectable attacks if the actuator channel is compromised. In
this paper, we show how implementing a sparse actuator
schedule can introduce security by rendering these
attacks ineffective. We formulate a novel methodology
whereby a periodic sparse schedule, implemented at the
actuators, secures the system by ensuring that a malicious
adversary cannot exploit actuator redundancy to deploy
undetectable attacks. The schedule is designed offline
and repeats periodically at the actuators, so that the
adversary is constrained to only tamper with the active
actuators. We devise a degeneracy-aware greedy selection
procedure with low computational complexity to design
an actuator schedule that renders undetectable attacks
ineffective, whilst simultaneously providing relatively small
performance degradation. We illustrate the effectiveness of
our approach using a reference tracking model predictive
controller on the IEEE-39 bus power network employing the
designed sparse schedule.

Index  Terms—Actuator scheduling, over-actuated

system, sparse control, undetectable attacks.

[. INTRODUCTION

ECENT years have seen an increase in automation in

regulating industrial control tasks, leading to so-called
cyber-physical systems (CPSs). Along with automation, the
use of communication networks for transferring both control
commands and sensor measurements has risen as well. These
networked control system (NCS) offer many advantages, rang-
ing from a low cost of deployment to increased modularity.
However, alongside these benefits, there is also an increased
vulnerability to cyberattacks, especially with critical infras-
tructure being a high-value target for nation-state actors [1].
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Securing these systems against cyberattacks has given rise
to the area of secure control [2], an area that studies attacks on
CPSs and appropriate defense mechanisms. A class of attacks
on system actuators that has gained significant attention is that
of undetectable attacks [3] (see also zero-dynamics attacks
(ZDAs) [4] or masking attacks [5]), which exploit unstable
zeros of the system dynamics.

As it turns out, systems that are over-actuated (systems
with more inputs than outputs) are susceptible to undetectable
attacks, which poses a vulnerability an adversary can exploit.
This leads to two competing objectives; from a control per-
spective, more control inputs are desirable for performance [6],
yet over-actuation exposes the system to a security risk.
Several instances of industrial control systems (ICSs) are
over-actuated, ranging from automotive and aerospace appli-
cations [6], [7], to high-precision robotics [8]. Geographically
distributed control systems, such as heating, gas, and water
distribution networks, are also frequently over-actuated, as
they are generally poorly instrumented [9].

Undetectable attacks on over-actuated systems have been
studied before in the literature [5], [10]. Several counter-
measures against undetectable attacks have been proposed,
such as modifying the system dynamics [4], [11], generalized
hold [12], [13], and multi-rate sampling or control [10].

Contribution: Contrary to current works, we propose a
novel angle for security and impose sparse control inputs
to prevent undetectable attacks on over-actuated systems.
Intuitively, these actuator attacks can exploit redundant inputs
to mask disrupted state trajectories from the output. Reducing
actuator redundancy through a few (sparse) smartly chosen
inputs fundamentally limits undetectable attacks, making these
ineffective. We focus on sparse actuator scheduling, whereby
only a subset of the actuators are enabled at any time, to secure
the system while maintaining controllability. Indeed, the latter
objective may not be possible by merely statically selecting
a subset of actuators. Sparse actuator scheduling has received
attention for large-scale NCSs where simultaneously control-
ling many actuators is impractical [14], [15], [16]. However,
to the best of our knowledge, we are the first to purposely
design sparse control inputs as a countermeasure against
cyberattacks. Compared to existing countermeasures [4], [10],
[11], [12], [13], our strategy can be easily implemented,
requiring minimally invasive adaptations of the controllers and
actuators, as neither altering system dynamics nor changing
sensor or actuator sampling rate is necessary.
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Organization: We unroll the contribution of this paper along
three steps. In Section III, we formalize periodic sparse actua-
tor schedules, and formulate an original optimization problem
to select a schedule that prevents disruptive undetectable
attacks, without significantly degrading control performance.
Then, in Section IV, we provide a greedy algorithm that
heuristically solves the combinatorial optimization problem
with low computational complexity. The proposed algorithm
falls within a class of algorithms that is widely adopted in
literature, and embeds the security guarantee as a constraint,
making the resulting schedule secure by design. Finally, we
show via simulations on a CPS in Section V that our algorithm
works well in practice, and prevents undetectable attacks.

Notation: Let N denote the natural numbers, No = N U
{0}, and N, = {a,a+ 1, ..., b}. Let col stack its operands

vertically, such that col(vy,...,v,) = [v-lr v; ]T.
Given a matrix B = [b1 bm] e R™™M and a set
S={s1,..., Sq} C Ny, let Bs = [bsl bsq] € R™4

denote the selection of columns of B. Given natural numbers
a,p € Ng, we use a]” € Ny,_1 to denote the remainder of
a when divided by p. The cardinality of a finite set S C N is
denoted by |[S|.

Il. SETUP
We consider discrete-time (¢ € Np) linear time-invariant
(LTT) systems of the following form:
x[t + 1] = Ax[f] + Bu|1],
ylt] = Cxlz],

(la)
(1b)

with state vector x[t] € R”, actuation vector u[t] € R™,
measurement vector y[t] € R?, and A, B, and C all of
appropriate dimension. A controller C : y[t] — uc[t] transmits
control inputs u.[f] to P over a communication network. We
make the following standard assumption:

Assumption 1: The pairs (A, B) and (A, C) are controllable
and observable, respectively.

Central to this work is the following assumption:

Assumption 2 (Weakly Input-Redundant [8]): For
system P in (1), it holds that m > ¢ and rank(B) = m.

the

A. Preliminaries on Geometric Control

Let us recall some concepts from geometric control that we
use later for design. Further details can be found in [17], [18].

Definition 1 (Controlled Invariant Subspace [18, Sec. 4.1]):
A subspace V is an (A, B)-controlled invariant subspace if
AV C V + Im(B), or, equivalently, if there exists a matrix F,
called a friend of V, such that (A + BF)V C V.

Notably, (A, B)-controlled invariant subspaces contained in
ker(C) gather all initial conditions of (1) such that x[¢] € V
and y[f] = O hold for all ¢ > 0, for a suitable choice of
input. Thus, they represent opportunities for actuator attacks
to be undetectable. Of particular interest is V*, the unique
(A, B)-controlled invariant subspace V C ker(C) with largest
dimension. We denote the set of all friends of V* by F(V*).

Definition 2 (Conditioned Invariant Subspace [18, Sec.
5.1]:) A subspace S is a (C, A)-conditioned invariant subspace
if A(S Nker(C)) C S.

Let S* denote the smallest (C,A)-conditioned invariant
subspace containing Im(B). Both V* and S* can be efficiently
computed in at most n — 1 steps [17]. We denote by R* =

V* N §* the largest reachable subspace contained in ker(C).
The eigenvalues of A + BF whose corresponding eigenvectors
lie in V*, but not in R*, are the invariant zeros of P, and are
fixed for every F € F(V*). On the contrary, the eigenvalues
of A + BF with eigenvectors in R* are the assignable zeros of
‘P, whose location depends on F € F(V*).

Definition 3 (Degeneracy, Adapted from [19, Definition
1.i]): A triple (A, B, C) is degenerate if dim(R*) > 0.

If R* # {0}, an adversary can exploit assignable
zeros and deploy undetectable attacks, as we discuss
next.

B. Adversary Model

Following the taxonomy of [2], the adversary A has dis-
ruption capabilities only on the controller-to-actuators (C2A)
channel. The actuation vector u[f] in (la) is thus given by

ult] = uclt] + alz], )

where a[f] is the adversarial input. We consider the scenario
where the adversary has knowledge of the plant dynamics,
which allows them to craft model-based undetectable attacks:

Assumption 3 (Strong Adversary, Adapted from [2]:) The
information I[7] known to the adversary A satisfies I[7] 2 {P}
for all £ > 0.

The adversary A aims to damage the plant while remaining
undetected from output measurements, as defined below.

Definition 4 (Disruptive Attack, Adapted from [20, ii]): An
attack a[f] is disruptive if lim;_, || x[]|| = o0.

Let yy[t] be the nominal output (1b) produced if there is no
attack, namely with a[7] = 0 for all 7 > 0 in (2).

Definition 5 (e-Stealthy Attack [20, i]:) An attack a[f] is
€-stealthy, with € € Rx, if Hy[t] — yoltl || < e forall t > 0.

If an attack a[f] is both disruptive and O-stealthy, we
call such an attack successful, and unsuccessful otherwise.
Undetectable attacks are a class of disruptive O-stealthy
attacks, provided that x[0] € V* \ {0} [4],) and the
existence of undetectable attacks is equivalent to the exis-
tence of unstable zeros [3]. Asm. 3 characterizes the least
information I the adversary .4 must possess in order to be
successful.

Proposition 1: Suppose Asm. 1, 2 and 3 hold. Then, for
every € € Rx, there exists a successful attack al[z], t > 0.

Proof: Let R(z) denote the Rosenbrock matrix of (1) with
z € C [18]. Note that nrank(R(z)) = max,cc rank(R(z)) <
n+min{m, g} = n+ q < n+ m, where the latter follows from
Asm. 2. As P is left-invertible if and only if nrank(R(z)) =
n+m [18, Corollary 8.10], this implies P is not left-invertible.
From [18, Theorem 8.26, iii], as rank(B) = m (Asm. 2) implies
the map is injective, and D = 0, we have that R* # {0}. This
implies dim(R*) > 1, which means there exists at least one
assignable zero z € C. Therefore, the adversary can construct
a O-stealthy attack, which is disruptive for any |z| > 1. |

Remark 1: The adversary can construct a[f] as

flt+ 1] = (A + BF)f[t],
a[t] = Ff[t],

_ (3a)
A o

INote that if x0 ¢ V*\ {0}, one can still create an e-stealthy attack for any
€ € R.( by choosing a[0] sufficiently small [4, Corollary 3].
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where f[0] € R* \ {0} is sufficiently small, and F € F(V*) is
a solution to the linear matrix equalities given by?

(A+BF)V =VX, (A+BF)R=zR, 4)

for some X € RIMVIxn vy = v* Im(R) = R*, and
arbitrary z € C satisfying |z] > 1. Alternatively, a[f] can be
constructed using an output-zeroing direction of (1); see [19].

Il1. PERIODIC SPARSE CONTROL

Intuitively, the undetectable attacks previously described
disrupt a state variable [x[f]]; through some input(s) [u[f]];,
and simultaneously exploit other input(s) [u[f]];» to mask the
degraded trajectory of [x[#]]; from the output y[f]. To remedy
this vulnerability, we turn our attention to sparse control.
Formally, we say control inputs are sparse if |[u[f]|lp < s <
m at each time instant [15], or on average across time [14],
where |v|y is the number of nonzero elements of v, and s
is the sparsity of u[t]. Sparse inputs u[f] can fundamentally
impair undetectable attacks by reducing redundancy of active
actuators. Enforcing sparsity by just transmitting sparse inputs
u.[t] is insufficient, as the adversary can set [a[f]]; # O even
if [uc[f]]l; = 0 in (2). As such, we impose a preset periodic
schedule implemented at the actuators instead, that determines
which actuators are physically active at each time instant.

Definition 6 (Schedule): A schedule S = (Sg, Sy, ..., S¢—1)
of length ¢ is a sequence of sets S; € Ny.,,,, where i ¢ S; indi-
cates that [u[j]]; = 0. S has period p € N if p is the smallest
integer for which § = (Sp, ...,S,-1, S0, ..., Sp—1,...).

With some abuse of notation, we denote the total number
of actuators that are active across the period of a schedule by
ISllo= 1?;01 IS;j]. A schedule S is in irreducible form if p=~£.

The sc{1edu1e is implemented at the actuators and repeats in
a periodic fashion. To maintain adequate control performance,
we assume that the actuators and the controller Cg, where
the subscript S highlights the dependence of the controller on
the schedule, share synchronized clocks, such that the latter is
aware of which actuators are active. Crucially, the adversary
A can attack only actuators enabled by the schedule, meaning
la[s]li =0 if i ¢ S».

Remark 2: Whilst maintaining clock synchronization is
important for control performance, desynchronization does not
impact system security. Indeed, as shown in the following
section, security is guaranteed by construction (sparsity) of the
schedule itself, such that undetectable attacks are unsuccessful.

Whenever a schedule S prevents successful undetectable
attacks, we say that this implementation is secure by design.
One might argue that simply removing enough actuators
can prevent undetectable attacks on over-actuated systems
while maintaining controllability. However, the next example
demonstrates that this is not always the case.

Example 1: Consider A as in [14, Example 1], B = I, and

1 0 0 1 1 0 1 1
C:[01101101} )

Note that the triple (A, B, C) satisfies Asm. 1. We can remove
at most five columns of B whilst maintaining controllabil-
ity [14], but as 3 > g = 2, this system would still be vulnerable
to undetectable attacks.

2The existence of a (possibly non-unique) solution F follows from the
definition of V* and R*. All matrices F that satisfy (4) provide identical
disruptiveness and stealthiness guarantees.

Ps Actuators i Plant
& u
[ s | [ 5 |
L | y[t]
s2C
: Adversary -
A |
A LA i
C2A
alt] Controller
u 1
L & ]

Fig. 1. Architecture of the NCS with periodic schedule S.

The implementation of a schedule S at the actuators results
in a linear p-periodic system (see Fig. 1) as
x[t + 1] = Ax[f] + Bg[]u[z],
¥l = Cxlnl,

(6a)
Ps: (6b)
where Bs[f] = Bs ;, (the submatrix of B selected by S+, in
S), and the vector u[f] gathers all control inputs commanded
to the actuators scheduled (active) at time ¢.

In practice, ICSs run continually, and therefore the notion
of an initial set of active actuators is not meaningful in
our context. This leads us to the following definition of
equivalence between two schedules S and S'.

Definition 7 (Equivalence): Define the shift operation as
shift(S,j) = (Sj,...,Se—1,S0,...,S—1). Two schedules &
and S’ are (shift) equivalent, denoted by S = &', if, in
irreducible form, there exists a j such that shift(S,j) = S'.

We can now formulate our schedule design problem.

Problem 1: For a system P, schedule length ¢, and cost
function f, find the optimal sparse actuator schedule S
which renders the resulting p-periodic system Pg secure,
namely:

n}sin f(S) st (7a)

f( &) =f(S), (7b)

forall ' = S: ‘Ps: is controllable, (7¢)
‘Ps' has no unstable zeros. (7d)

The cost minimization in (7a) and constraint (7c) are in
conflict with constraint (7d): while the former benefit from
larger ||S|ly, the latter implicitly constrains |S|lp < £-q,
as the periodic system Ps would be degenerate otherwise.
In actuator selection, typical choices for f aim to reduce
control energy [21]. We make a tailored choice in the next
section to accommodate constraints (7b) and (7c), which are
motivated by the argument above about continual operation.
Constraint (7c) ensures that Pg can track a state reference
in p steps (p being the period of &) without waiting for
the schedule to restart from Sp. Note that any S satisfying
(7d) implies the system Pg is secure by design, as defined
prior. Next, we discuss how to deal with (7c) and (7b), and
in §IV, we address (7d) and present our algorithm to tackle
Prb. 1.

Cyclic Reformulation

Using lifting techniques, we can transform the linear
p-periodic system Pgs into an equivalent LTI system. For a
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vector v[¢] € RY, we define its associated lifted vector v[¢] as
3

This allows us to introduce the cyclic reformulation [22, 3.2]
755 of the linear p-periodic system Pg, given by

7[1] = col(@ 7,1, 1,0,_7,) @v[r] € RP".

5 ¥t + 11 = A ¥[1] + Bgilt], (9a)
S: _ o _
ylrl = Cyld, (9b)
with x[¢], u[t], and y[f] as in (8), and with matrices
o 0 A o
A = |:Ip1 A 0] C=I,C, (10a)
o 0 Bs
Bs =| .. Pt 10b
s |:d1ag(Bgo, ....Bs, ) 0 } (100)

The LTI system ’POS is controllable if and only if its control-
lability Gramian matrix Wg = &5 ® g is full rank, where

(11

The analogous characterization holds for the periodic system
Ps and its associated p-step controllability matrix ®g.

Interestingly, controllability of 753 is equivalent to satisfaction
of the controllability constraint (7c).

Lemma 1: For the controllability Gramian of 753,
rank(ﬁ’g) =p-n < rank(®g)=nforal &' =8.

Proof: 1t follows directly from the block anti-diagonal
structure of both A and és. [ |

Lem. 1 states that if the controllability Gramian of 753 is full
rank, system Pg is controllable for all &’ = S. The following

b5 = [A°p—11§314°p—21§3 BO'S]

property involves common scalar functions p of VCI)’S, which
quantify control energy [14, Table 1], and is convenient to
satisfy constraint (7b).
Lemma 2: For every systemic controllability metric p as
per [14], it holds that p(Wg/) = p(Ws) for all &' = S.
Proof: Tt readily follows from the block-diagonal structure

of Vi’g combined with the fact that the blocks in Wg/ are a
permutation (in fact, a shifting) of the blocks in Wg. |

In light of Lem. 2 and 1, we choose f(S) = p(VE’S) in
problem (7), where p is increasing with control energy.

The definition of zeros of the periodic system Pgs, as well
as degeneracy can be derived from the cyclic reformulation in
(10) as well [22]. Zeros of linear p-periodic systems have been
shown to have a geometric characterization, focused on the
notation of p-periodic invariants [23]. In the interest of brevity,
we do not elaborate on this further, but it can be shown that
V*and R* belonging to 753 are the invariants of the linear
p-periodic system [24]. As such, to study the zero dynamics

of Pg, it suffices to consider v*and R* of 733.

IV. DEGENERACY-AWARE DESIGN ALGORITHM

Having dealt with constraints (7b) and (7c), we turn our
attention to minimizing (7a) while making attacks ineffective
via (7d). Prb. 1 is combinatorial and can be solved by
exhaustively evaluating all possible schedules of length £.
However, the computational complexity of brute-force search
scales poorly with parameters m and €. Hence, we opt for a
greedy selection because it is computationally efficient, easy
to implement, and works well in practice [14], [21], [25].

Algorithm 1: Forward Degeneracy-Aware Greedy

Requires: A, B, C, ¢ (parameters: p, €)
Returns: S
I-S(—(Q,Q,...,@) >
2. while ||S|lg < £-q do
3: for S;in S foriin {1,...,m}\S; do
S« (So,...,SjU{i},...,gg_l)

> Degeneracy-aware check

Empty schedule of length /¢

5: V*R* < subspaces belonging to 755/

6: if dim(R*) > 0 or V * contains unstable zeros
7: | cjj < o0

8: else

9: ‘7 cij < p(Vi’S/ +e€-I)

10: S¥, i* < argmin ¢
1 if S*, i* is undefined
12: | return S

13: else

return S

[

To satisfy (7d), one might suspect that ensuring the triple
(A, Bs, C) is nondegenerate for at least one set of actuators
S in S is sufficient, but the counter-example below illustrates
that this need not be the case.

Example 2: Consider the system given by

0 1 0

a=| oo loe=[p g Va2
—1/4 3/4 1/4

B = I3, and £ = 3. Note that (A, Bz, C) is nondegen-

erate. However, (A, B3y, C) is degenerate, and for &’ =
({3}, {2, 3}, {2, 3}), we have that dim(]é *) > 0, meaning
that undetectable attacks are possible after implementing
&', even though one set of actuators S in &’ yields a
nondegenerate triple. On the other hand, for the schedule
S = ({1}, {1, 3}, {1, 3}), all triples (A, Bg,C) for S in S are
nondegenerate, and it results in V= {0}.

Motivated by Example 2, we propose an adaptation to the
standard (forward) greedy selection, ensuring that, at every
iteration, the candidate schedule S’ makes the periodic system
both nondegenerate and with no unstable invariant zeros.? As
such, the schedule returned by the algorithm is secure by
design, guaranteeing that undetectable attacks are unsuccess-
ful. The algorithm designs a schedule S by iteratively adding
actuators until all candidate schedules are either degenerate
or contain unstable invariant zeros. It starts from the empty
schedule and, at each iteration, it adds the actuator that causes
the smallest cost increase. In our adaptation, every time the
algorithm evaluates a schedule &', it constructs its associated
cyclic reformulation 753/ and computes the corresponding
subspaces V*and R*. If R* # {0} or if V * contains unstable
invariant zeros, we exclude S’ as a candidate. When no viable
candidates remain, the last selected schedule S is returned.
The pseudo-code of the algorithm is shown in Alg. 1.

An inherent advantage of using the finite-horizon controlla-

bility Gramian Wg is that it can not only be used for unstable

3Note that the latter is necessary as, when S € I[¢], the adversary can still
craft a successful attack even if S is implemented at the actuators.
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systems [26] but also for uncontrollable systems. Some metrics

p are only defined if Vf/'gr is full rank, and during early
iterations, the system Pg is likely uncontrollable. To remedy
this, we perturb the controllability Gramian as vflg/ +e-1,
with € > 0 small, which heuristically provides a controllable
system with low cost [14], [25], [27].

The schedule length £ contributes to feasibility of constraint
(7c) and control performance of Pg. A larger schedule length
¢ provides better control performance, but might lead to
additional implementation complexity at the actuators. Note
that, whenever Alg. 1 returns a feasible solution S, the
implementation is secure by design; as such, £ does not impact
security of the proposed solution. Quantifying the impact of £
on a priori feasibility of Prb. 1 is left to future work.

V. NUMERICAL SIMULATIONS

Consider the IEEE 39-bus power system model defined
in [28], with parameters from [29], consisting of ten generators
and discretized with a sampling time of 0.2 seconds. We
measure the states of the first generator, meaning the resulting
LTI system is characterized by n = 20, m = 10, and g = 2.
As rank(B) = m > g, the system is susceptible to a successful
undetectable attack according to Lem. 1. As the system is
output feedback, we use the Luenberger observer

x[t+ 11 = (A — LO)X[t] + Bu[t] + Ly[1], 13)

where L is chosen such that (A — LC) is stable. The controller
uses model predictive control (MPC) and tracks the reference
Yref = €01(0.01, 0), with C given by

N—1
Jmin D ICx = yerllg + el st (14
i|t-®i|t
i=0
xo; =X[t], forallie{0,...,N—1}: (14b)
C: Xit1r = Axj; + Buy;, (14c)
CxN|l = Yref» (14d)

with @ = Iyp, R = I g, and N = 20. At time ¢, x;, and u;,
i € No.y—1 are decision variables defining the predicted state
and control input. The MPC controller is implemented in a
receding horizon fashion such that u.[f] = uat.

The adversary constructs a[f] according to Rmk. 1 with z =
1.05 and ||f[0]]| ~ 107°. The results of a simulation with 500
time steps and initial condition x[0] = 0.01-1 can be seen in
Fig. 2. For the sake of readability, we only include two control
inputs (out of ten) to exemplify the effect of the undetectable
attacks and of our proposed schedule. The attack is successful
as the state diverges (top box, dashed line) whilst the output
(bottom box) remains close to the nominal value.

We design a schedule S using Alg. 1 with £ = 10 and
p(W) = trace(W™!) as the metric. For the original system,
prunl = 810.5. Alg. 1 returns the schedule

S = ({2, 3}, {7} {5} {1}, {7}, {2, 5},

{8, 10}, {3, 5}, {1, 7, 10}, {4, 6, 8, 9}), (15)

with an associated metric ps = 24882.6. Interestingly,
ISllp = 19 < £-q, suggesting that adding any more
actuators either makes the system degenerate or generates an
unstable zero. All actuators are used at least once during the
schedule.
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Fig. 2. Original system with successful undetectable attack.
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Fig. 3. Implementation of the 10-periodic system, with unsuccessful
attack.
We illustrate, by means of simulation, the control

performance with the schedule implemented and demonstrate
its ability to prevent undetectable attacks. Considering an
identical control objective, the only necessary change to the
controller C is replacing (14c) with

Cs: Xip1)r = Axjj; + Bglt + iluy, (16)

and appropriately changing the dimensions such that u;; €

R 17! The resulting simulation results can be seen in
Fig. 3, where the tracking performance is still satisfactory.
The adversary launches the same attack a[f] but, due to the
schedule, the output diverges and the attack is no longer
stealthy.

V1. CONCLUSION

In this paper, we address undetectable attacks on over-
actuated systems and propose a novel countermeasure based on
the implementation of a periodic sparse schedule at the actu-
ators. We devise a selection algorithm providing a schedule
that renders the resulting periodic system resilient to unde-
tectable attacks whilst heuristically keeping the performance
degradation small. For future work, we will consider the
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relaxation of Asm. 3 to see whether adversaries with partial
knowledge [30] can still exploit degeneracy. Our method
could be extended to square multiple-input and multiple-
output (MIMO) systems with unstable invariant zeros upon
careful design. Furthermore, it will be interesting to inves-
tigate whether multiplexed systems [31] can offer a similar

resilience to undetectable attacks.

The effect of network

induced phenomena such as time delays, packet drops, noise,
and desynchronization on the performance of the proposed
sparse actuator schedule are currently under investigation.
Finally, it is desired to obtain a priori formal guarantees on
the feasibility of problem (7) and successful termination of
Alg. 1 [15].
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