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Cyber Resilient Communication Network Design
for Secondary Control of Microgrids
Junjie Xiao , Graduate Student Member, IEEE, Lu Wang , Member, IEEE,
Qobad Shafiee, Senior Member, IEEE, Pavol Bauer , Senior Member, IEEE,

and Zian Qin , Senior Member, IEEE

Abstract—Distributed secondary control achieves volt-
age restoration and power sharing through communication
among adjacent units but exposes the microgrid to po-
tential cyber-attacks. Traditional mitigation strategies mod-
ify the secondary controller after the attack, addressing
the issue only postoccurrence. Furthermore, in microgrid
planning, the structure of the communication network sig-
nificantly influences the resilience to attacks, but it re-
mains to be explored. This article presents a proactive de-
fense mechanism by designing a resilient communication
network. The proposed method quantifies the impact of
attacks and develops a multiobjective optimization algo-
rithm to design the network, considering quantified attacks,
convergence, time-delay robustness, and communication
costs. The method is validated through OPAL-RT simula-
tions of an islanded microgrid with ten converters.

Index Terms—Communication network, cyber secu-
rity, distributed secondary control (DSC), multiobjective
optimization.

I. INTRODUCTION

M ICROGRIDS (MGs) commonly adopt the P -f and
Q-V droop control laws in the primary layer [1]. In

the secondary layer, the distributed secondary control (DSC)
method is used to enhance power sharing and achieve voltage
restoration [2], regardless of the initial configuration caused by
variations in the properties of distributed generators (DGs).

In practice, communication networks used for DSC are sub-
ject to constraints. For example, communication delays are ex-
pected to adversely affect system performance [3], [4]. Further-
more, cyber-attacks on communication channels can be more
precarious. It may lead to bus voltage deviations and power
sharing inaccuracies, ultimately jeopardizing the stability of the
system. Three types of attacks are primarily focused: false-data
injection attacks (FDIA) [5], denial-of-service (DoS) attacks [6],
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and multiple deliberate attacks (MDA) [7]. FDIA aims to ma-
nipulate transmitted information to disrupt system operation
by injecting false data alongside actual transmitted data. DoS
attacks can impair specific communication channels, render-
ing neighboring data inaccessible and, consequently, disrupting
the connectivity of the communication system topology. With
preknowledge of the communication topology, MDA targets
crucial agents [7], posing a higher risk to the integrity of the
system. Such MDA may subject targeted inverters to sustained
and aggressive assaults, potentially resulting in unplanned DG
plug-out.

Current research for attack defense is mainly passive, develop-
ing resilience-enhanced controllers equipped with an attack de-
tector in the secondary control layer. For example, a model-based
detector proposed in [8] identifies FDIA for attack detection.
However, malicious attacks with deep information can impede
state estimation [9], [10]. Model-free methods using AI-based
algorithms [11] are used to detect attacks. Nevertheless, such
methods require extra computing. Moreover, complex detections
can lead to delayed responses [12].

The typically adopted resilient schemes for DSC against
cyber-attacks can be summarized as follows: 1) isolation of cor-
rupted links, 2) adaptive tuning of consensus gains, 3) counterac-
tion of attack effects, and 4) reconstruction of corrupted signals.
Specifically, in [6], [13], and [14], corrupted information from
neighboring nodes is discarded by managing the connectivity
of the communication network, thereby mitigating the effect
of cyber-attacks. Furthermore, in [15] and [16], an adaptive
law-based method is introduced to enhance the resilience of the
distributed system by dynamically adjusting the consensus gain
across the associated agents based on the evaluation of attack
strength. In addition, cyber-attack mitigation strategies, once
an attack is identified, involve counteracting the losses caused
by estimated false signals [17], [18], [19]. An event-driven
mitigation strategy has been proposed, which replaces attacked
signals with reconstructed signals from healthy channels [20],
[21]. While reconstructing corrupted data from healthy chan-
nel sources is beneficial [22], its effectiveness is significantly
reduced when multiple channels are compromised.

Despite these efforts, current strategies cannot provide MGs
sufficient resilience against attacks. For example, the deficiency
becomes apparent when the prevailing detection methods strug-
gle to ensure system recovery under severe conditions [12].
Moreover, the resilience scheme proves inadequate when faced
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TABLE I
COMPARISON OF THE METHODS FOR ENHANCING MG CYBER SECURITY

with combined attacks [23], [24]. Furthermore, commonly ex-
isting approaches are limited by their tendency to restrict the
number of affected entities [16], [25].

One critical point is that with the abovementioned resilient
scheme, modifications to the secondary control only ensure
passive resilience, activated after an attack has occurred and been
detected. In addition, the different communication structures
have been proven to affect secondary control performance sig-
nificantly [6], [26], [27]. In the multiagents field, communication
network optimization, which considers the tradeoff between
convergence, time-delay robustness, and communication cost,
has been explored in [26].

These considerations and the effects of cyber-attacks are
also crucial in MGs, where they influence network design for
DSC [6], [27]. For instance, the impact of DoS attacks on com-
munication networks is thoroughly investigated in [6], highlight-
ing their potential to degrade system performance. Moreover,
to account for the effect of MDA, an optimal network opti-
mization method is proposed in [7], ensuring both time-delay
robustness and convergence while addressing potential cyber
threats. However, its applicability is limited when facing more
sophisticated and malicious MDA scenarios, which is one of the
aims to address in this article. In addition, these network design
strategies often overlook the disruptive impact of FDIAs [7],
[26], [27], which can severely compromise MG consensus and
stability. Motivated by these challenges, this work proposes a
communication network that proactively enhances resilience
against DoS, FDIA, and MDA.

As summarized in Table I, the literature highlights a notable
research gap: they predominantly focus on secondary controller
modifications against attacks, while communication network
design, which can offer extra resilience, has not been adequately
studied. Consequently, this article involves designing the com-
munication network to enhance privacy and resilience, allowing
MGs to be less affected by cyber-attacks. The main contributions
are summarized in the following.

1) A communication network topology is designed using a
multiobjective optimization approach, considering con-
vergence behavior, robustness to delays, communication
costs, and resilience against DoS, FDIA, and MDA.

2) Unlike the passive defense schemes in [6], [8], [10], [11],
[13], [14], [15], [16], [17], [18], [19], [20], [21], and [22],
the proposed method takes a proactive approach, enabling
faster recovery and enhanced privacy in the presence of
cyber threats.

Fig. 1. Configuration of the AC MG with DSC.

3) Compared to the existing communication graph design
methods in [7], [26], and [27], our approach not only
optimizes the network for performance but also explicitly
accounts for resilience against FDIA and MDA attacks,
ensuring improved security.

II. DISTRIBUTED SECONDARY CONTROL

In islanded MGs, as shown in Fig. 1, the secondary control is
utilized to coordinate interconnected converters, ensuring both
voltage restoration and power sharing. The employed commu-
nication network facilitates information propagation, ensuring
efficient and coordinated performance. Here, Zoi represents the
output impedance of DGi, while Zli corresponds to the feeder
impedance, and v1 is the output of the droop controller.

A. Preliminaries on Graph Theory

In this study, we examine a networked MG consisting of n
DGs, where each unit exchanges information with its neighbor-
ing units through a communication network for control. The
communication structure can be represented mathematically by
an adjacency matrix, A = [aij ]n×n. The communication weight
aij = 1 if the ith unit and the jth unit are in regular communi-
cation; otherwise, aij = 0.

The communication network is Ĝ can be modeled by an
undirected graph Ĝ, so, aij = aji. It can also be denoted by
di, where di =

∑n
j=1 aij . D = diag{d1, . . . , dn} represents the

Authorized licensed use limited to: TU Delft Library. Downloaded on August 12,2025 at 09:23:32 UTC from IEEE Xplore.  Restrictions apply. 
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degree matrix in the undirected graph. In addition, the Lapla-
cian matrix of Ĝ satisfies the relationship L = D −A, and its
eigenvalue determines the global dynamic performance.

B. Design of DSC

The main goals of MGs in islanded are denoted as follows:

lim
t→∞ωi(t) = ω0; lim

t→∞miPi(t) = lim
t→∞mjPj(t) (1)

lim
t→∞Vi(t) = V0; lim

t→∞niQi(t) = lim
t→∞njQj(t) (2)

where mi and ni represent the droop factors. ωi and Vi converge
to their nominal values ω0 and V0 respectively. The active power
(Pi) and reactive power (Qi) are expected to be proportionally
shared, and the voltage and frequency are restored to their
nominal values in the steady state.

The control objective in (1) and (2) can be reached by modify-
ing the droop control with the secondary control compensation
term ωsi and Vsi

ωi = ω0 −miPi + ωsi; Vi = V0 − niQi + Vsi. (3)

With the DSC [3], DGs propagate information through the
prescribed communication network Ĝ, as follows:

ui(t) =
∑
j∈Ni

aij [xj(t)− xi(t)] + gi[x0 − xi(t)] (4)

where ui(t) represents ωsi and Vsi, Ni is the set of the ith DG’s
neighbor, xi is the local unit’s state, ωi, V̄i, miPi, and niQi, and
V̄i denotes the estimated global average voltage. For frequency
and voltage control, the virtual leader is employed, gi = 1,
implying the DGs’ state approaches the reference value x0.
Conversely, active power and reactive power sharing controllers,
gi = 0. Notably, we propose to recover the global average volt-
age V̄i to a nominal value rather than each DG’s voltage Vi [27],
which can be obtained by the dynamic average algorithm, shown
as follows. With this philosophy, the output voltages of all DGs
lie within an acceptable range

V̄i = Vi(t) +

∫ ∑
j∈Ni

aij(V̄j − V̄i)dt. (5)

III. COMMUNICATION NETWORK DESIGN

Fig. 1 illustrates an n-DG ac MG with secondary control,
where the voltage and power control performance depends on
information exchanged with neighboring units. This perfor-
mance is highly influenced by the design of the communication
network, which is the focus of this article.

This section presents six optimization criteria for designing
an optimal communication network: convergence performance,
resistance to communication delays, communication costs, and
the negative impacts of three types of cyber-attacks.

A. Convergence Performance

1) For active power and reactive power sharing: The network
can be modeled as an undirected graph, where gi = 0. With this
consensus law, the sum of the output of all units is invariant. The

state x can be decomposed as

x = α1 + ξ (6)

where α1 = Ave(x) is an invariant quantity [26], α1 =∑n
i xi(0)/n. The disagreement vector ξ satisfies

∑n
i ξi = 0,

and its dynamics is given by ξ̇ = −Lξ.
The solution to the disagreement is given by

ξ ≤ ξ(0) exp(−κt) (7)

where κ = λ2(L) is the second smallest eigenvalue, defined
as the algebraic connectivity of the graph [26]. A well-known
observation from the Fiedler eigenvalue is that for dense graphs,
λ2(L) is relatively large. In contrast, for sparse graphs, λ2(L) is
relatively small in Ĝ.

2) For frequency and voltage controllers: Here, the global
voltage restoration error is defined as e(t) = x(t)− x0. Com-
bining with (3) and (4), the error dynamics can be described
as ė(t) = −(L+G)e(t), and G = diag(g1, . . ., gN ) is the pin-
ning matrix in which gi = 1. By injecting reference values into
designated nodes, the interconnected nature of the underlying
network ensures that the remaining nodes converge toward the
reference state.

The Lyapunov function is selected as V (t) = e(t)T e(t)/2,
showing its deviation, and its dynamics as

V̇ (t) =
d

dt

[
1
2
e(t)T e(t)

]
= e(t)T ė(t)

= −e(t)T (L+G)e(t) � −λmin(L+G)e(t)T e(t)

� −2λmin(L+G)V (t) (8)

where 2λmin(L+G) represents the corresponding convergence
rate [13]. Since the minimum eigenvalue (L+G) is positive-
definite and inevitable, the disagreement e would eventually
converge to zero, which means xi will ultimately converge to
x0. Therefore, the control objective is reached.

In this scenario, a higher convergence rate indicates that
pinned DGs communicate more effectively with unpinned units.
Therefore, selecting pinning nodes usually aims to maximize
the minimum eigenvalue of the Laplacian matrix (L+G) to
increase the convergence rate. However, as noted in [28], this
upper bound is constrained by the second smallest eigenvalue
of L, denoted as λ2(L). Given these considerations, we fix
the number of pinning nodes while ensuring convergence to a
reference state. Consequently, the primary focus for improving
convergence performance lies in the design of the Laplacian
matrix L. Therefore, we establish F1(Ĝ) = −λ2(L) as the cost
function representing the convergence rate.

B. Robustness to Communication Delay

Incorporating a communication network introduces time de-
lays in MGs’ control [29]. Such delays can potentially delay the
convergence of system states and degrade the system’s dynamic
performance, even resulting in instability.

To gain further insight into the relation between robustness
to delay and connection, we ignore the pinning node since few
nodes are selected for pinning control [30]. The dynamic of the
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consensus protocol in (4) with time delay is described in [7],
[26], and [27], also shown as follows:

ẋi(t) = ui =
∑
j∈Ni

aij [xj(t− τij)− xi(t− τij)] (9)

where τij is the delay of the communication. The Laplace
transform of both sides of (9) is denoted as

sXi(s)− xi(0) =
∑
j∈Ni

aije
−τijs(Xj(s)−Xi(s)). (10)

The Laplace transform of the above formula is

X(s) = (sI + e−τijsL)−1x(0). (11)

From Gregorian theorem, we know that λmax(L) ≤ 2dmax(Ĝ),
where dmax(Ĝ) is the maximum degree of the nodes of Ĝ, and
λmax(L) is the greatest eigenvalue of L. Therefore, a sufficient
condition for network convergence is shown in (12). When the
following condition is met, (9) can realize global asymptotic
stability with time-delay τij [30], and the state of xi converges
to the average value

τij ∈ [0, τ ∗], τ ∗ ≤ π

2λmax(L)
(12)

where τ ∗ is the maximum tolerable communication delay. The
upper bound of the time delay in the network is inversely
proportional to the largest eigenvalue of the Laplacian matrix.
Since the proof of this bound has already been established in [26]
as part of the graph theory validation, we omit it here for brevity.
Accordingly, networks with nodes with relatively large degrees
cannot tolerate high communication time delays. Based on this,
we set the cost function as: F2(Ĝ) = 4dmax(Ĝ)/π.

C. Communication Cost

A crucial consideration in distributed multiagent systems
involves minimizing communication cost, denoted as C, which
is the total count of edges within the graph Ĝ, represented as

C =

n∑
i=1

di/2. (13)

In general, more edges mean higher communication costs.
Based on the network, the optimal objective is to minimize the
required edges, denoted as F3(Ĝ) =

∑n
i=1 di/2.

D. Invulnerability Design of Communication Network

The proposed DSC framework heavily depends on exchang-
ing parameters xi among DGs, thereby rendering the MGs
susceptible to cyber-attacks.

1) Model of the Cyber-Attacks: The cyber-attacks can be
modeled as [5], [6], [7]

xa,j = Kj [xj + ηjε(t)] (14)

where xa,j represents the corrupted frequency, and xj denotes
the original signal from the jth agent. Both ηj and Kj are binary
variables. When ηj = 0 and Kj = 0, the system is subjected to
a DoS attack. ηj = 0 and Kj = 1 indicate that the MG system
operates under normal conditions. ηj = 1 and Kj = 0 denote

that the system faces both a DoS attack and an FDIA. ηj = 1
and Kj = 1 denote that the presence of an FDIA is indicated,
characterized by the malicious element ε(t). Furthermore, when
subjected to MDA, DGs are forced to drop out, resulting in
disconnection.

2) Metric of DoS Attack Effect: Based on the above dis-
cussions, the DoS attack metric F4(Ĝ) is defined as in [6].
According to this reference, an increase in algebraic connectivity
reduces the impact of DoS attacks. This relationship is expressed
as follows:

F4(Ĝ) = 1/[1 + λ2(L)]. (15)

When a DoS attack occurs, the information propagation is
interrupted, resulting in a low convergence rate. Notably, with
a more extensive convergence connectivity of the original net-
work, the system features a minor effect of the DoS attack. For
connected systems, the attack metric negatively correlates with
the algebraic connectivity λ2(L).

3) Metric of FDIA Effect: We first reframe the f/V recover to
a pinning synchronization problem. This approach allows a few
DG to access predefined reference values while all other units
synchronize via communication. The FDIA can be equivalently
considered a modification of these reference values, as the attack
elements in the neighbor can be mathematically written at the
change of the reference value. Hence, its effect depends on the
number of pinning nodes. Subsequently, we transform the P/Q
sharing problem into an undirected graph consensus problem,
where each DG adjusts its power outputs based on the outputs of
its neighbors. Here, the influence of the FDIA on power sharing
is mainly shaped by the differences in f/V propagation rates
throughout the network.

Herein, the P -f is considered as an example for verification,
and DSC is written as

ω̇si =
∑
j∈Ni

aij(ωj − ωi) + gi(ω0 − ωi) +
∑
j∈Ni

aij(δj − δi)

(16)
where δi = miPi is the power sharing coefficient. Based on (3)
and (16), when FDIA occurs, the global dynamics of DSC is
expressed as

−[ω̇ + δ̇] = (L+G)(ω − ω0) + Lδ +Bε (17)

where B = diag{b1, . . . , bn} is the matrix associated with the
FDIA. Based on [13] and [15], under an FDIA, voltage and
frequency experience deviations, but it reach an equilibrium
point. Consequently, the frequency and power sharing ratio is a
constant, and they satisfy ω + δ̇ = 0. At steady state, all DGs’
frequencies align with the same, leading to

L(ω + ω0) = 0. (18)

Setting the left-hand side of (17) equal to 0, and considering
(18)

Lδ +G(ω − ω0) +Bε = 0. (19)

Without any limitation, it is assumed that if gi = 1, the unit
has access to the reference. biεi �= 0 means that the ith-DG’s
neighbor is under FDIA. Therefore, another expression of (19)
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is re-expressed as⎡
⎢⎢⎢⎣
∑n

j=1 a1j −a12 · · · −a1n

−a21
∑n

j=1 a2j · · · −a2n
...

...
. . .

...
−an1 −an2 · · · ∑n

j=1 anj

⎤
⎥⎥⎥⎦
⎡
⎢⎢⎢⎣
δ1

δ2
...
δn

⎤
⎥⎥⎥⎦

+

⎡
⎢⎢⎢⎣
g1(ω1 − ω0)
g2(ω2 − ω0)

...
gn(ωn − ω0)

⎤
⎥⎥⎥⎦+

⎡
⎢⎢⎢⎣
b1ε1

b2ε2
...

bnεn

⎤
⎥⎥⎥⎦ = 0. (20)

To make a determinant transformation on (20), add the ele-
ments of the first (n− 1) rows to the elements of the nth row to
obtain⎡

⎢⎢⎢⎣
∑n

j=1 a1j −a12 · · · −a1n

−a21
∑n

j=1 a2j · · · −a2n
...

...
. . .

...
0 0 · · · 0

⎤
⎥⎥⎥⎦
⎡
⎢⎢⎢⎣

δ1

δ2
...∑n

i=1 δi

⎤
⎥⎥⎥⎦

+

⎡
⎢⎢⎢⎣

g1(ω1 − ω0)
g2(ω2 − ω0)

...∑n
i=1 gi(ωi − ω0)

⎤
⎥⎥⎥⎦+

⎡
⎢⎢⎢⎣

b1ε1

b2ε2
...∑n

i=1 biεi

⎤
⎥⎥⎥⎦ = 0. (21)

By solving (21), we can determine the relationship between
the attack and the frequency. All DGs within the MG operate at
the same frequency in a steady state, which leads to

ωi = ω0 +
N∑
i=1

biεi/1TNG1N (22)

when no cyber-attacks exist, ωi will gradually reach to a value
close to ω0. When FDIA exists, the DG’s frequency is falsified
by FDIA, given by

∑N
i=1 biεi/(1

T
NG1N ). As noted, the FDIA’s

effect on frequency is independent of the communication matrix
L. Instead, the attack elements and the leader node determine
the frequency convergence error.

In addition, DG’s active power can be written as

Pi ≈ ViVp

∫
(ωi − ωp)/Zli (23)

where Vp and ωp denote the point of common coupling (PCC)
voltage and frequency. It has been proved that all DG frequencies
converge to the same value, even if FDIA occurs [13].

However, as shown in (23), the dynamic frequency change
can lead to phase variation, potentially disrupting power sharing.
Building on this, the following index can be defined to quantify
the impact of FDIA on power:

Λ(i) = {l(i, 1), l(i, 2) . . . l(i, j)}, j ∈ Ni (24)

where Λ(i) is a vector containing the lengths of the communi-
cation paths from all neighbors node i, and li,j represents the
length of the link from node j to node i

F5(Ĝ) = max_Var{Λ(i)}, i ∈ N. (25)

F5(Ĝ) represents the global propagation rate from one DG to
the others per unit of time. The term VarΛ(i) refers to the vector

variance, which reflects the variation in the time it takes for
error information to be transmitted from unit i to all other units.
This variance plays a crucial role in power sharing, as it leads to
abnormal power fluctuations, as previously discussed. The max
function is used to select the highest variance, for the worst-case
scenario.

4) Metric of MDA Effect: MDA is an attack that the hacker
attacks each unit indiscriminately to make it drop out. Once
hackers obtain information about the communication topology
through unique means, they selectively attack some communi-
cation units. Therefore, the attacked DG is forced to be discon-
nected, and the attacked communication unit loses effect, unable
to receive and send system interaction information [7].

Under MDA, the remaining DGs should strive to maintain
power sharing performance to the greatest extent possible. In this
context, there should be as few independent units as possible,
ensuring the continuity of power sharing capabilities among the
operational inverters. The metric F6(Ĝ) is used to quantify the
survivability of the MG under MDA

F6(Ĝ) =

n∑
m=1

[nm − rank(Lm)]/m2 (26)

where m denotes the DG numbers that are disconnected caused
by MDA. nm = n−m is the remaining DGs still operational
after the attack. Lm is the Laplacian matrix of the graph,
accounting for the removal of m units from the system. The
attack metric is nearly inversely proportional to rank(Lm) for
a given MDA. Lower rank(Lm) represents more isolated units
and denotes higher attack metrics. The worst case is that the
attack metric reaches the upper limit m when rank(Lm) = 0.
At this time, no available DGs exist in cyber topology.

E. Optimal Communication Network Design

In this section, an optimal network is designed, with the aim of
configuring the network. A multiobjective optimization method
is proposed, incorporating the developed indices in the previous
section. The cost function for n DGs is defined as

minF (Ĝi)

=

(
ϑ1

F1(Ĝi)− F1,min

F1,max − F1,min
+ ϑ2

F2(Ĝi)− F2,min

F2,max − F2,min

+ ϑ3
F3(Ĝi)− F3,min

F3,max − F3,min
+ ϑ4

F4(Ĝi)− F4,min

F4,max − F4,min

+ ϑ5
F5(Ĝi)− F5,min

F5,max − F5,min
+ ϑ6

F6(Ĝi)− F6,min

F6,max − F6,min

)
(27)

where F1–F6 are different objective functions for specific per-
formance criteria, such as convergence, delays bound, and cost,
along with indexes for DoS, FDIA, and MDA. We have taken
all these six indexes into consideration. Therefore, it is not
designed for a specific attack. The variables ϑ1–ϑ6 are the
weights associated with these functions. The values Fi,min and
Fi,max represent the minimum and maximum outcomes of the
corresponding objective function among the given candidates,
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Fig. 2. Verification setup.

as shown in Fig. 3, where F1(Ĝ1)–F1(Ĝ8) are evaluated. For in-
stance,F1,min is the smallest value among all candidate networks.
Clearly, F1,min = F1(Ĝ1) and F1,max = F1(Ĝ8), since Ĝ1 is the
sparsest network with the slowest response speed, whereas Ĝ8

is the densest network, achieving the fastest response. Notably,
we normalized each objective function to minimize the impact
of magnitude differences between objectives. Since this article
assumes equal importance for the involved indices, assigning
equal weights is reasonable. Moreover, the weight design can be
adapted based on the specific requirements of the grid operator.

The comprehensive procedure for optimal network design
includes the selection of the feasible communication network,
determining Pareto bounds for multiobjective optimization, and
selecting the optimal topology. The determination of Pareto
frontiers for different DG configurations is performed as follows.

1) Map all possible networks: For each MG system size, the
possible range of possible networks must be determined.
Essentially, a sequential series of 1 ∼ n DG units can
form (n− 1)n/2 networks.

2) Selection of feasible networks: Considering that these
interconnected networks typically yield some homoge-
neous counterparts with identical eigenvalues and alge-
braic connectivity, further investigation is required based
on the network unit degree. Importantly, the feasible net-
work should have an even degree due to the requirements
for plug-and-play operation, thus limiting the candidate
networks to n− 2 types.

3) Optimal network selection: Scanning the candidate DG
set for operational MG case and searching the related
Pareto optimal networks according to the involved quan-
tification indices. In particular, the emphases correspond-
ing to different evaluation functions may lead to various
optimal networks.

IV. VERIFICATION

The proposed network design for DSC is validated through
OPAL-RT simulations, with the verification setup depicted
in Fig. 2. The test MG consists of ten converters in a ra-
dial configuration, as shown in Fig. 1, and can be scaled
to accommodate other topologies and larger MGs. The ba-
sic parameters are as follows: V0 = 190 V, ω0 = 314 rad/s,
and m1 = n1 = 1/400. The other droop coefficients are
configured to ensure the active and reactive power sharing ratios

Fig. 3. Optimal communication network candidates.

follow DG1 : DG2 : DG3 : DG4 : DG5 : DG6 : DG7 : DG8 :
DG9 : DG10 = 1 : 1.5 : 2 : 2.5 : 3 : 3.5 : 4 : 4.5 : 5 : 5.5. The
LC filter parameters are the same for all DGs, with capacitance
Cf = 12 μF, inductance Lf = 2.2 mH, and feeder impedance
Zf = 2.2 mH. The proposed method is a graph-theory-based
secondary control approach that relies on communication rather
than an explicit system model, making it inherently model-
free. Notably, different MG structures, such as radial, ring, and
meshed grids, exhibit different dynamic performances, primarily
due to differences in equivalent line impedance. However, our
approach mitigates this issue by leveraging communication to
ensure the control objectives are met, regardless of grid structure.

For a grid with ten DGs, the number of edges in the network
ranges from 9 to 45. In addition, various network configurations
can be generated for the same set of DGs. However, as more
units and edges are added, the optimization process becomes
increasingly complex due to the exponential growth in possible
configurations. The weighting factor of the cost function in (27)
is set as ϑ1 = ϑ2 = ϑ3 = ϑ4 = ϑ5 = ϑ6 = 1/6 for verification.

In MGs, plug-and-play capabilities require an evenly dis-
tributed degree among units to ensure uniform communication
links and minimize the impact of a DG shutdown. The uniform
degree is thus essential for feasible network configurations.
Therefore, the optimal network is identified by prioritizing
symmetry, as analyzed for Ĝ1–Ĝ8 in Fig. 3.

The index values corresponding to Ĝ1–Ĝ8 are presented in
Table II. Notably, the index value of the cost function for
Ĝ4 is the smallest among the alternatives. Consequently, the
communication network associated with Ĝ4 is taken as optimal,
which is with 25 edges, and the unit degrees of each DG are 5.

1) Optimal Communication Network Validation

To showcase the dynamic of the optimized communication
topology, we evaluate Ĝ4 under typical communication delays,
load changes, and plug-and-play operations.

Fig. 4 illustrates the performance of the DSC of the opti-
mized communication network, showing the DGs’ active power,
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TABLE II
OPTIMAL COMMUNICATION NETWORK SELECTION

Fig. 4. Dynamics of optimal network Ĝ4 under 100-ms delay: (a) active
power, (b) frequency, (c) reactive power, and (d) global average voltage.

frequency, reactive power, and global average voltage. A 100-ms
delay, the typical upper bound [31], is simulated.

Initially, active power is synchronized since the frequency
is a global variable. When DSC is activated at t = 2 s, re-
active power is proportionally shared, and both frequency
and voltage are restored. Load changes occur at t = 5 s and
t = 10 s, and despite slight fluctuations due to communica-
tion delay, the MG reaches consensus, demonstrating conver-
gence under delay. At t = 15 s, DG1–DG3 disconnect, while
DG4–DG10 remain synchronized, showing the plug-and-play
capability.

2) Comparative Study I

To validate the benefits of the proposed communication
network, a comparison with [27] is conducted. In Fig. 5(a)
from [27], a 14-edge network is presented. For a fair comparison,
the proposed network is designed with the same number of
edges, as shown in Fig. 5(b).

Fig. 5. Communication network of the MG with 14 edges. (a) Optimal
network in [27]. (b) Proposed optimal network.

a) Comparison study against FDIA: The DSC dynamics un-
der FDIA are investigated in this section. Fig. 6(a) and (b)
illustrates the active power sharing coefficient (miPi), frequency
(fi), reactive power sharing coefficient (niQi), and estimated
global voltage (V̄i) for each network.

Following the established protocol, secondary control is ac-
tivated at t = 2 s for both networks, ensuring both active and
reactive power sharing. At this point, the system achieves bal-
anced power distribution, with the active power sharing co-
efficients converging to m1P1 = · · · = m10P10 = 0.5 and the
reactive power sharing coefficients stabilizing at n1Q1 = · · · =
n10Q10 = −0.5. At t = 10 s, an FDIA is launched, specifically
targeting the communication link between DG10 and DG1. The
attack injects falsified measurement data, reporting an incorrect
power value of 2200 W for both active and reactive power. As a
result, the system is misled, leading to deviations in frequency
and voltage. The frequency increases to 50.1 Hz, while the
estimated global voltage rises to 190.1, indicating a significant
disturbance in system stability. Under the network structure
from [27], the impact of the FDIA is pronounced, causing sub-
stantial variations in power sharing coefficients across different
DGs. Specifically, the active power sharing coefficients fluctuate
significantly, ranging from m4P4 = 0.2 to m1P1 = 0.95, while
the reactive power sharing coefficients deviate from n4Q4 =
−0.8 ton1Q1 = −0.05, as illustrated in Fig. 6(a). These discrep-
ancies highlight the vulnerability of this network configuration
to FDIA, as the manipulated measurements lead to severe imbal-
ances in power distribution. In contrast, the proposed network,
as shown in Fig. 6(b), demonstrates a significantly improved
resilience to the attack.

Although FDIA still impacts performance, the deviations
in power sharing coefficients are effectively limited, keeping
values much closer to the expected 0.5. This indicates that
the proposed network mitigates the adverse effects of FDIA,
preventing extreme imbalances in active and reactive power
distribution. Despite the differences in FDIA impact on power
sharing accuracy, it is important to note that the steady-state
deviations in frequency and voltage remain nearly identical
in both networks. This is attributed to the fact that both
configurations utilize the same number of pinning DGs, which
inherently determines the system’s overall frequency and
voltage deviation, as proved in (22).

b) Comparison study against MDA: Fig. 7(a) and (b) illus-
trates the dynamic performance of the networks shown in Fig.
5(a) and (b), respectively. Initially, DSC is activated at t = 2 s,
ensuring synchronization of all DGs and stable power sharing
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Fig. 6. Comparison to the design in [27] under FDIA. (a) Network
performance in [27] under FDIA. (b) Proposed network performance
under FDIA.

among them. The system operates under normal conditions until
t = 10 s, when an MDA occurs, leading to the disconnection of
three DGs from the network. In the worst-case scenario, the
network from [27] experiences severe fragmentation, resulting
in the formation of three isolated islands: {8}, {1,10}, and
{2,3,4,5}, when DG6, DG7, and DG9 drop out. The loss of
these key nodes disrupts the connectivity between several DGs,
significantly affecting power sharing and system stability. By
contrast, in the proposed network, the impact of the same MDA
is mitigated.

When DG6, DG8, and DG10 drop out, the system forms
only two islands: {9} and {1,2,3,4,5,7}. This indicates that

Fig. 7. Comparison to the design in [27] under MDA. (a) Network
performance in [27] under MDA. (b) Proposed network performance
under MDA.

the proposed network maintains stronger connectivity among
the remaining DGs, reducing the extent of fragmentation
and preserving overall system integrity. This comparison
demonstrates that the proposed network design enhances re-
silience against MDA by limiting the number of isolated is-
lands and maintaining a more cohesive structure even un-
der severe disturbances. This improved robustness is cru-
cial for maintaining reliable operation in distributed control
environments.

3) Comparative Study II

The network from [7], where each DG is connected to four
others, is shown in Fig. 8(a) and compared to a 30-edge network
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Fig. 8. Communication network of the MG with 30 edges. (a) Optimal
network in [7]. (b) Proposed optimal network.

Fig. 9. Comparison to the designed network in [7] under MDA. (a) Net-
work performance in [7] under MDA. (b) Proposed network performance
under MDA.

optimized using the proposed method, as illustrated in Fig. 8(b).
Their dynamic responses to deliberate attacks are analyzed and
presented in Fig. 9(a) and (b), respectively.

The DSC is activated at t = 2 s, ensuring proportional power
sharing among DGs and synchronization of both frequency
and voltage. The system remains stable under normal oper-
ating conditions until t = 10 s, when an MDA is triggered,
which has the capability to cause the dropout of anywhere
from 1 to 10 DGs. To effectively illustrate the impact of such
disturbances, the analysis focuses on a scenario with a 7-DG
dropout, as it presents the most significant performance dif-
ferences. Cases with 1–6 and 8–10 DG dropouts are omitted
from the discussion since the observed differences between the
network from [7] and the proposed method are minimal in those
scenarios.

As shown in Fig. 9(a), under the network structure from [7],
DG3, DG8, and DG10 remain operational after the MDA,
leading to severe fragmentation, with the formation of three
isolated islands: {3}, {8}, and {10}. This level of fragmentation
significantly disrupts power sharing.

In contrast, the proposed network, as shown in Fig. 9(b),
exhibits improved resilience. After the MDA, DG4, DG6, and
DG10 remain operational, forming only two islands: {4,6}
and {10}. This demonstrates a notable improvement in main-
taining network connectivity, reducing the number of isolated
components.

The results clearly highlight the superior resilience of the pro-
posed network design, which maintains better synchronization
and connectivity under MDA, reducing the impact of severe
disturbances and ensuring more stable operation compared to
the network from [7].

V. CONCLUSION

This article proposes an approach to optimize the communica-
tion network for DSC of MGs, focusing on enhancing resilience
against attacks and minimizing the impact of attacks on power
and voltage regulation. To achieve this, novel metrics are de-
veloped to assess the effects of false data injection, DoS, and
MDA. Subsequently, a multiobjective optimization technique is
employed to develop the communication network, considering
the quantified attacks, convergence, time-delay robustness, and
communication cost. Unlike real-time cyber-attack detection
and counteraction, the proposed method can be used for MG
planning, which is implemented during the development stage
of the MG, preparing resilience before the attacks go to the
secondary control layer. Consequently, the proactive design
approach makes the MG less affected by these attacks. In
the proposed scheme, cyber-attacks’ dynamics and increasing
complexity may need to be fully considered, which can be
a focus of future research. One limitation is that the pro-
posed optimal communication network is fixed after design;
extending it to dynamic optimization could further enhance
flexibility and resilience, which may be explored in future
work.
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