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Summary

The rapid growth of internet-connected devices has led to a significant increase in the number of cyber
attacks, resulting in security challenges related to loT. Researchers have discovered a new attack tech-
nique that can be used for launching large DDoS attacks, which involves TCP reflective amplification
attacks by abusing middleboxes and loT devices. This newly discovered attack technique offers a novel
perspective on the abuse of TCP, potentially surpassing the effectiveness of UDP-based amplifiers in
terms of amplification factors. This highlights the potential for a significant impact of this technique.
In order to assist Internet Service Providers (ISP’s) in mitigating this vulnerability present at their cus-
tomers, a deeper understanding of this novel attack technique is needed. Since this attack technique
was recently discovered, limited information is available about the vulnerability itself, the end-users
who operate these vulnerable devices, and the characteristics of both the users and the devices that
are contributing to the problem.

The thesis primarily focuses on exploring vulnerable devices and their end-users within the consumer
network of a Dutch ISP, KPN. The ultimate goal is to gather more information on the types of vulnerable
devices and actors involved to eventually assist an ISP in making informed decisions to remediate the
vulnerability in their network. A mixed-method approach is used to analyse both the quantitative and
qualitative data available. First, quantitative data on vulnerable devices in the ISP network is analysed
to identify customer IP addresses, track them over time, and perform network scans to characterise the
vulnerable devices. Second, end-users updating behaviour, notification perception, and characteristics
are analysed through a notification campaign and interviews with KPN customers and a manufacturer.
This data is used to answer the research questions: To what extent can we characterise the issue of
TCP reflective amplification in the network of an ISP?

The study found that the problem can be described in two different issues: vulnerable middleboxes and
vulnerable consumer IoT devices with broken TCP protocols. The problem of vulnerable middleboxes
has been solved in the network of the Dutch ISP as manufacturers have released updates remediating
the vulnerability. This is not the case for vulnerable consumer IoT, as updating consumer loT devices
does not necessarily address the vulnerability present in the devices that have been identified. How-
ever, vulnerability notifications can potentially be useful for end-users to encourage them to update their
vulnerable devices. The analysis based on the COM-B model showed that the interviewees possess
both the capability and motivation to execute the steps outlined in a vulnerability notification. Never-
theless, it was found that vulnerability notifications should include a comprehensive description of the
vulnerable device and the specific vulnerability, enabling end-users to accurately identify the device in
question and perform the necessary software or firmware update.

The study highlights the presence of vulnerable devices in the ISP network that cannot be remediated
by updating the device due to the unavailability of a fix. This calls for the exploration of alternative
notification methods like walled garden notifications for ISP’s to address the issue as mail notifications
seem not feasible at the moment of writing. While updating devices is a suggested solution, it may not
be feasible for end-users with vulnerable consumer loT devices, making it crucial for manufacturers to
ensure their products have secure TCP protocols. While end-users are motivated and capable to keep
their vulnerable devices up to date, whether or not they receive a vulnerability notification from their
ISP, this action alone will not fully address the vulnerability as long as manufacturers remain unaware
of the issue or fail to provide updates to remedy it.
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Introduction

1.1. Research background

The amount of devices connected to the internet has been rapidly growing and will continue to do so.
In 2022, it is estimated that there are around 13 billion internet-connected devices in the world and this
is expected to grow up to 30 billion in 2030 (Transforma Insights, 2022). Although these devices aim
to improve our lives in various ways, the rise of internet-connected devices also increased the attack
surface for cyber criminals to exploit (Anand et al., 2020). Over the past years, the number of attacks
on internet-connected devices has grown substantially with a jump of approximately 900 percent of
such attacks in 2019 (Prajapati et al., 2022).

There are numerous security challenges related to internet-connected devices or the Internet of Things
(loT) which are extensively studied by academics. These challenges are often described in terms of
security issues and privacy issues with loT (Maple, 2017; Omolara et al., 2022; Panahi Rizi et al.,
2022). Security challenges for loT are present because of three main reasons (Atzori et al., 2010).
First, loT items are unattended most of the time. Second, because of their nature, most loT devices
have low capability in terms of energy usage and computation power. For this reason, they cannot
implement security measures such as data encryption and use lightweight insecure protocols. Lastly,
communication between loT happens mainly wireless over a large network of different interconnected
devices, generating a large attack surface (Rizvi et al., 2020).

When looking at the past, there have been countless examples of security breaches of internet-connected
devices resulting in large societal disruptions. In 2016, DNS provider Dyn was hit by a large DDoS at-
tack using a botnet of many IoT devices, resulting in the inaccessibility of numerous popular websites
such as Netflix, Twitter and PayPal (Sinanovic et al., 2017). Denial of service (DoS) attacks are one of
the most common cyber attacks utilised today (Y. Li et al., 2021). DoS attacks attempt to make a device
or the network resources unavailable to its legitimate clients by temporarily or permanently disrupting
the services of a host connected to the internet by flooding the victim with traffic (Kaur Chahal et al.,
2019; Nosyk et al., 2022). Distributed denial of service (DDoS) attacks use the same principle but for
this type, multiple hosts (e.g. via a botnet) are used to flood a victim with traffic instead of one single
source (Douligeris et al., 2004).

On a daily basis, newly discovered security vulnerabilities and novel forms of attacks are detected.
Bock et al. (2021) propose in their article a new attack technique that, by abusing middleboxes, can be
used for launching large DDoS attacks. This paper explains how these middleboxes can be used for
TCP reflective amplification attacks. A middlebox is defined as an intermediary device that performs
functions beyond the typical, standard operations of an IP router on the datagram path between a
source host and a destination host (Carpenter et al., 2002). What makes this type of DDoS attack
different from attacks currently seen in the wild is the way how this attack is executed. Normally UDP
based protocols are abused for creating an amplification of data which is sent to the victim, while the
attack described by Bock et al. (2021) is TCP based. There is a common consensus that UDP based
amplifiers are superior compared to TCP based amplifiers when looking at the amount of amplification
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2 1. Introduction

that can be achieved (Kuhrer et al., 2014a; Kihrer et al., 2014b; Nosyk et al., 2022). Bock et al.
(2021) explains that, by using middleboxes, the achieved amplification factors can be similar to UDP
based amplifiers or even higher. This discovery poses a serious security threat since using TCP for
transmitting data is more common than UDP and thus more options for attackers are available to send
DDoS attacks (Nguyen et al., 2018).

While the paper by Bock et al. (2021) focuses on middleboxes as a tool for exploiting this new attack
technique, any internet-connected device with a broken TCP implementation could be abused by mali-
cious people for launching TCP reflective amplification attacks. Academics already studied IoT devices
in households that can act as possible amplifiers for launching DDoS attacks using TCP protocols. For
example, Lyu et al. (2017) show that consumer IoT can be used for TCP amplification attacks but con-
clude that attacks using UDP are more effective. Furthermore, the papers by Kihrer et al. (2014b)
and Kiihrer et al. (2014a) show that TCP protocols can be exploited for reflective amplification attacks.
The novel attack technique described by Bock et al. (2021) provides a completely new perspective on
abusing services on TCP as they show that TCP reflective amplification attacks can be significant in
size and therefore at least as interesting as UDP-based amplifiers for launching DDoS attacks.

Three key stakeholders can be identified who are involved in the problem of lIoT devices which can
be abused for TCP reflective amplification attacks. First, the manufacturers of these devices as the
problem is created by a poor configuration of the device itself. Second, end-users are responsible
for all the changes they implement to their devices such as software updating and port forwarding.
Lastly, internet service providers (ISP’s) detected security issues on their network and are tasked with
mitigating vulnerabilities that could harm their customers, their network or both.

Internet service providers can play an important role in helping people with vulnerabilities in their internet
network due to their unique position in the market (Fruchter, 2019; Moore et al., 2009; Rowe et al.,
2011). ISP’s are able to link identified vulnerable IP addresses to contact information of actual people
and use their different communication channels to notify the customer about the vulnerability. Notifying
people about the vulnerability of their devices has been a suggested method to mitigate the vulnerability
(Cetin, Ganan, Korczynski, et al., 2017; Hennig et al., 2022; F. Li, Bailey, et al., 2016). An ISP can take
various measures to encourage customers to mitigate the vulnerability in their network. For example, an
ISP could send an email notification, a direct message or notify the customer of interest via quarantining
their network (Cetin, Ganan, Altena, Tajalizadehkhoob, et al., 2019; F. Li, Bailey, et al., 2016). The
different notification measures, and the content of the notification, require the ISP to make a well-
balanced decision in order to decide which mechanism to adopt and how to formulate the content of
such vulnerability notification.

Before notifying a customer about a potential security issue, the issue itself should be thoroughly un-
derstood. This helps the ISP to make this well-balanced decision on what steps to take in order to
remediate a vulnerability of interest. In the case of vulnerable middleboxes or other loT devices with
broken TCP protocols, this information is at an undesired level potentially obstructing ISP’s from effec-
tively taking action to solve the issue.

1.2. Problem statement

As described by Bock et al. (2021), TCP reflective amplification (by abusing middleboxes) can lead
to amplification factors that surpass those typically observed with commonly used TCP or UDP-based
amplifiers. Nevertheless, little is known about this type of DDoS attack. At the moment of writing, there
are not many known cases of these attacks being used in the wild. Still, it is expected that malicious
people are currently adopting and fine-tuning this attack technique (CIRT Akamai, 2022). Therefore,
intervention is needed to prevent large DDoS attacks from happening. ISP’s are actors in this problem
who can address this issue due to their unique position on the internet. However, there are problems
that restrain ISP’s from effectively helping their customers with remediating the vulnerability. The main
cause for these issues is the lack of information on this vulnerability.

There are unknowns about the characteristics of the vulnerable devices and the vulnerability itself. The
vulnerable device could be anything ranging from a middlebox to a consumer loT device. Furthermore,
in the case of middleboxes, these devices are located somewhere between a source host and a desti-
nation host, thus one can not simply scan the host IP to identify and characterise the vulnerable device.
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This issue is already described in previous research. Nosyk et al. (2022) found routing loops that can
be used for sending a packet flood towards a victim, exploiting the above-mentioned attack technique.
They explain that more research is needed to identify and characterise the devices which cause the
problem. Moreover, despite that TCP reflective amplification attacks are often used for launching DDoS
attacks, which involve sending TCP packets to a vulnerable server or device that reflects the data by
overloading the victim with a large number of SYN-ACK packets, there exists a scarcity of research in
this area (Kuhrer et al., 2014b; Mohana Priya et al., 2014).

Because of this lack of information, an ISP can not effectively communicate the vulnerability to its cus-
tomers with specific steps to solve the issue. For vulnerability notifications to work, ISP’s should have
the right information to communicate, manufacturers should have released a security patch and end-
users should perform certain behaviour to secure their vulnerable devices. Therefore, it is interesting
to research these three actors and their roles in regard to the problem of TCP reflective amplification.
These knowledge gaps are further addressed in chapter 1.5.

1.3. Research objective and questions

This research tries to address knowledge gaps which are linked to internet-connected devices vulnera-
ble to TCP reflective amplification. As explained in chapter 1.2, TCP reflective amplification is not widely
covered by academics. This research tries to address this lack of information by analysing the problem
of devices which can be abused for launching TCP reflective amplification attacks in the consumer net-
work of an ISP. The main objective of this thesis is to explore the issue of vulnerable middleboxes and
loT devices which can be abused for this type of attack in terms of vulnerable devices characteristics
and end-users behaviour in the network of an ISP. The goal is to gain more information on the type of
vulnerable devices which can be abused for the attack technique of interest, the different key actors
involved and their role in the problem to ultimately help an ISP with making well-informed decisions on
how to act in order to remediate the vulnerability in their network. This objective can be divided into the
following four sub-objectives:

» The first sub-objective is to characterise the vulnerable devices in the consumer network of an
ISP. As stated before, little is known about these devices such as the type or the brand. By doing
so, information is gathered which could help an ISP with notifying end-users to communicate
specific remediation steps.

» The second sub-objective is to map the characteristics of the end-users who own a vulnerable
middlebox or 10T device. This will provide information on what type of end-user operate these
vulnerable devices which may help ISP’s with making an informed decision on how to act.

» The third sub-objective is to identify the security behaviour of these end-users, and more specif-
ically their patching behaviour in regard to their vulnerable device. Patching is a solution sug-
gested, and proven to be effective when remediating vulnerable middleboxes (Pal, 2022). As
this vulnerability is the result of a broken TCP protocol, patching is assumed to be a solution for
fixing loT devices, other than middleboxes, which can be abused for launching TCP reflective
amplification attacks.

» The fourth, and last, sub-objective is to gain an understanding of what information end-users need
to be able to remediate the vulnerability. This will provide background information for possible
future vulnerability notifications which ISP’s can send to inform end-users. This is interesting to
understand as notifying end-users is the main instrument for ISP’s to address the issue in their
network.

Based on this objective and the sub-objectives the following research question is formulated which this
research aims to answer:

To what extent can we characterise the issue of TCP reflective amplification in the network of an ISP?

To answer the aforementioned main research question, the following sub-questions have been formu-
lated. Below each sub-question is presented and briefly discussed.

SQ1: What does the population of vulnerable devices look like in the consumer network of an ISP?
To start off, it is necessary to examine the characteristics of the vulnerable devices with respect to their
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device types to identify which devices are responsible for the observed amplification. For this sub-
question, previously identified IP addresses are included that are considered remediated at the time
of writing. It is valuable to understand why certain devices have been fixed for this vulnerability while
others remain vulnerable. This contextual information can aid an ISP in developing content for a future
vulnerability notification.

SQ2: What are the characteristics of vulnerable device end-users?

The second-sub question tries to identify the characteristics of vulnerable device end-users. This in-
cludes age, gender, and perceived skills in computer security. This can give an understanding of what
type of consumer operates these vulnerable devices. Furthermore, it is interesting to understand for
what purposes (business or private), end-users use the vulnerable devices. Especially for middle-
boxes, it is not expected that normal consumers use these more complex devices for private purposes.
Similar to the first sub-question, previously identified vulnerable IP addresses, and thus customers, are
included that are considered remediated when this research took place.

SQ3: What does the updating behaviour of vulnerable device end-users in the consumer network of
an ISP look like?

The suggested resolution for addressing the vulnerability in middleboxes is to apply patches. Sub-
sequently, an ISP may recommend this solution to its customers who own a vulnerable |oT device or
middlebox. Thus, itis important to examine the updating behaviour of end-users, including whether they
keep their (smart) devices up to date and what motivates them to perform or neglect updates.

SQ4: What is the effect of a vulnerability notification on vulnerable device end-users in terms of per-
formed actions and perception?

In order to assess the possible impact of a vulnerability notification on end-users of vulnerable de-
vices, it is crucial to comprehend their perception of such notifications and their response to them. This
approach can aid in identifying the requirements of end-users for identifying vulnerable devices and
determining the information they need to respond appropriately to the notification received. These in-
sights can shed light on how a potential vulnerability notification would affect end-users and whether it
is practical for an ISP to implement this mechanism to remedy the vulnerability in their network.

1.4. Research approach

The objective of this research is exploratory in nature, therefore both the available quantitative and
qualitative data are taken into account when answering the research questions. A mixed-method ap-
proach allows this study to combine qualitative and quantitative methods within different phases of the
research process (Terrell, 2012). Furthermore, these methods are applied in the context and network
of KPN, a Dutch ISP. Focusing on this single case allows this research to study the issue of internet-
connected devices, vulnerable to being abused for TCP reflective amplification attacks, extensively.
The sequential transformative strategy is applied as first the quantitative data on the vulnerable de-
vices is analysed and sequentially, qualitative data is collected and analysed based on the findings in
the first quantitative phase (Creswell, 2014). For this research, the emphasis lies on the second phase,
the qualitative data. The research can be divided into four phases in which different methods are used
to analyse either the qualitative or quantitative data available. Below each of the four phases is briefly
discussed.

« First a literature study is performed to gain an understanding of the context of this research.
Academic literature on the security of internet-connected devices, TCP reflective amplification at-
tacks, vulnerability notifications and end-user security behaviour will provide the theoretical back-
ground on which this research is founded. Furthermore, this will offer a thorough understanding
of the issue that is essential for creating vulnerability notifications that will be sent to end-users in
a subsequent phase of the research.

» Second, quantitative data provided on vulnerable devices is analysed to identify the IP addresses
in the network of KPN, track these over time and analyse these devices. This data is comple-
mented by data retrieved by performing network scans on the IP addresses of interest. Together
this data will be used to characterise the vulnerable devices.

» The third phase involves the analysis of end-users updating behaviour, notification perception,
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and characteristics to assess their role. During the course of 5 weeks, all customers with vulner-
able devices will receive notifications regarding the vulnerability, while end-users of previously
vulnerable devices will also be reached out to. Subsequently, each contacted KPN customer
is invited to participate in an interview. The qualitative data obtained from these interviews will
provide insights into the updating behaviour of the interviewees. Furthermore, their perception
of the received notification and their actions can be analysed to offer recommendations for the
feasibility of implementing vulnerability notifications for ISP’s.

* In the fourth phase, all the data obtained during the preceding three phases will be analysed and
processed. The findings derived from this analysis will serve as the foundation for addressing the
research question and sub-questions.

Chapter 4 presents the complete methodology of this research including a comprehensive view of the
four above-mentioned phases. The complete overview of this research, and the different phases, is
visualised below in figure 1.

Phase 4: Evaluation

SQ2: End-user
. SQ1: Vulnerable characteristics (CH6)
Theorectical device characteristics Discussion (CH7)
background (CH2) (CHS)
Methodology (CH4) SQ3: End-user
updating behaviour
Research context Abuse data analysis (CHS) .
CHo) (CHS) Conclusion (CH8)

SQ4: End-users
notification
perception (CH6)

Figure 1: Research flow diagram

1.5. Research relevance

This subsection discusses the importance of this research in terms of its potential contributions to
scientific and societal knowledge. Additionally, the benefits of this research for KPN, the Dutch ISP
that facilitated the study, as well as other ISP’s, are emphasised.

1.5.1. Scientific relevance

As discussed before in chapter 1.2, there is little literature available discussing the issue of devices
vulnerable to TCP reflective amplification attacks. This research tries to address this knowledge gap
by analysing this topic in combination with looking at the role of an ISP and end-users. At the moment
of writing no previous research has been conducted into the research objective as described in chapter
1.3.

In the past, research has been conducted into vulnerable middleboxes or 10T devices and, the attack
related to these vulnerable devices, TCP reflective amplification attacks (Bock et al., 2021; Islam et
al., 2022; Kiihrer et al., 2014a; Kuhrer et al., 2014b; Nosyk et al., 2022). Nevertheless, none of these
studies analysed the problem of these devices in combination with the role of an ISP. Moreover, previous
studies that focus on TCP reflective amplification attacks, such as Kuhrer et al. (2014a), Kuhrer et al.
(2014b), and Mohana Priya et al. (2014), primarily discuss SYN-ACK floods, whereas this research
centres on broken TCP protocols that respond similarly to vulnerable middleboxes. This topic will be
further elaborated upon in chapter 2.

Furthermore, there have been studies into vulnerability notifications by ISP’s to help end-users with
a vulnerability or malware cleanup before but not in the context of the vulnerability discussed in this
thesis (Cetin, Ganan, Altena, Kasama, et al., 2019; Rodriguez et al., 2021; J. Zhang et al., 2017). By
exploring the issue within an ISP, this thesis tries to provide background information which ISP’s can
use for potential future vulnerability notifications. Hence, this can be regarded as the initial step in
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mitigating the vulnerability. The subsequent step would be to assess the effectiveness of vulnerability
notifications which is out of the scope of this thesis.

1.5.2. Societal relevance

Enhancing the cyber security of vulnerable devices and their end-users is not only in favour of an ISP but
a wider range of stakeholders. While an ISP can easily notify the end-users about the vulnerability, the
exploitation of the vulnerability does not affect the ISP or end-user directly. A DDoS attack, leveraging
these vulnerable devices, could harm any organisation or individual in their lives by obstructing digitised
services such as banking or shopping. As a DDoS attack can be launched against anything or anyone
the impact of vulnerable devices, which can be used for such attacks, is practically boundless. A better
understanding of this attack can help ISP’s to better inform their customers and reduce the number of
vulnerable devices in their network thus contributing to mitigating cybercrime. As an ISP can be seen as
a line in the defence against such attacks, any potential victim would benefit from this research.

This research addresses an issue which is related to the broader topic of cyber security. Cyber security
is perceived as critical to both people’s prosperity and security. The importance of cyber security is
stressed by multiple large public organisations such as UN (2023) and European Commission (2017).
Furthermore, this thesis tries to identify the patching behaviour of vulnerable device end-users. Last
year, the Dutch national government relaunched an awareness campaign to stimulate people to update
their smart devices as it was found that more than half of the Dutch population lacks certain patching
behaviour (Rijksoverheid, 2021).

This research aims to improve the understanding of vulnerable devices that can be used for TCP
reflective amplification attacks in the network of an ISP. The findings of this research can assist the ISP
and potentially other ISP’s to effectively mitigate the risks associated with this vulnerability. Doing so
makes a small but important step towards a safer cyber world.

1.5.3. Added value for KPN

The gain in knowledge about vulnerable devices will help KPN with better addressing the issue and
helping their customers with these devices. The responsibility of managing security incidents in their
network has been delegated to the KPN abuse team. More information on these security issues can
subsequently help them with making better-informed decisions on how to respond. The tools used for
performing the analysis are provided by KPN and thus recommendations based on the results could be
directly implemented in the working procedures of the KPN abuse team. Improved working of the KPN
abuse team, could result in a gain in time efficiency and cost efficiency as KPN abuse staff members
need less time to help customers with their vulnerable devices.

Additionally, this research could help other IPS’s with devices in their network vulnerable to being
abused for launching TCP reflective amplification attacks. Information on the vulnerability in general
and customer reactions and attitudes towards vulnerability notifications can help any other IPS’s with
improving their own services.

1.6. Link to EPA programme

This thesis is written as part of the requirements for the degree of Master of Science in Engineering
and Policy Analysis (EPA) at the Delft University of Technology. This research fits the EPA programme
because it addresses the grand challenge of cyber security. The focus of this thesis is on a vulner-
ability that exists within middleboxes and loT devices which is of a technical nature and arises from
the misconfiguration of these devices’ settings, potentially leading to severe cyber attacks. Integrating
the technical and social aspects of this vulnerability is crucial as these cyber attacks can have a sig-
nificant impact on individuals, corporations, and society as a whole. This thesis aims to analyse the
TCP reflective amplification vulnerability and provide policy recommendations to ISPs for addressing
this issue. Furthermore, the vulnerability can be mitigated by people performing certain behaviour thus
addressing the societal aspect of it. The EPA program teaches several tools to analyse this complex
socio-technical system. In line with the program, this research combines quantitative data analysis with
a qualitative interview method.
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1.7. Thesis outline

The remainder of this thesis is as follows. Chapter 2 provides the theoretical background for this study
and discusses previous academic work related to the topic, in order to contextualise the research.
Chapter 3 describes the context and scope of this thesis. This will create a global overview of the actor
landscape, research scope, and the theoretical framework within which this thesis is developed. Chap-
ter 4 elaborates upon the methodology used for characterising the vulnerable devices and describes
the interview protocols utilised for this research. Chapter 5 presents the results of the analysis of the
vulnerable devices in the network of KPN. Moreover, chapter 6 entails the analysis of the end-users
and manufacturer interviews. Chapter 7 discusses the results for a deeper understanding including the
limitations of this study. Finally, chapter 8 concludes this thesis by answering the research questions
and elaborating upon recommendations and future work.



Theoretical background

This chapter presents relevant previous scientific work. First, the security issues of internet-connected
or loT devices are discussed to provide background information on these devices (§2.1). Second,
background on DDoS attacks and TCP reflective amplification attacks is presented (§2.2). Moreover,
this chapter shows how vulnerable middleboxes and loT devices can be used for such attacks. This
background information provides insights into the potential impact and remediation methods of this
vulnerability. Third, the current views in the academic literature on vulnerability notifications are shown
(§2.3). Lastly, different views and models on people’s behaviour in regard to cyber security are dis-
cussed (§2.4).

A Boolean search strategy is used to identify articles for this literature study. As certain combinations
of keywords result in a large number of identified articles, the search strategy is divided into three
steps:

1. Review of most recent literature
2. Review of most cited literature
3. Review of articles via snowballing (Jalali et al., 2012)

These three steps structure the approach of identifying relevant academic literature. By conducting
step 1, the most relevant studies are analysed based on the number of citations. Step 2 will identify
the current view and knowledge in regard to the topic. Lastly, step 3 adds detailed in-depth knowledge
to the already found literature.

The comprehensive overview of the search strategy used to perform this literature study can be found
in appendix A.

To improve the readability of this literature chapter and enhance the overall understanding of this thesis,
a brief introduction is presented on internet communication. This introduction explains how internet-
connected devices communicate with each other, which serves as the foundation for the main issue of
interest in this thesis: TCP reflective amplification. This introduction is presented below:
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Introduction to internet communication

The internet is a network of interconnected devices, such as computers and smartphones, that
allow us to communicate with each other and access information from anywhere in the world.
There are two main protocols used for internet communication: UDP and TCP.

TCP (Transmission Control Protocol) is a protocol that provides the delivery of data between
applications running on different devices. Before any data can be transmitted between devices
using TCP, a "handshake” must take place between the sender and receiver. In a TCP
handshake, the sender first sends an SYN (synchronize) packet to the receiver. The receiver
responds with an SYN-ACK (synchronize-acknowledgment) packet. Finally, the sender sends
an ACK (acknowledgment) packet to confirm that it has received the SYN-ACK packet.
Once this three-way handshake is completed, the connection is established and data can be
transmitted.

UDP (User Datagram Protocol), on the other hand, is a protocol that does not provide reliable
delivery of data or ensures that data is delivered in the correct order. It does not require a
handshake before sending data, which makes it faster and more efficient than TCP. However,
UDP is susceptible to packet loss or duplication and it does not provide any mechanism to
ensure that data is delivered reliably.

2.1. Security issues of internet-connected devices

Internet-connected devices or lIoT have been a popular topic to study by academics. |oT presents
various security issues which could be exploited by adversaries and cause harm to people. The main
challenges for IoT security can be explained by two unique characteristics of 10T: the large scale of the
devices and the heterogeneity of loT devices (Panchiwala et al., 2020; Sicari et al., 2015; Z.-K. Zhang
et al.,, 2014). First is the large scale of the devices, due to the large number of devices connected
to the internet, loT security suffers from scalability issues. It is practically impossible to protect and
monitor every device all the time. Secondly, the term IoT is ambiguous. 10T devices can be everything
with the only criterion of being connected to the internet. This makes loT devices widely differ with
regard to hardware and software specifications (Malina et al., 2016). Therefore, these devices are
heterogeneous in nature. As a consequence, there is no "one size fits all” security solution to protect
all these devices from external threats.

These two characteristics can be discussed in more detail by looking at the following four security
challenges with internet-connected devices. These four challenges describe the difficulties of protecting
loT devices when taking into account the two characteristics of loT, in general, being heterogeneous
and large in terms of the number of connected devices. These security challenges are based on a
paper by Maple (2017). It must be noted here that these challenges are perceived as some of the most
important challenges but these are not comprehensive for all loT.

Physical limitations of devices and communication |oT devices have limited computation, mem-
ory and energy resources. That is why some security measures, such as encryption of data, are not
feasible for all devices resulting in unprotected data. Additionally, due to these physical constraints,
loT often makes use of lightweight insecure communication protocols such as MQTT (F. Chen et al.,
2020; Heer et al., 2011).

Authentication management Authentication within 0T devices is crucial as without proper authen-
tication mechanisms in place, the confidentiality, integrity, and availability of the device can be com-
promised. Authentication in IoT is challenging because of the large number of different objects that
comprise an loT and therefore many internet-connected devices lack decent authentication mecha-
nisms (Lin et al., 2017). Even when authentication systems are in place, devices can still easily get
compromised because people do not make use of strong passwords or do not even change the default
password. For example, the Mirai malware shows this as it was able to infect millions of loT devices
using default passwords (Yang et al., 2017).
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Authorisation and access control Effective authorisation and access solutions found in conven-
tional computer networks are hard to implement in the field of loT. loT access control systems need to
be able to handle the scale of loT, be easy to be managed due to the widespread of different applica-
tions of loT devices and needs to be flexible to adapt to different users and their needs (Gusmeroli et al.,
2013). Furthermore, conventional access control solutions such as role-based access and attribute-
based access are known to be hard to implementin the 10T context because of low-powered loT devices
(Maple, 2017).

Updating, responsibility and accountability To protect internet-connected devices, it is important
to address any found vulnerability as soon as possible before a device or system gets compromised.
Simply updating or patching devices turns out to be difficult because some devices lack the capability to
be updated or are too old for the manufacturer to produce patches for newly discovered vulnerabilities
(Simpson et al., 2017). Even when security updates are available, for most security patches, users
of internet-connected devices are needed to install the update or restart the device manually, which
is challenging for loT (De Carli et al., 2021). Furthermore, often it is unclear in the field of IoT who is
responsible for securing the vulnerable devices and who is accountable in case an internet-connected
device gets compromised (Maple, 2017).

2.2. DDoS attacks

Distributed Denial-of-service-attacks, or DDoS attacks, aim to disrupt the normal traffic of a server,
service or network by flooding the target with internet traffic (Cloudflare, 2022). DDoS attacks are
carried out by following various steps (Hoque et al., 2015; Kolias et al., 2017; Mirkovic et al., 2004).
First, an attacker needs to recruit bots which can be used for launching the attack. A bot can be any
internet-connected device. There are different ways to recruit these bots depending on the type of
DDoS attack but it essentially means that the attacker exploits a vulnerability to gain (partially) control
over an internet-connected device. After recruiting the device, the newly recruited bot can be remotely
controlled by the attacker and used to launch an attack or recruit new bots to create a network of bots.
This network of bots, or botnet, can then be controlled by the attacker to coordinate a continuous traffic
stream to a potential victim so that legitimate users can not reach the services of the victim anymore.
This process of carrying out a DDoS attack is visualised below in figure 2.

—

N ——

Attacker Internet

\ ¥

Figure 2: Process of DDoS attack

While all DDoS attacks work in general the same, as described above, there are multiple types of DDoS
attacks which could be used by malicious people or organisations. DDoS attacks can be divided into
three different types of DDoS attacks (Cloudflare, 2022; Das et al., 2015; Hoque et al., 2015). These
types are based on the OSI-model, which is a conceptual framework which breaks down network com-
munication into seven layers (Alani, 2014). Below, each of the three types is briefly discussed.
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Application layer DDoS attacks Attacks on the application layer mainly target the HTTP protocol of
a server with the goal to overload a web service. These types of attacks are hard to detect because it
is difficult to distinguish legitimate from malicious traffic.

Protocol layer DDoS attacks Attacks executed over the protocol layer cause a service disruption
by exploiting the weakness of communication protocols such as TCP. By flooding a server with TCP
requests to a random port at the victims’ server, a certain response is created by this device. In case of
an SYN request flood, the attack exploits the TCP three-way handshake policy. By doing so, the victim
server responds to all the SYN requests, exhausting its resources during the process.

Volumetric DDoS attacks Volumetric DDoS attacks try to disrupt the service of a victim by sending a
large amount of traffic, consuming the bandwidth of the victim host. These large amounts of traffic are
generated by some sort of amplification. This amplification occurs when the attacker sends a request
to a vulnerable service running on a server. The service sends a huge reply package, causing server
overload and service disruption. In case of a spoofed request’, the large response will be directed
towards the target IP address, disrupting the services of the victim. This type of attack is called an
amplification reflection attack.

2.2.1. Reflective amplification attack

Amplification reflection attacks over services using the TCP protocol as the transport protocol are exe-
cuted differently than attacks using services which are UDP-based. UDP protocols are interesting to be
used for amplification reflection attacks because of the one-way traffic nature. The UDP protocol policy
does not verify the IP address when responding to any request sent by an attacker, making it extremely
easy for malicious people to abuse services that use this transportation protocol (Nuiaa et al., 2021).
Examples of UDP-based services that are often abused for launching amplification reflection attacks
are network service protocols such SSDP, SNMP, DNS, NTP or NetBios (Lyu et al., 2017; Rossow,
2014). The bots used for launching this type of DDoS attack do not have to be compromised, reflection
can be created by sending a short query message to a vulnerable service with a spoofed IP address,
to which the vulnerable devices responds by sending a large response to the victim (Lyu et al., 2017).
This process is illustrated on the left side in figure 3.
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Figure 3: Amplification reflection attack over UDP-based services (L) and TCP-based services (R)

The three-way handshake principle prevents attackers to use TCP-based services to launch effective
amplification attacks. Although sending packages to TCP-based services result in some reflection, it
does not allow for easy amplification as it does for UDP-based services (Rossow, 2014). The three-way
handshake allows the receiver of the traffic to verify the IP address of the sender.

Nonetheless, this protocol can still be used for amplification reflection attacks. TCP amplification reflec-
tion attacks work according to the following two steps (Bock et al., 2021; Kihrer et al., 2014b). First, the
attacker sends an SYN request to the destination device with a spoofed IP address of the victim. The
destination device responds by sending the SYN-ACK packet to the victim, resulting in some amplifica-
tion. Because the attacker does not have received the SYN-ACK packet, the three-way handshake can
not be completed and no full connection can be made. Because the handshake is not completed, the
attacker is not able to make a connection to send a request to the destination needed for creating large

"Falsifying the source IP address in a packet to disguise the identity of the sender or to launch an attack.
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amplification as is possible on UDP-based services. Therefore, only a small amplification is created by
the SYN-ACK packet. This process is demonstrated on the right side in figure 3.

2.2.2. Abusing middleboxes or loT for TCP reflective amplification attacks

The paper by Bock et al. (2021) is the first to explain how middleboxes can be abused for launching
large-scale cyber attacks. As described in this paper, these vulnerable middleboxes can be used to
launch DDoS attacks.

The key understanding, in how to use vulnerable middleboxes for launching TCP reflective amplification
attacks, is to not aim for a response from the destination devices, but rather from a middlebox which is
on the path to the destination (Bock et al., 2021). Figure 4 shows the process of launching such attacks
on the left side. First, the attacker sends a packet to a certain server with the spoofed IP of the intended
victim. Often these packets go through a path of various devices, including middleboxes. A middlebox
can be any intermediary device performing functions other than the normal, standard functions of an
IP router on the datagram path between a source host and destination host (Carpenter et al., 2002).
Examples of middleboxes are firewalls or intrusion detection systems (IDS). According to Bock et al.
(2021) these middleboxes have two characteristics which make them interesting for this attack. First,
middleboxes expect to miss some packets and therefore can assume that the three-way handshake
has been completed. In case they see a request for a forbidden URL (such as websites for gambling
or pornography) a middlebox can respond without a valid TCP connection. The second characteristic
is the fact that middleboxes often inject traffic into the destination host to block the connection when
a forbidden request is sent. This response by the middleboxes allows for amplification as it sends a
large block page to the victim, as illustrated in figure 4.

TCP reflective amplification attacks via vulnerable loT devices operate in a similar manner to those
that exploit vulnerable middleboxes, but with some notable distinctions. The principal difference is that
amplification is generated by the destination device instead of a device en route to the destination.
This process is visualised on the right side in figure 4 and looks as follows. The attacker transmits a
packet to an IoT device with a spoofed IP address of the target victim. This packet contains a request
for an URL, which can be a conventional URL or a restricted one similar to middleboxes. In normal
circumstances, a device would not respond to the request as the TCP handshake cannot be completed.
However, if the TCP protocol is configured improperly on the device, it can respond to the request with
the HTML landing page of the loT device, disregarding the fact that the handshake is incomplete.
Unlike middleboxes, it does not respond to the restricted URL request but replies to any URL request
by providing the landing page of that particular device, generating substantial amplification.
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Figure 4: TCP reflective amplification attack via middleboxes (L) and loT devices (R)

Bock et al. (2021) identify in their paper millions of IP addresses which can act as amplifiers for launching
TCP amplification attacks using the principle as described above. They concluded that 82.9 per cent of
these identified IP amplifiers are actual middleboxes by looking at the traceroutes to the IP addresses,
suggesting that the remainder are other types of internet-connected devices. Furthermore, they found
exceptionally high amplification factors, which often exceed the well-known UDP-based amplifiers. The
main causes for these large amplification factors are victim sustains loops, where the victim host sends
a reset packet back to the destination as this device did not expect the block page. Some middleboxes
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respond to this reset packet with another block page, creating a loop which results in lots of traffic
generated towards the victim. The other main cause identified are routing loops. When a vulnerable
middlebox is positioned in this loop, every time a forbidden request passes this middlebox, a response
is generated with a block page that is sent to the victim.

2.2.3. Remediation of vulnerable middleboxes

The issue of vulnerable middleboxes can be solved but it is not easy as there is not a single vendor or
network that can be patched to correct the problem (Bock et al., 2021). The same can is likely the case
for loT devices, which can be any device with a broken TCP protocol. The four solutions provided by
Bock et al. (2021) focus on changing the configuration of middleboxes:

» Require middleboxes to see traffic in both directions instead of one in order to check if the TCP
handshake has been completed. This solution aims to make it more difficult for attackers to spoof
connections by requiring middleboxes to see traffic in both directions before sending large block
pages to the victim.

+ Limit the size of injected responses by middleboxes. To prevent middleboxes from enabling am-
plification attacks, this recommendation suggests limiting the size of injected responses or using
alternative methods such as RST packets or minimal HTTP redirects instead of large block pages.

» Configure middleboxes to only censor requests originating from within the intended network. This
solution is focused on the many state censorship middleboxes. This can be solved by limiting the
scope of victims of amplification attacks by configuring middleboxes to only censor requests from
within the intended network or country.

* Remove or limit censorship devices. This solution suggests removing or disabling HTTP injec-
tion in outdated censorship devices to prevent abuse by attackers and reduce the potential for
amplification attacks.

Additionally, both Pal (2022) and CIRT Akamai (2022), note that SYN packages usually contain no
data thus SYN floods with package sizes greater than 0 can be considered suspicious. Vendors and
manufacturers are often responsible for solving the issue of these middleboxes and loT devices as they
can alter the configuration by releasing security patches. At the moment of writing, there are already a
few examples of middlebox vendors releasing security patches for this issue (Pal, 2022). Therefore, it
is important that end-user of vulnerable middleboxes and loT devices regularly check vendor advisories
for new security patches.

2.3. Vulnerability notifications

Vulnerability notifications are a suggested technique to inform end-users of vulnerable or malware-
infected devices to remediate the vulnerability. For example, F. Li, Bailey, et al. (2016), conducted
a study by notifying thousands of different network operators of security issues in their network. The
study included three different vulnerabilities including accessible industry control systems, misconfig-
ured firewalls and hosts that can act as DDoS amplifiers. They concluded that vulnerability notifications
have a positive effect on patching when network operators are contacted directly with detailed infor-
mation about the vulnerability. Stock, Pellegrino, Rossow, et al. (2016) concluded the same from their
research but showed that they encountered difficulties in reaching operators of vulnerable hosts. J.
Zhang et al. (2017) tries to address this issue by researching the topic of vulnerability notifications from
an ISP perspective, as ISP’s have the contact information of their customers which makes it possibly
easier for them to reach end-users than for instance researchers. This study identified instant mes-
senger to be the most effective in terms of vulnerability clean-up rate compared to the two other tested
methods of notifying customers via mail or phone call. Nevertheless, they state that instant messenger
is not commonly used by IPS’s and that the effectiveness is influenced by not only the communication
channel but also the notification content, the vulnerability characteristics, the technical capability of the
operator and the level of authority of the operator to perform the vulnerability cleanup. Another study
by Durumeric et al. (2014) looked into the effects of vulnerability notifications send to network oper-
ators of websites which were vulnerable to the Heartbleed vulnerability. The results of this research
indicated that vulnerability notifications have a positive influence on the patching rate of vulnerable de-
vices. The patching rate of Heartbleed-infected devices increased by 47 per cent after sending a direct
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vulnerability notification to the network operator (Durumeric et al., 2014).

Besides the importance of the notification channel and the notification content, another factor identified
by researchers influences the effectiveness of vulnerability notifications. Multiple studies revealed that
there is a high level of distrust by receivers of vulnerability notifications and that the reputation of the
senders seems to play an important role in the remediation rates (Cetin et al., 2016; Hennig et al., 2022;
Rodriguez et al., 2022; Stock, Pellegrino, Backes, et al., 2018; Zeng et al., 2019). Stock, Pellegrino,
Backes, et al. (2018) show that receivers of vulnerability notifications perceive low levels of trust in either
the notification itself or the sender of the notification. The same observation is later also discussed in
the study by Hennig et al. (2022). Interestingly, results from a study by Cetin et al. (2016) show no
evidence that the reputation of the sender of vulnerability notifications influences the remediation rate
of a vulnerable device. van Eeten (2017) draws the same conclusion from his research, but it must be
noted here that for this study vulnerability notifications were sent to ISP’s instead of to consumers. A
different notification perception by ISP’s and consumers may explain why different studies draw different
conclusions.

Overall, academics agree that the communication channel and notification content both play an im-
portant role in creating effective vulnerability notifications. Therefore, the following two sub-chapter
explore the topic of notification channels and content in-depth.

2.3.1. Notification channels

Previous research studied various possible notification channels which could be used by ISP’s to send
their vulnerability notification. It is up to the ISP which notification mechanism to adopt. Livingood
et al. (2012) have published an article with recommendations on how an ISP can use various commu-
nication channels to contact their customers in order to increase the remediation rate of vulnerable or
malware-infected devices. While this article is focused on notification channels that can be used for
vulnerability notifications to remediate malware-infected IoT, these channels can be applied to notify
end-users of devices with other vulnerabilities as shown by the discussed research articles in chapter
2.3. Below, each of the notification mechanisms, named by Livingood et al. (2012) is briefly discussed.
Some of these channels are discussed more in-depth than other because of their relevance to this
research.

Email notification Sending vulnerability notification over email, is the common way to contact cus-
tomers of an ISP (Livingood et al., 2012). This is an easy-to-adopt and cheap method for warning ISP
customers about possible vulnerabilities. A possible drawback is having no guarantee that the receiver
reads the mail or that the receiver perceives the mail as spam or phishing. Notifying end-users via
email, and the impact of such email is researched before by various studies such as Bouwmeester et
al. (2021) and Cetin, Ganan, Altena, Kasama, et al. (2019). While this type of communication channel
is covered by multiple academics, there is no consensus on the effectiveness in terms of vulnerabil-
ity clean-up rate. For example, Cetin, Ganan, Altena, Kasama, et al. (2019) found no evidence that
mail-only notification has an impact on mitigation measures compared to a control group which did not
receive a notification. However, F. Li, Bailey, et al. (2016) did conclude that email naotifications had a
positive effect on the cleanup efforts of the vulnerability. A possible explanation for these contradictory
findings could be due to the different vulnerabilities researched in the different studies.

Telephone call notification Livingood et al. (2012) state that telephone call notifications may be an
effective way, in particularly high-risk situations. Nevertheless, they explain that for ISP’s phone calls
are often not feasible due to the high costs of making a large number of calls in terms of financial and
organisational resources. This observation is validated by Altena (2018) during her research at a Dutch
ISP.

Postal mail notification The least common way of notifying as it is assumed to be ineffective due
to delivery time and cost.

Walled garden notification Walled garden notification places a vulnerable host in a restricted envi-
ronment that controls the information and services that the host is allowed to make use of (Livingood et
al., 2012). It is found that walled garden notifications are one of the most effective in terms of malware
cleanup rate compared to other notification channels (Cetin, Ganan, Altena, Tajalizadehkhoob, et al.,
2019)
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Instant message (IM) notification IM message notifications provide ISP with a simple way of noti-
fying their customers. This method is both cost-effective and easily scalable (Livingood et al., 2012).
Furthermore, J. Zhang et al. (2017) show that instant message notifications resulted in the highest
vulnerability clean-up rate among the tested types of notification channels. However, there are some
disadvantages that can be named to this method. For example, not every ISP customer uses IM and
there might be privacy concerns when utilising a third-party IM service for sending notifications.

Short message service (SMS) notification Similar to IM notifications, SMS notifications are an easy
way of notifying ISP customers. A major disadvantage is the limited amount of characters which can
normally be used in such notifications. Therefore, SMS natifications could be ineffective in some cases
because not all necessary information can be conveyed which is needed to perform the vulnerability
cleanup.

Web browser notification Web browser notifications are intended to notify devices running a web
browser, making it not applicable for most IoT devices.

All of the above-named communication channels have their advantages and disadvantages, therefore
it is suggested to combine different communication channels in order to achieve high levels of vulner-
ability clean-up rates (Livingood et al., 2012).

2.3.2. Notification content

The content of a vulnerability notification plays an important role when trying to reach high levels of
vulnerability remediation rates. The content should be clear, easily understandable and incentivising to
perform certain actions. Previous studies state that vulnerability notifications should be comprehensive
in order to be effective (Cetin et al., 2016; Durumeric et al., 2014; F. Li, Ho, et al., 2016). While other
researchers state that notifications should be simple and easy to interpret (Forget et al., 2016).

The content should be tailor-made for specific end-user in order to be effective. Rodriguez et al. (2022)
explain that it is important to understand the technical abilities of the end-users who receive vulnera-
bility notifications in order for them to comprehend the notification, understand what actions need to
be performed and know how to do it in a sufficient way. Rodriguez et al. (2021) conclude from the
results of their study that, once end-users get notified of a security problem, they are willing and able
to remediate the vulnerability, irrespective of the comprehension of the information in the notification.
As an explanation for this behaviour, they illustrate that this effect could be due to early IoT adopters
being also more technically competent than users in general. As loT becomes more widespread, the
notification content could have a bigger impact on the remediation rate as loT users are less tech-savvy
than before (Rodriguez et al., 2021).

2.4. End-user security behaviour

To understand why end-users perform certain actions after receiving a vulnerability notification, it is
important to understand their motives and perception. In the past, various literature discussed the
topic of consumer security behaviour and their actions after receiving a vulnerability notification or a
security warning. The motives and perceptions of the end-users in regard to security behaviour can
be discussed based on different models, including the C-HIP model, COM-B model and PMT (Agrawal
et al., 2020; Menard et al., 2017; Rodriguez et al., 2022). These models can be used for understanding
why and when people do comply (or not) with recommended security measures communicated via
vulnerability notifications. Below each of these three models is discussed in more depth in combination
with some examples of using these models for research in vulnerability notifications.

PMT Protection motivation theory (PMT) was originally created by Rogers (1975). The theory ex-
plains how people respond to threats. It states that when an individual is confronted with a threat, they
will go through a process to assess the severity of the threat and the availability of coping resources.
Based on this assessment, they will choose to either take action to protect themselves (adaptive re-
sponse) or avoid taking action (maladaptive response) (Rogers, 1975). Adapted versions of this theory
have been applied in the domain of cyber security in order to assess what motivates people to comply
with security policy or to explain people’s tendency to engage in voluntary secure behaviours (Boehmer
et al., 2015; Menard et al., 2017; Tsai et al., 2016).
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According to PMT, behaviours are motivated by the evaluation of both threats and coping factors
(Rogers, 1983). Threat appraisals are determined by one’s perception of the vulnerability to risk and
the perceived consequences of unsafe behaviours. Coping appraisal involves assessing one’s belief
in their ability to successfully execute protective behaviours (coping self-efficacy), the perceived effec-
tiveness of those behaviours (response efficacy), and the response costs of enacting those behaviours.
Together, these two appraisals influence an individual’s intentions to adopt protective measures (secu-
rity intentions) and show certain behaviour. This process is shown in figure 5.
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Figure 5: PMT model based on Rogers (1983)

C-HIP model Academics have used the Communication-Human Information Processing (C-HIP)
model for describing end-user behaviour when receiving vulnerability notifications or security warnings
(Agrawal et al., 2020; J. Chen, 2020; Rodriguez et al., 2021). Developed by, Conzola et al. (2001),
this model structures the stages of security warning by describing seven stages between the sender
of a warning and the receiver of the warning who is expected to process the information and produce
behaviour. These stages can be used for organising the findings in warning research and the model
can serve as a tool for determining why a security warning is ineffective in its goal of influencing the
behaviour of an end-user (Wogalter, 2006). The seven stages, according to Wogalter (2006), can be
described as follows:

* Delivery: describes whether the notification or warning is received by the intended recipient

+ Attention switch: the process where the recipient moves his attention towards the notification
from some other activity

+ Attention maintenance: attention must be maintained after switching the attention to the notifi-
cation in order to acquire all the information in this notification

* Memory: after acquiring the information, the recipient must try to comprehend the new informa-
tion and store it in a memory

» Beliefs: the content of the notification must be in line with what the receiver believes is true such
as the risk perception of the mentioned threat in the notification

» Motivation: the receiver needs some form of motivation in order to comply with the measures in
the notification

* Behaviour: the ultimate measure of the effectiveness of the natification
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Other important aspects to consider, which are mentioned in the C-HIP model, are the source of the
notification and the channel used for communicating the notification. Furthermore, there are other
environmental stimuli that can influence how the warning is processed by the receiver such as other
people or other warnings. The feedback loops show that later stages can influence processing in
earlier stages as Wogalter (2006) explains that the model is not linear. When the information from the
notifications flows through the whole system, and every stage is passed, the receiver will change its
behaviour. A complete overview, including the seven stages, can be found below in figure 6.

Other environmental

stimuli

Receiver

[ Source H Channel H Delivery H A:‘:;Lign H n’:‘:ﬁg:’; H Memory H Beliefs HMotivation H Behaviour }

Figure 6: C-HIP model based on Wogalter (2006)

Fagan et al. (2015) use the model for analysing the results from their study into the end-user percep-
tion of software update notifications. It was found that end-users are often annoyed and sometimes
confused by update messages, resulting in the undesired behaviour of not updating the software. Re-
search by Rodriguez et al. (2021) studied the effect of vulnerability notifications on malware cleanup
and performed a phone survey according to the C-HIP model. The results from this study suggest
that almost every participant took some action after receiving a vulnerability notification thus showing
behaviour. Nevertheless, only 24 per cent of all survey respondents were able to perform all malware
remediation steps as provided in the notification (Rodriguez et al., 2021).

Other research by Ormond et al. (2022) proposes in their study a combination of the C-HIP model with
the PMT theory to capture the effect of security notifications on the behaviour of end-users. Based
on this literature study they conclude that at the moment the perception, motives, attitudes and beliefs
of security warnings are understudied while the focus is most of the time on notification channels and
compliance behaviour.

COM-B model Rodriguez et al. (2022) interviewed end-users of malware-infected devices using a
design informed by the COM-B model. The Capability, Opportunity, Motivation and Behaviour (COM-B)
model, designed by Michie et al. (2011), explains how the three essential conditions capability, opportu-
nity and motivation interact to generate a certain behaviour which in turn affects the three components.
This model is a useful tool for both understanding, as well as predicting, behaviour (Michie et al., 2011).
Capability is defined as the capacity of an individual to engage in the activity as presented in the noti-
fication. Motivation refers to the psychological factors that drive behaviour, such as attitudes, beliefs,
and values. Opportunity describes the external presence of the necessary resources and information
needed to perform a behaviour.
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Figure 7: COM-B model based on Michie et al. (2011)

Rodriguez et al. (2022) explain that these three conditions act as pillars which all need to be in place
to create the context for a behaviour change intervention to be considered complete. Furthermore,
this research states that the COM-B model is suitable for analysing the behaviour of consumers after
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they receive a vulnerability notification. This behavioural model is also used in a study by van der
Kleij et al. (2021), which focused on cyber security behaviour in a more general view. This study
concluded, based on a survey conducted in The Netherlands, that people with relevant knowledge, and
who are motivated to protect themselves against cyber threats, report more cyber secure behaviour.
The opportunity people have to protect themselves was found to be only partly related to more secure
behaviour.

2.4.1. Patching behaviour

Patching is a proposed solution to cope with the issue of vulnerable middleboxes, as explained in
chapter 2.2.3. The vulnerability life cycle, as explained by Arbaugh et al. (2000) and Frei et al. (2006),
can be used to explain the patching behaviour in regard to vulnerabilities. This life cycle consists
of three key moments in time: discovery time, patch time and disclosure time. Figure 8 shows how
the number of attacks resulting from a software vulnerability changes over time. It starts when the
vulnerability is created during the software development stage. Then, when the vulnerability is found,
some small-scale attacks by exploiting the vulnerability may occur. However, most exploits happen
after the vulnerability is publicly disclosed. The number of attacks gradually decreases after a patch is
released, and the vulnerability’s life cycle ends when all affected systems are patched.
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Figure 8: Vulnerability lifecycle based on Arbaugh et al. (2000)

Discovery The time of discovery is when a software vulnerability is first identified as a security risk.
A software vulnerability exists from the moment the software is developed, but it remains dormant until
it is discovered. It may not be made public until after it is disclosed, and in some cases, the discovery
date may never be publicly known.

Exploitation A vulnerability becomes problematic once an exploit is available, and exploits increase
after the disclosure of a vulnerability. The time of exploit is the earliest date that an exploit for a vulner-
ability becomes available. An exploit is described as any tool, virus, data, or sequence of commands
that takes advantage of the vulnerability.

Disclosure The time of disclosure is the first date that a vulnerability is publicly discussed on a channel
by a trusted and independent source that undergoes expert analysis and includes risk rating informa-
tion. Making a vulnerability public increases attackers’ knowledge of it, which is why most exploits
occur after disclosure.

Patching Releasing a patch marks the start of the decay of a vulnerability, but the patching process
can take a long time, especially for larger vendors that require planning and testing. Moreover, ex-
isting literature indicates that the patch release behaviour is influenced by the vulnerability disclosure,
stressing the importance of vulnerability disclosure (Sen et al., 2020).

End-user security patching behaviour has been studied in the past. For example, Haney et al. (2021)
researched smart home user perception of updates. They found that users were often confused about
how and if security patches have been applied. Furthermore, they state that users rarely link updates
with security. Other research, looking at the lifespan of exploits in IoT malware, identified the lack
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of patching as one of the main causes for the vulnerabilities (Al Alsadi et al., 2022). This research
suggests educating users on the importance of patching loT devices. In general, scholars agree that
users frequently fail to update their devices within an appropriate timeframe or neglect to update their
susceptible devices altogether due to various factors, such as limited awareness of associated risks
and the trade-offs between not being able to use the device during the update process. (Rajivan et al.,
2020; Sarabi et al., 2017).



Research context

This chapter describes the environment where this research is conducted. First, a stakeholder analy-
sis is performed to sketch the actor field in which the problem of TCP reflective amplification attack is
situated (§3.1). The second sub-chapter discusses the research scope, which includes providing back-
ground information on the ISP, which facilitated the tools and information needed for carrying out the
analysis for this thesis (§3.2). Last, a theoretical framework is presented which is used for analysing the
vulnerable device end-user behaviour (§3.3). Together, this gives an insight into the context where this
research has taken place and what aspects have been included or excluded from this research.

3.1. Stakeholder analysis

The security of loT devices consists of a wide range of inter-connected actors (Kar et al., 2018). There-
fore, it is important to understand which actors are involved, and their role, when exploring the issue
of vulnerable middleboxes and loT devices which can be abused for TCP reflective amplification at-
tacks. Below, in figure 9 the different actors involved are displayed together with their inter-connected
relations. Not all involved actors are shown. For example, governmental institutions are involved as
they are responsible for creating policies, regulations and laws which apply to IPSs and manufacturers.
However, because this is out of the scope of this research, this actor is not included in the figure. For
more information on the scope of this thesis, see chapter 3.2.
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. ) End-users —  are used for Victims
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Figure 9: Overview of the actor field

Inform vulnerable
end-users

This research focuses on three key actors, namely KPN (ISP), vulnerable device end-users and man-
ufacturers, which will be studied in-depth. The following paragraphs provide a detailed elaboration of
their respective roles.

20
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ISP’s ISP’s are accountable for providing and maintaining the internet infrastructure, which enables
both end-users and businesses to access the internet. They bear the responsibility of addressing se-
curity concerns and vulnerabilities in their network that could adversely affect their customers or the
performance of their network. Third-party organisations such as Shadowserver provide ISP’s with in-
formation regarding such security issues and vulnerabilities. ISP’s occupy a unique position in that they
can detect vulnerabilities within their network and possess the contact information of their customers,
allowing them to inform them of any detected vulnerabilities.

End-users End-users own the vulnerable devices and, despite being unaware of the device’s vulner-
ability or abuse, are considered victims. They have the ability to take action to address vulnerabilities,
for example by installing updates or disconnecting the device from the internet. However, as they bear
the burden of such responsibility, they are also susceptible to negative consequences making them
possible victims of loT abuse.

Manufacturers Finally, manufacturers or vendors who design and produce internet-connected de-
vices form the third key actor in this study. These actors are responsible for designing and implementing
security updates in the event of vulnerabilities in their devices. Furthermore, they have a communica-
tive role towards their customers, notifying them of any new software or hardware updates.

3.2. Research scope

This research analyses the end-users, responsible for vulnerable middleboxes and loT, and their de-
vices in the network of KPN. KPN is one of the largest ISP’s in the Netherlands with a market share of
35 to 40 per cent, with only VodafoneZiggo being larger with a market share of 40 to 45 per cent (ACM,
2023). Therefore, it might be possible to generalise some of the findings for the whole population in
the Netherlands.

Furthermore, the focus of this research is on the consumer market (CM) of KPN. The business market
(BM) and wholesale market (ZM) are excluded from this research, as these are notified about abuse
incidents on a best-effort basis and are not included in the same notifying process as customers in CM.
Besides, businesses possibly need a different approach to solving the issue of vulnerable devices and
behave differently in terms of reactions and actions after receiving a vulnerability notification. Making
them less applicable for including them in an experiment with consumer end-users. This is further
discussed in chapter 3.2.1.

All consumer IP addresses with devices vulnerable to TCP reflective amplification attacks are included
in this research. This concerns IP addresses reported by an external party between the 25th of April
2022 and the 19th of February 2023. A period of 5 weeks, between the 16th of January and 19th of
February 2023, is considered to be the research period. Every IP address reported during this time
frame is considered vulnerable during the research period, the other IP addresses are considered to
be not vulnerable anymore during this research. This differentiation is explained in depth in chapter
4,

3.2.1. KPN abuse department

Within, KPN, the abuse department is responsible for handling abuse incidents on the KPN network.
The abuse department is a subsidiary of the larger KPN blue team, which is part of the KPN Chief Infor-
mation Security Office (CISO). The primary goal of the abuse department is to remediate vulnerabilities
which are present at their customer’s IP addresses and handle incidents where customer IP addresses
are abused for various kinds of malicious activities. Abuse could be intentional or unintentional, which
is why the abuse team is also tasked with notifying customers about vulnerabilities and possible abuse
of customer IP addresses.

The abuse department receives data from third-party organisations and other external sources on se-
curity incidents, vulnerabilities and other malicious activities within the KPN autonomous system (AS).
The abuse feeds can be divided into two distinct sources;

» Shadowserver and other nonprofit organisations send daily abuse feed via email with data to the
KPN systems which process this data.

+ Individuals that report abuse incidents. This can only be done via email, the abuse department
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can not be contacted via telephone or other means of communication due to the limited amount
of available resources.

The data in regard to vulnerable middleboxes and loT that can be used for TCP reflective amplification
attacks, which is applicable to this research, is reported on by Shadowserver. This data is discussed
in depth in chapter 4.

The abuse feeds, as described above, are automatically processed and vulnerability notifications are
sent over email to the customer linked to the IP address. This process is completely automated. Cus-
tomers can reply to the email for further assistance from the abuse department for remediating the
vulnerability, malware or virus detected. In case of severe security incidents, such as malware infec-
tion, KPN uses so-called "walled garden” notifications where customers’ IP is placed in a quarantine
environment where they can solve the issue detected. Customers can be released from the quarantine
environment by filling out the contact form, by the manual release by the abuse department or after the
expiration date of the quarantine passes.

Prior to this research, KPN did not process the data from Shadowserver or any other source, on mid-
dleboxes or loT devices vulnerable to TCP reflective amplification. Therefore, no quantitative or qual-
itative data is available from prior experiences on notifying KPN customers about vulnerable middle-
boxes.

3.3. Theoretical framework

For this research, the COM-B model formulated by Michie et al. (2011), is used to analyse the behaviour
of end-users who own a vulnerable middlebox or loT device which can be abused for TCP reflective
amplification attacks. Even though the model is not widely used for describing end-user behaviour
in cyber security, the COM-B model has been proposed as a tool to understand the motivators and
barriers to end-user security behaviour (ENISA, 2019). In chapter 2.4, this model is already briefly
discussed. This sub-chapter will elaborate more on the model and will explain how it can be applied to
vulnerability research in this thesis.

The COM-B model consists of three different components which interact with each other (West et al.,
2020). These are capability, opportunity and motivation which describe the last component of the
model: behaviour.

Capability Michie et al. (2011) describes the first component, capability, as the capacity of an indi-
vidual in terms of psychological and physical capacity that makes it able for an individual to perform a
certain behaviour. It describes that an individual needs the necessary skills and knowledge to perform a
certain behaviour. Psychological capacity is for example the individual’s cognitive ability and emotional
state, while physical capacity refers to the individual’s physical ability and health status. Capability
also includes the individual's self-efficacy, which is the belief in one’s ability to perform a behaviour
successfully.

Opportunity The second component in the COM-B model is opportunity, which can be divided into
physical and social opportunities that enable behaviour. Physical opportunities refer to the physical en-
vironment in which a behaviour occurs, including access to resources, facilities, and equipment. Social
opportunities, on the other hand, refer to the social context in which behaviour occurs, including social
norms, expectations, and support from others. In addition, the opportunity component also considers
the availability of time and financial resources, which may impact an individual’s ability to engage in a
behaviour.

Motivation The third component in the COM-B model is motivation, which refers to the brain pro-
cesses that direct an individual towards a particular behaviour. This component can be divided into
reflective processes and automatic processes. Reflective processes involve cognitive and delibera-
tive thinking, such as beliefs, attitudes, and intentions that guide behaviour. Automatic processes, on
the other hand, are instinctual and impulsive, such as emotions, habits, and conditioned responses
that influence behaviour. Additionally, motivation is influenced by an individual’s goals and the level of
willingness to perform and show a certain behaviour.

In turn, behaviour also influences the three components of the COM-B model. Engaging in behaviour
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can improve an individual's capability by enhancing their knowledge and skills. It can also create new
opportunities for behaviour by changing the physical and social context in which behaviour occurs.
Moreover, behaviour can reinforce or weaken an individual’s motivation by creating positive or negative
experiences that influence their beliefs, attitudes, and emotions towards the behaviour.

Therefore, the COM-B model proposes that behaviour is influenced by the interplay between capability,
opportunity, and motivation and that behaviour also has a mutual influence on these components.
Understanding the complex interrelationships between these components can help design effective
behaviour change interventions that address the root causes of behaviour.

This model will be used for analysing the behaviour of end-users with vulnerable middleboxes or loT
devices which can be abused by TCP reflective amplification attacks. Chapter 4.4.1 demonstrates how
the COM-B model is implemented in the end-user interview protocols. Furthermore, chapter 6.3 links
the results of these interviews back to the constructs of this model.



Methodology

This chapter presents the methodology employed to answer the main research questions and achieve
the goals of this thesis. Firstly, the different data sources utilised for this research are discussed in
detail (§4.1). Secondly, the quantitative data used in this thesis is discussed (§4.2). Third, the end-
user interview setup is elaborated upon (§4.3). The subsequent subsections focus on the interview
protocols employed for conducting end-user (§4.4) and manufacturer interviews (§4.5). The chapter
concludes by discussing the limitations of the method (§4.6) and ethical considerations (§4.7) involved
in this research.

4.1. Data sources

In order to answer the main research question and the sub-questions, different data sources will be
called upon and various methods will be used for obtaining and analysing the data. Therefore, it is
important to provide a clear overview of how these data sources will be used in this thesis as this will
give structure to the methodology of this research in general. Figure 10 presents an overview that
illustrates the various data sources and their interactions.
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Figure 10: Overview of the data used for the research

This research utilises data from three distinct sources. First, quantitative data on vulnerable middle-
boxes or loT devices is provided by a third party called The Shaddowserver Foundation. The second
source is quantitative data obtained through network scanning of IP addresses with vulnerable devices,
as reported by Shadowserver. The third source is qualitative data directly provided by vulnerable device
end-users and a manufacturer through interviews.

24
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The Shadowserver data serves as the starting point for this research. It provides insights on vulnerable
IP addresses in the KPN network from April 25th 2022 to February 19th 2023. This data is used to
identify three distinct target groups. Additionally, the IP addresses reported by Shadowserver are used
as input for the IP scans, which make up the second data source in this thesis.

The network scans provide quantitative data on the characteristics of the vulnerable devices, which,
combined with the identified target groups, were used to set up an experiment. In this experiment,
vulnerable device end-users were notified of the vulnerability via a vulnerability notification. Based on
this setup, end-users and a manufacturer are interviewed to obtain further qualitative data on the role
of the end-users and the manufacturer.

All three types of obtained data are analysed and used to answer the main research questions and
sub-questions. The following sub-sections will discuss the three data sources, as illustrated in figure
10.

4.1.1. The Shadowserver Foundation

The Shadowserver Foundation reports on a wide variety of vulnerabilities, malicious activities and
emerging threats on the internet with as main goal to make the internet more secure (Shadowserver,
2023). The services provided by this organisation assist companies globally, including ISPs, in identi-
fying and responding to vulnerabilities within their network or organisation. Additionally, they support
researchers in studying cybersecurity threats.

Shadowserver started daily reporting on vulnerable middleboxes in April 2022 (Shadowserver, 2022).
The scans are performed in a similar way as described in the paper by Bock et al. (2021). They identify
abusable middleboxes through scanning with custom TCP packets. The scans are executed by sending
the following two different custom TCP packets to port 80:

* SYN packet with an HTTP GET payload for a forbidden URL (such as pornography or gambling
sites)

» SYN packet with sequence number X, followed by a PSH + ACK packet with sequence number
x+1 containing an HTTP GET payload request for a forbidden URL

The daily reports provided by Shadowserver allow this research to track IP addresses with vulnerable
devices over time. These reports include the observed amplification factor, IP address and some ba-
sic geographical information and are filtered so that it only contains IP addresses of KPN customers.
The reports can give an indication of whether the vulnerability is mitigated as the IP address will stop
being reported on in the logs. It is important to note that while Shadowserver scans for vulnerable
middleboxes, the results of this research suggest that the reported IP addresses by Shadowserver
do not exclusively pinpoint vulnerable middleboxes, but also include IoT devices with a broken TCP
implementation. Therefore, the data by Shadowserver is used as the starting point for identifying IP
addresses, and thus end-users, which are analysed within this research.

In chapter 4.2 the process of analysing the Shadowserver data is elaborated on.

4.1.2. Network scans
Information on vulnerable devices can be mapped by conducting three different scans. The following
sections discuss the three scans in the chronological order in which they were conducted.

* NMAP NMAP is used for identifying open ports, services running on these ports and other
information on the device of interest (Gordon Lyon, 2008). Scanning the IP addresses reported
by Shadowserver with NMAP allows this research to identify the characteristics of most of the
vulnerable devices.

* Landing page analysis To complement the information from the NMAP scans, the URL landing
pages of the IP addresses (accessible via port 80) are analysed. When a device is accessible
from the internet, the landing page of devices can provide insights on the type of device and brand
name. Based on this data the devices could be further characterised.

* Manual scanning As the identified and analysed IP addresses are solely based on the reports
by Shadowserver on vulnerable middleboxes, an additional scan is necessary to validate the
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findings. The analysis of the data collected via NMAP and the URL landing pages indicates that
not only middleboxes but other loT devices can be the cause of the observed amplification. To
validate this and find proof that these devices are not solely middieboxes, the IP addresses are
manually scanned using a python script that sends custom TCP packets. This python script is
based on the same scanning method as is used by Shadowserver except for one key difference.
The python script sends packets without a forbidden URL, but instead an URL which should not be
blocked by a firewall, IDS or another type of middlebox. As packets pass numerous hosts when
travelling from the source to the destination, a middlebox in this path could block the packet and
respond with a block page, resulting in an amplification factor (Bock et al., 2021). If the forbidden
URL is replaced with a normal URL, it is assumed that the packets will no longer be considered
interesting for a middlebox, and therefore, they should not respond with a significant blockage to
the packet. The data returned by the vulnerable IP addresses is captured using Wireshark and
analysed. This data validates which device is the cause for the reported amplification based on
the HTML pages that are captured after sending the custom TCP packets.

This manual scanning has a disadvantage as it can only be used to validate the characteristics
of devices which are still vulnerable. Devices which are not online anymore or devices where the
broken TCP protocol is fixed for some reason will only respond to the custom TCP packets with
an SYN-ACK packet instead of HTML data as is seen with vulnerable devices with broken TCP
protocols.

The python script used can be found in appendix B.

4.1.3. End-users and manufacturer interview

End-users and a manufacturer involved in the issue of TCP reflective amplification within an ISPs
network are interviewed. The goal is to examine the feasibility of using vulnerability notifications by
an ISP by identifying end-user updating behaviour, their characteristics, notification perceptions, and
actions. Besides, the findings of the interviews are used for creating an understanding of the role of
these stakeholders in remediating the vulnerability.

All these interviewees are contacted on behalf of KPN in cooperation with the Delft University of Tech-
nology. KPN is able to link the contact information of actual customers to the IP addresses reported
by Shadowserver. Interviewees are first sent an email, warning the end-users about the vulnerability
with possible remediation steps. This email is sent via the KPN abuse channels, imitating the normal
procedure of the ISP. Afterwards, every customer who received an email was contacted and asked
for participating in this study via an interview. A detailed overview of the interview setup, notification
protocol and interview protocol is discussed below.

4.2. Quantitative data analysis

As explained above, the daily data files by Shadowserver on vulnerable middleboxes serve as the start-
ing point of this research. The format of these CSV files is shown in table 1. Each row corresponds to a
unique IP address and includes the corresponding amplification factor, the scanning method used, and
the date it was discovered. The raw data files provided by Shadowserver contain additional columns
of information, however, these were not utilised for analysis in this research as they did not provide
relevant information for the purposes of this thesis. An overview of these columns can be found in
Shadowserver (2022).

Table 1: Example daily Shadowserver data

timestamp hosthame  amplification method

1-1-2023 00:00:00 [IP ADDRESS 1] 100 SYN/GET
1-1-2023 00:00:00 [IP ADDRESS 2] 1000 SYN+ACK:PSH

For this research, all the daily files are combined and processed using Python. The output file includes



4.3. End-user interview setup 27

information for each unique IP address. This information includes the date the address was first and last
observed in the data set, as well as the number of times it was recorded in the daily feeds between April
25th, 2022 and February 19th, 2023. Additionally, the highest amplification factor observed for each IP
address is reported. Based on the responses received from scanning the amplification is calculated by
dividing the received payload by the sent payload. Finally, the ratio between the time the address was
first observed and the time it was last observed is also included in the file. The output of this analysis
can be found in appendix F.

4.3. End-user interview setup

The end-user interviewees for this research are selected and contacted through the means of an in-
terview setup. This section elaborates upon the process of target group identification, the vulnerability
notification, the notification protocol and the end-user interviews. An overview of this process is visu-
alised in figure 11.
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Figure 11: Overview end-user interview setup

4.3.1. Population of interest

The population of interest for this research are KPN customers who have a consumer account and own
a vulnerable middlebox or IoT device which can be abused for TCP reflective amplification attacks. For
this reason, KPN customers who are from the business or wholesale market are excluded. During the
time period analysed in this research, a total of 2141 unique KPN IP addresses were found to have a
vulnerable middlebox or loT devices. The distribution of these IP addresses over the two markets is
shown in table 2.
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Table 2: Number of unique IP addresses per market type

Market type Number of unique IP addresses
Consumer market (CM) 79
Business market (BM) 2062

Although IP addresses in the BM comprise 96.3% of the total population, they are not included in
this research due to practical constraints. This is primarily because of the limited amount of time and
resources available for the study.

The data provided by Shadowserver identifies 79 unique consumer IP addresses that have been re-
ported between April 25th, 2022 and February 19th, 2023. All of these IP addresses are considered for
analysis purposes in this thesis. The IP addresses can generally be divided into two distinct groups:
those that were considered vulnerable during the research period, and those that were considered
remediated during this research period. However, the assumed remediated IP addresses are further
divided into two groups. This decision was made because in August 2022, reputable vendors of fire-
walls released patches fixing the vulnerability, and as a result, a large portion of the vulnerable IP
addresses was no longer reported on by Shadowserver (see chapter 5). Therefore, the group of as-
sumed remediated devices is split into two groups: one group with IP addresses last seen in August or
before, and another group with IP addresses last seen between August and the research period.

This research identifies three different target groups based on the aforementioned criteria. The first
group consists of IP addresses that were considered vulnerable during the research period. The second
group is comprised of IP addresses that were considered remediated between August 2022 and the
research period. Finally, the third group includes IP addresses that were considered remediated before
August 2022. The specifics of each group will be discussed in greater detail below.

Target group 1: Recent vulnerable IP addresses The first target group consists of the IP addresses
reported during the research period. As these IP addresses are vulnerable to TCP reflective amplifica-
tion during the research period, target group 1 is considered the main population of interest. This period
spanned five weeks, from January 16th to February 19th 2023. To identify vulnerable IP addresses,
the research considered any IP address that appeared in the abuse data within the last seven days as
vulnerable at the time of analysis. As a result, all IP addresses from January 9th to January 15th were
also included in the first target group. In total, Shadowserver reported 18 IP addresses during this time
frame, all labelled as target group 1.

Target group 2: Semi-recent vulnerable IP addresses The second target group consist of IP ad-
dresses that were last observed in the abuse data between the 1st of September 2022 to January 8th
2023. In total, Shadowserver reported 10 different IP addresses which were last seen during this time
frame. All of these IP addresses were labelled as target group 2.

Target group 3: Historical vulnerable IP addresses The third, and last target group consist of IP
addresses that were last observed in the abuse data between 25th of April 2022, when Shadowserver
started reporting on this vulnerability and the first of September 2022. In total, Shadowserver reported
51 different IP addresses which were last seen during this time frame. All of these IP addresses were
labelled as target group 3.

4.3.2. Notification protocol

For this thesis, a total of 31 customers were contacted. 18 of these were from target group 1, 7 from
target group 2 and 6 were from target group 3. Depending on the target group, each of the customers
received an email with either a vulnerability notification or an email informing the customer about the
vulnerability and the research. This differentiation was made because customers in TG1 were deemed
to have vulnerable devices during this research, whereas devices for TG2/TG3 were deemed reme-
diated. After this, the contacted customers were called for participating in the interview. Below the
process for sending the email and contacting customers is explained per target group. This explana-
tion is combined for TG2 and TG3 as this process was identical.
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Target group 1 notification protocol During the period of five weeks from January 16, 2023, to
February 19, 2023, abuse data provided by Shadowserver is analysed for new IP addresses on working
days. As this research considers IP addresses which are reported on a week before the start of the
research period as vulnerable, all the IP addresses between January 9th to February 19th are included
in the analysis and were contacted.

All of the corresponding customers, which can be linked to the identified IP addresses in TG1 are sent
vulnerability notifications over email. This vulnerability notification will be elaborated on in chapter 4.3.3.
14 customers were contacted on January 17th, 2 on February 1st and 2 on February 13th.

Target group 2 & 3 notification protocol A limited amount of customers, which are linked to the
corresponding IP addresses in TG2 and TG3, were sent an email on January 25th and February 1st
respectively. In contrast to target group 1, where all customers were contacted, only a subset of the
customers from target groups 2 and 3 were contacted. This was done as TG1 served as the main
population of interest. For target group 2, seven respondents were randomly selected from the group.
For target group 3, a total number of six customers were randomly selected. As the customers in these
target groups are considered remediated, these customers did not receive a vulnerability notification
as was received by TG1. This email received by these customers only explained the vulnerability in
general and stated that he/she will be called for research purposes. For more information on the email
sent, see chapter 4.3.3.

4.3.3. Email notifications

Depending on the target group, KPN customers were sent a notification over email before they were
contacted for the interviews. Target group 1 received a vulnerability notification while target groups
2 and 3 received an email notification. This section elaborates on the two different emails that were
crafted for this research.

Target group 1: vulnerability notification

Customers in target group 1 received a vulnerability notification providing them with information about
the vulnerability, the type of devices which presumably is vulnerable and how to remediate the vulner-
ability. This vulnerability notification can be found in figure 19 and figure 20 in appendix C. During the
construction of the email, various decisions are made in regard to the content. Although the notification
is not part of the data collected through this research, it can have a substantial impact on the willingness
of customers to participate and their thinking process around handling such emails and their vulnerable
devices.

To make sure that it the read and understood by as many end-users as possible, the text and content of
the notification are reviewed by three abuse experts from the KPN abuse desk, who have experience
in communicating such content. Due to technical constraints, the text was only written in Dutch and not
in English. However, it can be noted that the communication between KPN and end-users is usually
only written in Dutch, and did not result in difficulties in the past as explained by KPN abuse desk
employees.

The email begins by briefly describing the issue and what devices are likely to be causing the problem.
First, devices are named that are part of people’s internet infrastructure. The email states explicitly
that firewalls or routers/modems are the likely cause of the issue. The first reason for naming these
devices first is the fact that Shadowserver scans for vulnerable middleboxes. As explained by Bock et
al. (2021), firewalls are often broken devices making TCP reflective amplification possible. Moreover,
routers and modems often have firewall settings that can be utilised. Therefore these are mentioned
explicitly as well. Additionally, routers are found to often have vulnerabilities, making them a suspect for
the issue of TCP reflective amplification as well (Katwala, 2019; Wang et al., 2012). It is not expected
that "normal” consumers would have a more intricate IT infrastructure in their homes beyond a router
and a modem. As a result, the email does not explicitly mention the term "middlebox” or other examples
of middleboxes besides firewalls.

Secondly, a list of 4 different consumer loT devices has been mentioned. These are energy monitoring
systems, alarm systems, cameras and building management systems. These are mentioned as these
were the four different loT devices that were seen during the initial exploration of the vulnerable devices.
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However, after validating these initial findings it was found that the 10T devices are indeed the cause
for the observed amplification by the Shadowserver scans. These findings are presented in chapter
5.

Last, the email stated that the issue can be remediated by updating the devices named in the email.
During the research period, when customers received the vulnerability notification it was expected
that updating does not have the desired outcome for all devices. Even though updating devices is a
suggested way of reminding the device (Pal, 2022). The main reason for this is the assumption that
not all manufacturers are aware of the broken TCP protocols in their devices and consequently have
not yet released updates to fix the vulnerability. This assumption was later verified by a manufacturer
who is responsible for the majority of broken devices in TG1. This finding is described in chapter 6.2.
Nevertheless, it is decided to state updating the device as the step that needs to be performed for
remediating the vulnerability. As the goal of this thesis is to explore the issue within the network of an
ISP to ultimately help ISP’s with remediating the vulnerability, by doing so the behaviour of end-users
receiving such notifications can still be observed.

When formulating the content, findings from the literature study, as stated in chapter 2.3, were taken
into account. The notification needs to be comprehensive yet easy to understand for non-technical
people. The difficulty in crafting the notification was the number of different devices which are likely
causing the problem. That is why the notification was generic in nature and loosely stated that "updating
smart devices” is the needed action for remediating the vulnerability. The advantage of this is the fact
that it is easy to understand for everyone, yet it lacks specific steps that possibly obstruct people from
performing the intended actions. Even though it is likely for the notification to lose effectiveness, this
generic content is chosen. To provide more (technical) information on the vulnerability, a link was
included to the website of the ISP with additional information.

The link to the ISP’s website had a dual purpose. It was discovered in the literature that mistrust can
have a significant impact on the efficacy of vulnerability notifications. By including a link to KPN’s
website, individuals could independently verify the authenticity of the email, which may have increased
customer trust. The website is included in appendix C in figure 23.

Target group 2 & 3: email notification

Contacted customers from target groups 2 and 3 received another email than the customers from
target group 1. Compared to TG1, for TG2 and TG3 only a subset of the population received an email.
The customers from these target groups were randomly selected. The main purpose of the email
was to announce that they will be contacted for this research. Even though the email explained the
vulnerability, it clearly states that at the time of sending the email the vulnerability seems remediated,
thus no actions of the customer are needed. The notification can be seenin figure 21 and 22 in appendix
C.

Similar, to the vulnerability notification sent to TG1, a link to the website of KPN was added with extra
information on the research and the vulnerability. This was done to gain extra trust of the receiver.
Furthermore, to gain trust the name of the researcher was stated in the email which gives the opportunity
for the customer to link the phone call to the received email, possibly increasing the trust of the customer.
The website can be found in figure 23 in appendix C.

4.4. End-user interviews

After the KPN customers received either a vulnerability notification or an email notification, they were
called for interview purposes. The aim of the interviews is to understand four key aspects of the end-
users. First, the behaviour of end-users after receiving a vulnerability notification. Second, their be-
haviour in regard to updating smart devices within the household. Third, end-users perception of a
vulnerability notification by the ISP. Last, the characteristics of the end-users. Additionally, the inter-
views are used to verify the findings of the vulnerable devices, as described in chapter 5.

The end-users interviews are conducted in a semi-structured matter. Semi-structured interviews are
suitable for studies with an exploratory character (Bougie et al., 2019). This type of interview allows this
research to both compare data collected among the end-users as well as to collect new insights (Horton
et al., 2004). Furthermore, conducting semi-structured interviews to identify end-user behaviour and
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perception in the field of cyber-security has been conducted by various studies before (Anell et al.,
2020; Rodriguez et al., 2022; Tabassum et al., 2019).

4.4.1. Interview protocol

The interview protocol consists of two parts: an introduction part and the content part. The interviews
are conducted over the phone and the interviewees have no knowledge about the interview, the re-
search or the vulnerability prior to receiving a vulnerability notification or email notification. That is why
a comprehensive introduction is needed before asking the interview questions in a semi-structured
manner.

Preferably, this interview protocol goes through a pilot phase where the interview questions are tested in
order to make informed adjustments to the interview protocol and improve the quality of data collection
(Kallio et al., 2016). However, for this research, no pilot study was performed. The reason for this was
the small population size of vulnerable IP addresses. To ensure the quality of the interview several
steps have been taken before conducting the interviews. First, the pilot studies and interview protocols
from similar studies conducted at KPN were taken into account when formulating the protocol and
questions (Altena, 2018; Bouwmeester et al., 2021; Rodriguez et al., 2022; Rodriguez et al., 2021).
Even though, the content of these studies differs from the content covered in this thesis, the experiences
from this previous research could be used as a basis for formulating the interview protocol for this study.
Furthermore, the interview protocol was reviewed by TU Delft and KPN experts who have experience
with conducting similar studies and end-user interviews respectively.

As there are different target groups, there are two interview protocols. One for target group 1 and one
for target groups 2 and 3. The two different interview protocols are discussed below.

Interview protocol TG1

The introduction part can be found figure 24 in appendix D. The interview starts with introducing the
interviewer and the research. Besides, there are three things that need to be clarified before being
able to start the second part of the interview and ask the questions. First, it is important to make
sure that the person calling is the same person who is responsible for the security of the computer
and the other (smart) devices in the household. Second, it is necessary to ask whether the customers
received and read the vulnerability notification as otherwise the interview questions do not make sense.
Lastly, respondents were asked for informed consent over the phone which is required for conducting
an interview for research purposes. When these three criteria are met, the interview could proceed to
the second part.

The second part of the interview protocol, containing the interview questions, can be seen in figure
25 in appendix D. These questions are divided into 5 topics which were covered during the interview.
First, interviewees are asked about the (smart) devices in their homes, whether they were able to locate
the vulnerable device and if they bought the devices by themselves. As there is a large heterogeneity
among the smart devices with broken TCP protocols it can be hard for end-users to pinpoint the vul-
nerable device. Additionally, interviewees are asked whether they purchased the devices themselves
to understand their level of responsibility towards the device. The responsibility for updating a device
installed by an external party may lie with that party, relieving the user of the obligation to update it.
That is why, understanding the smart device landscape in households, including the number of de-
vices and perceived responsibility, as well as the ability of end-users to identify vulnerable devices is
crucial.

Second, interviewees are asked about their performed actions after receiving the vulnerability noti-
fications. By doing so, this research tries to identify the thinking process of the interviewees when
receiving a notification about the issue of vulnerable middleboxes or smart devices with broken TCP
protocols. In addition, interviewees are asked if they think they had enough information for perform-
ing the desired actions, this will provide this research with possible suggestions for future vulnerability
notifications.

Third, interviewees are asked about the updating behaviour in regard to their smart devices. In this
research, updating the vulnerable device is the suggested remediation action, and it is the desired
action that interviewees are expected to perform after reading the vulnerability notification. Therefore,
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this aspect of the interview is essential for studying the effectiveness of the suggested remediation
action. The interviewees are asked how they perform the updates on their smart devices and their
incentives for (not) updating. This will provide insights into the updating behaviour of the interviewees,
which can be used to assess the feasibility of vulnerability notifications. Furthermore, the interviewees
are also directly questioned about their opinion on whether vulnerability notifications effectively lead to
the desired action of updating suggested smart devices.

Fourth, the interviewees are asked about their perception of receiving a vulnerability notification and
the service of an ISP of notifying its customers about vulnerabilities. As vulnerability notifications aim
to encourage end-users to perform a certain behaviour it is interesting to map the perception of the
end-users. Moreover, the interviewees are asked if they have prior experience with security incidents
or vulnerability notifications sent by the ISP.

Last, the interviewees are asked to provide some demographic information. This will provide insights
into the characteristics of the end-users and how these differ among the different target groups. Be-
sides demographic information, the interviewees are asked whether they use the internet connection
for business or private purposes. This research focuses on the consumer market instead of on the
BM or WM. However, previous similar research conducted at KPN showed that there are cases of
businesses using a consumer internet connection. This is also confirmed by KPN abuse desk employ-
ees, as a consumer internet subscription is cheaper for small businesses that do not need complex IT
infrastructure for their business activities.

The interview is finalised by asking the interviewee if he or she has any questions or comments. As
the phone call is performed in the name of KPN, it is expected that interviewees have questions about
the vulnerability and the security of their devices or internet connection. This allows the respondents
to seek assistance or clarification regarding the matter at hand.

Interview protocol TG2 & TG3

The interview protocol for TG2 and TG3 is largely the same as for TG1, however, there are some dif-
ferences which will be discussed in this section. These differences are mainly there because these two
target groups have no vulnerable device during the research period and subsequently these customers
did not receive a vulnerability notification. As the email notification that was sent, primarily serves as
an announcement for the interview, the first part of the interview protocol does not inquire whether the
interviewee received or read the notification. An additional distinction is that no inquiries are made re-
garding the actions taken after receiving the vulnerability notification, as no notification is sent to these
interviewees.

Part 1 and part 2 of the interview protocol for TG2 and TG3 can be seen in figure 26 and figure 27
respectively, both in appendix D.

Interview (questions) in relation to the COM-B model

This research applies to the COM-B model to analyse the findings from the interviews. Therefore, it
is important to understand how the interview questions address the three interacting components as
discussed in chapter 3.3. The capability component, in terms of this research, is the ability of end-users
to have the physical and psychological ability to perform the actions as intended by the vulnerability
notification. The study does not directly address physical ability as the intended actions based on the
vulnerability notification only require a vulnerable device and a smartphone or computer for updating
the device. Prior to sending the notification email, the presence of the device is verified, although this
is confirmed during the interview process. Additionally, it is assumed that all participants in the study
possess a smartphone or computer, and this is not explicitly queried. However, in instances where the
interviewer suspects this may not be the case, clarification is sought directly from the participant during
the interview. Furthermore, by identifying the thought process of end-users to perform certain actions,
this research is able to explore the comprehension and reasoning of end-users, thus addressing their
psychological ability.

For this research, the opportunity component can be described as all the external factors of the end-
user that make the intended actions possible for end-users to perform. In other words, external factors
may influence the end-user in performing or not performing a certain behaviour. The physical opportu-
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nity is addressed by asking whether the respondent received the vulnerability notification and by asking
if the end-users have enough information (and what information might be missing). The social oppor-
tunity describes all the factors from an end-user environment which may have an effect on the thinking
process of the individual when receiving the notification and performing certain behaviour afterwards.
As this may be ambiguous and hard to measure, this research tries to address this by performing a
semi-structured interview, allowing the interviewer to go in-depth into the responses provided by the
interviewees.

The motivation component refers to the cognitive and affective processes that activate and direct spe-
cific behaviours in response to the vulnerability notification. This study distinguishes between two types
of cognitive processes, namely reflective and automatic, which are involved in evaluating and planning
actions after reading the notification and in perceiving the notification as a signal of potential harm or
another type of emotion. These cognitive processes are fundamental to understanding how end-users
respond to vulnerability notifications and how they ultimately decide whether to take action to remediate
the vulnerability. Therefore, in the interview, there are questions included about end-user perceptions
of receiving vulnerability notifications.

4.4.2. Interview results

In total 31 end-users are contacted of which 15 are interviewed, a response rate of 48.4 per cent.
However, it must be noted here that one of the contacted end-users was actually the manufacturer of the
energy monitor, often found as vulnerable (see chapter 5). Therefore, this interviewee is not included
in the end-user interviews but is separately interviewed. For more information see the following sub-
chapter 4.5. On average the interviews took 11 minutes and 20 seconds. An overview of the contacted
customers is presented below in table 3.

Table 3: Contacted customers for the interviews

Number of customers

Participated 15
Not participated 8
Did not pick up 6
Number not in use 1
Manufacturer 1
Total 31

Ideally, one would conduct interviews until no new themes emerged and information saturation was
reached (Guest et al., 2006). However, due to the small population size all customers in TG1 are
contacted for interviews. Because the main focus of the interviews was on TG1, from the TG2 and
TG3 a subset was selected to reach the desired level of information saturation and no new themes
emerged.

4.4.3. Processing interview results

All interviews, except one, were recorded. One interviewee (respondent 8) expressed his/her desire
to not record the interview. The recordings are transcribed after all interviews had taken place and
irrelevant small talk was left out of the transcription. Using these transcriptions, the qualitative data
was analysed. For analysing the data Atlas.ti software was used.

A thematic analysis is performed to identify recurring themes and to structure the patterns across the
data set. To do this, a six-phase process for data analysis, coding and theme development is used
which is proposed by Braun et al. (2021). The phases are as follows: first, data familiarisation; second,
systematic data coding; third generating initial themes from the codes; fourth, developing and reviewing
themes; fifth, refining, defining and naming themes and the last phase writing the report. This process
resulted in the identification of the following themes shown in table 4.
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Table 4: Identified themes from end-user interviews

Themes Description

End-user characteristics Descriptive data on age, gender, type of customer and technical
ability

Device identification How end-users identify the vulnerable device

Performed actions Which actions end-users have performed after reading the vul-
nerability notification

Update behaviour Which practices end-users use for updating their (smart) devices

Incentives for (not) updating Different reasoning for end-users to (not) update their (smart) de-
vices

Perception of vulnerability notifi- Opinions and emotions of end-users after receiving the vulnera-
cation bility notification and during the interviews

Suggestions for vulnerability no- The different types of information end-users perceive to need for
tifications a vulnerability notification to be effective

4.5. Manufacturer interview

This study also included an interview with the manufacturer of vulnerable energy monitors. These
devices were found to be responsible for the observed ampilification reported for the majority of the IP
addresses in TG1. As detailed in Chapter 5, for 11 out of the 18 customers in TG1 this particular energy
monitor is identified as the vulnerable device causing the amplification and thus makes TCP reflective
amplification attacks possible.

As previously noted, the manufacturer received a vulnerability notification as his/her IP address is
in TG1. In response to the notification, the manufacturer expressed responsibility for the vulnerable
energy monitors. As a result, the manufacturer was invited to participate in an interview as a represen-
tative of the manufacturing company, rather than as an end-user, despite being classified in TG1 and
using a consumer-grade internet connection from KPN.

The objective of the manufacturer interview is to explore the role of the manufacturer in the problem
of loT devices with broken TCP protocols in the network of KPN. Therefore, the data retrieved from
the interview can be seen as an addition to the data obtained during the end-user interviews. By
gaining insights into the role of the manufacturer in the issue of interest, this interview may provide new
perspectives on the themes and findings from the end-user interviews.

Interview protocol and data processing

The interview is conducted in a semi-structured fashion by phone and took 26 minutes and 34 sec-
onds. The interview is recorded and transcribed afterwards. The interview questions are displayed in
appendix E. As only one manufacturer was interviewed for this research, no systematic theme analysis
is performed to identify themes and structure patterns across the data set. Instead, the study focuses
on the key takeaways that were noted during the interview which are relevant in relation to the findings
from the end-user interviews.

The purpose of the first question is to ascertain the manufacturer’s knowledge and experience re-
garding the vulnerability of TCP reflective amplification in the context of the energy monitor devices.
The objective was to determine the manufacturer’s awareness of the potential risks associated with
these devices and to evaluate whether any corrective measures had been taken or could have been
taken. Obviously, it is challenging to mitigate a vulnerability when one is not aware of its existence.
Furthermore, the questionnaire also aimed to explore the manufacturer’s response to the vulnerabil-
ity notification, including their actions and thoughts, as well as their standard mitigation protocols for
vulnerabilities in the energy monitor devices. Lastly, the interview aimed to ascertain the methods
employed by the manufacturer to communicate security updates to customers and encourage them
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to implement these updates. This analysis was conducted to compare the manufacturer’s responses
to the experiences of end-users and to examine the manufacturer-end-user interaction in regard to
security updates for these devices.

4.6. Limitations of the method

While this chapter outlines how the method can offer insights into the primary research question and
the sub-questions, it is crucial to note that there are various limitations. This section will elaborate upon
the limitations of the method employed in this study.

First, it must be noted that this study is exploratory in nature, and as such, it does not seek to quantify
the findings or make generalisable conclusions about a larger population. Rather than focusing on
generalisability, the aim is to achieve a rich understanding of the topic. The findings, emerging themes,
and discussions arising from the analysis should be tested in a subsequent quantitative study to assess
their wider applicability and generalisability.

An additional constraint of this method is the reliance on Shadowserver’s data on which the following
steps in the method are built. However, it is important to understand that Shadowserver only scans
via port 80 with a single forbidden URL. As described by Shadowserver (2022), scans using different
URLSs’ or via other ports could result in a different number of identified IP addresses and observed
amplification factors.

Furthermore, Shadowserver only performs one scan per day at random times per IP address. There-
fore, it could be that vulnerable devices are not connected to the internet at all times, and thus do not
respond to the scans of Shadowserver. For this research, IP addresses which are last seen in the
abuse data seven days before the research period are considered remediated. Nevertheless, it could
be the case that a device is not remediated at all but simply is turned off every time Shadowserver
performs its scans.

The main data sources used for this research are end-users of vulnerable devices which provided data
by the means of interviews. Therefore, it can be assumed that interviewees give answers that are bi-
ased, and thus give answers which differentiate from reality. The interviewees may have forgotten the
actions they performed or unremembered them, leading to inaccuracies in their responses. Further-
more, respondents may provide answers that they believe are desired, particularly since the notification
emphasises the importance of updating smart devices, and the interviewee is questioned about their
update behaviour during the interview. To overcome these interview biases, the interview is framed in
such a way that it can be seen as an effort to help the interviewees, with the aim of encouraging them
to share their thoughts and update behaviours more freely.

Another limitation to the limited sample size of the interviewees. There are two reasons for this limited
amount of conducted interviews. First, the main population of interest, the population of IP addresses
vulnerable during the research period (TG1), only consisted of 18 in total. Second, a limited amount
of resources and time was available for this research. While it could be harder to identify common
themes and patterns among the data set obtained via the interviews, a response rate of 48.8 per cent is
achieved, which is similar to previous research studying end-users at KPN (Altena, 2018; Bouwmeester
et al., 2021; Rodriguez et al., 2021). Subsequently, due to the small size of the population of interest,
a pilot study was not conducted to test the interview protocol and questions. The choice to omit a pilot
study is discussed in chapter 4.4.1. This could have impacted the quality of the interviews and the
resulting data, making it a limitation of the method.

The last limitation of the method which can be mentioned is that only one vulnerability notification is
sent to the interviewees in TG1. However, it can be expected that multiple notifications could affect the
update behaviour, actions and perception of end-users. This factor is described by previous research
that found that end-users sometimes require multiple notifications before they act (Rodriguez et al.,
2022). The effect of one or multiple vulnerability notifications is not discussed as the effectiveness of
vulnerability notification is not in the scope of this research.
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4.7. Ethical considerations and data management

For this research personal data is used. Therefore, prior to the start of the study, the Human Research
Ethics Committee of TU Delft reviewed and approved the research. Furthermore, the data processes
are in line with the General Data Protection Regulation (GDPR) and KPN privacy statement. A senior
Abuse desk employee approved the necessary steps for this research which involved handling personal
data, such as sending the vulnerability/email notifications and conducting the interviews.

As the interviews are performed over the phone, all participants were asked for informed consent for
participating in the research during the interview. Furthermore, the interviewees were asked to give
approval for recording the interview. Contact details of customers are only looked up right before either
emailing or calling the customer, this data is not collected for research purposes. All data collected
during the interviews, including the recordings, are stored on a KPN laptop and TU Delft Microsoft
OneDrive. This data is solely used for analysing and processing the results of this research. All results
published in this report are anonymised and no personal data is shared which can be used for identifying
the participants of this research. All interview recordings are destroyed after processing.



Vulnerable devices in the KPN network

This chapter presents the outcomes derived from analysing the abuse data provided by Shadow Server
and performing IP scans to identify the characteristics of vulnerable devices that enable TCP reflective
amplification attacks within KPN'’s network. First, the results from the abuse data analysis are presented
(§5.1). Second, the results from the vulnerable device characterisation are shown for each of the three
target groups (§5.2). Last, the results in regard to the identified device types is discussed (§5.3).

The next chapter will discuss the findings from the end-users and manufacturer interviews. However,
for the purpose of elaboration on the results in this chapter, some findings from the interviews will be
referred to. All other findings from the interviews will be presented in chapter 6.

5.1. Vulnerable devices in the consumer market

First, an overview of the vulnerable IP addresses is analysed within the consumer market of KPN. In
total between the 25th of April 2022 and the 19th of February 2023 79 unique IP addresses have been
identified which are vulnerable to being used for launching TCP reflective amplification attacks. This
is visualised below in figure 12. This figure shows the number of uniquely identified CM IP addresses
per week.
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Figure 12: Number of unique KPN CM IP addresses per week

There are three interesting things that can be observed within this figure 12. First, there is a large drop
observed in the number of unique IP addresses between week 32 and week 33 in 2022. This can
be explained by the fact that large vendors of firewalls released their patches for the vulnerability as
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described by Bock et al. (2021). The release of the patches by these large vendors is around the same
time that the number of unique IP addresses drops from around 50 per week to around 15 per week -
a decline of 70 per cent (Fortinet, 2022; Palo Alto Networks, 2022).

Another notable observation is the minor decrease in reported IP addresses during weeks 3, 4, and 5
of 2023, which correlates with the period when the end-users received the vulnerability and email noti-
fications and were contacted for partaking in an interview. It is possible that some individuals may have
taken action to rectify the vulnerability upon receiving the notification however this was not expected
based on the content of the notification. For example, during the interview with the manufacturer, it
was revealed that he/she had closed port 80, resulting in its lack of response to the scans executed by
Shadowserver. However, the reduction in activity is not substantial. It was found that updating during
the research period did not always result in the desired outcome of resolving the vulnerability. There-
fore, it was expected to not observe a drop in the number of unique IP addresses during the weeks of
the research period.

The final observation that can be made from this figure is that the count of unique IP addresses differs
for nearly every month when compared to the previous or subsequent month. In addition to the two
drops in the number of unique IP addresses, as previously discussed, it is possible that the variation
in the number of unique IP addresses could be attributed to devices with broken TCP protocols being
turned off during the daily scans. Not all IoT devices require a constant internet connection. For
instance, consider a washing machine that only needs to be connected to the internet when it is in use
to communicate when the wash cycle is complete. Consequently, while the device itself may not be
detected by the scan, the vulnerability still remains present.

5.1.1. Descriptive statistics insights

In figure 13 the maximum amplification factors are shown for each device type for all target groups
combined. The graph has been segmented into 5 amplification ranges, depicting the highest observed
amplification factors for each device type and the corresponding number of devices generating such
levels of amplification. Note, NA are the unidentified devices.
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Figure 13: Distribution of maximum amplification factors

An overview of the descriptive statistics can be found in appendix F. Based on the descriptive data a
number of interesting remarks can be mentioned in regard to the data on the vulnerable IP addresses
in the consumer market.

The observed amplification factors, as depicted in Figure 13, indicate that the majority of the identified
devices generate amplification factors of up to 500. It is worth noting that the 1001-5000 range exhibits
a peak in energy monitors, with most of them belonging to TG1 along with an alarm system, WiFi
extender, and BMS found within this same range. This observation demonstrates that, at the time of
writing, there are multiple vulnerable devices within KPN’s consumer network that could be exploited
for significant TCP reflection amplification with amplification factors exceeding 1000. In addition, three
devices exhibited amplification factors over 5000, but they can be considered outliers since they were
substantially larger than the others, with the firewall in this range even reaching an amplification factor
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over 150000.

Secondly, the average maximum amplification factor that was found is 2801. This is considerably
higher than average amplification factors found in commonly used UDP-based protocols (Bjerre et
al., 2022). The average amplification factors differ between the different target groups. The average
maximum amplification factor in TG1 and TG2 is 1111 and 1121 respectively while this number is for
TG3 3727. This difference between TG3 and the other target groups can be explained on the basis
of two reasons. First, the composition of the type of devices is in TG1 and TG2 quite similar, as
is explained below, consisting of almost exclusively consumer IoT devices. TG3 consists mostly of
firewalls, which are likely causing the problem and appear to generate another ampilification factor. The
other reason is that there are three large outliers in the data resulting in a significant increase in the
average maximum amplification factor. Without these outliers the average is "only” 167, nevertheless,
this is still high.

Third, it is noteworthy that the observed variation in amplification among the energy monitors, as seen
in figure 13, is attributable to the availability of a password-protected mechanism. Despite the devices
being identical, the responses elicited by the scanning query are contingent upon the presence or
absence of a password. Specifically, in the absence of a password, the HTML response contains a
greater amount of information, as it showcases the entire landing page of the device displaying all the
different energy values that the device collects for monitoring purposes. The amplification factor is
approximately 1600 as a result. In contrast, when a password is in place, the device generates a more
concise landing page. This results in an amplification factor of approximately 71. This landing page
displays only a login mechanism, in contrast to the complete landing page displayed in the absence of
a password. As a result, the amplification factor produced by the device is substantially smaller.

Last, it is notable that a majority of the IP addresses are not reported on a daily basis in the time
period between their first and last appearances in the data. On average, only 62.5 per cent of the days
between a vulnerable IP’s first and last appearance in the abuse data, it is reported by Shadowserver.
This may be partially explained by devices not being consistently turned on. However, some devices
are expected to remain connected to the internet at all times. The IP scans revealed that devices do
not respond to a scan every single time, thus sometimes the custom TCP packets need to be sent
multiple times to create a response which causes the amplification. The reason behind the device’s
unresponsiveness to the scans by Shadowserver, despite no alterations being made to them, remains
unclear. However, it does explain why vulnerable devices are not reported on by Shadowserver every
single day.

5.2. Types of vulnerable devices

This sub-chapter shows the different types of identified vulnerable devices in the consumer market of
KPN. The findings are shown for each of the three target groups.

5.2.1. Target group 1

Based on the desk research and the interviews, as discussed in chapter 4, the different device types
are identified which cause the amplification that makes TCP reflected amplification attacks possible.
The distribution of these devices is visualised in figure 14.

Based on the information in figure 14, it can be seen that there is a wide variety of device types identified
and that these all do not fit the description of a middlebox. Out of the 18 IP addresses in TG1, it was
found that eleven times (61.1%) an energy monitor is the likely cause for the observed amplification at
the IP address. All these 11 energy monitors are the same device in terms of brand and type and can
be used for monitoring the energy usage in a household. The other types of vulnerable devices are
less represented in TG1, with three building management systems (BMS) and only one alarm system,
washing machine, WiFi extender and DVR. No similarities were found in the brand except for the energy
monitors and two BMS’s.

By manual scanning, these findings could be validated and the vulnerable devices could be pinpointed.
The energy monitor, alarm system, washing machine, WiFi extender and a BMS have been charac-
terised based on this technique. However, this method was not able to validate the device types for all
the IP addresses in TG1. A possible explanation for this could be that devices are turned off sometimes,
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Figure 14: Distribution of vulnerable devices in TG1

and thus are not always connected to the internet. This was observed during one of the interviews with
an end-user (respondent 8). The respondent turned on the washing machine during the interview, after
which a response was created by manually scanning the IP address, validating that the washing ma-
chine was the device causing the problem. Therefore, it is assumed that the devices identified based
on the NMAP scans, URL landing page analysis and interviews are the ones causing the problems but
nevertheless, it can not be concluded with complete certainty.

5.2.2. Target group 2
The different vulnerable device types that were identified for the |IP addresses in TG2 are shown in
figure 15.
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Figure 15: Distribution of vulnerable devices in TG2

Out of the 10 IP addresses, four times the energy monitor (also found in TG1) was identified as the
probable cause of amplification. This is noteworthy as within the recent abuse reports, these IP ad-
dresses are no longer reported on, even though three of them were still accessible via the internet as
of the last day of the research period. This lack of reporting may suggest that the malfunctioning TCP
protocol has been fixed. However, during an interview with the manufacturer, it was revealed that no
patch has been released for this particular issue. Furthermore, the only interviewee from TG2 men-
tioned that he/she had not made any changes to their device or internet connection around the last date
the IP address was reported. The reason why these IP addresses no longer appear in recent abuse
feeds is unclear.

Furthermore, for four IP addresses, it was not able to identify a device type. The last two IP addresses
were identified as a BMS and a router. As explained before, it is not able to verify these findings as
the IP addresses did not respond with an amplification anymore when manually scanning as these are
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remediated.

5.2.3. Target group 3
The distribution of the different vulnerable device types that are identified for the IP addresses in TG3
is illustrated in figure 16.
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Figure 16: Distribution of vulnerable devices in TG3

From figure 16 it becomes apparent that for most (55,1%) of the IP addresses it was unable to identify
the type of device. The second largest share of the IP address had a firewall identified as the likely
cause for the observed amplification. As described above, around the beginning of August 2022 a large
drop was observed in the number of weekly reported unique IP addresses which are vulnerable to TCP
reflective amplification attacks. Around 35 IP addresses were reported on for the last time during this
time period of which all were identified as firewalls or unidentified. Therefore, this suggests that the
unidentified devices in this group of 35 IP addresses are also (mainly) firewalls. The three interviewees
from TG3 confirmed this assumption during the interviews. However, this can not be concluded for the
whole population as no data on this matter is available for analysis. Therefore, in figure 16 these IP
addresses are labelled as "Unidentified”.

The other types of identified devices are similar to what was observed in TG1 and TG2; consisting
mainly of consumer loT devices. Alike TG2, it can be seen that an energy monitor (same brand as
the energy monitors in TG1 and TG2) was vulnerable but is somehow remediated for creating large
amplification factors.

5.3. Results analysis

A large number of devices characterised in this chapter can not be characterised as middleboxes, even
though Shadowserver reports on them as vulnerable middleboxes. This finding can be seen as quite
surprising as it is not expected for other devices to respond to requests with an obscene URL in the
request. Bock et al. (2021) conclude from their research that 82.9% of their identified amplifiers are
actual middleboxes by looking at the traceroutes to the IP addresses.

For this research, the findings about the type of devices were validated by sending the custom TCP
packets manually to observe what response is generated. This method was only suitable for validat-
ing the findings in regard to the IP addresses in TG1. Nevertheless, the data from TG1 already gives
valuable insight; the scanning method for detecting vulnerable middleboxes does not exclusively de-
tect these vulnerable middleboxes but also (consumer) loT devices with broken TCP implementations.
Based on this conclusion one may suggest that the findings for TG2 and TG3, which are not validated
by manually sending TCP packets, are accurate solely on the analysis of the port scans and the URL
landing pages.

When excluding the unidentified devices, it was found 16 of the 48 (33.3%) identified vulnerable devices
are a firewall and thus can be described as middlebox. This number is substantially lower than the
82.9 per cent found by Bock et al. (2021). There are two possible explanations for this lower number.
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First, as described above, the data suggests that a large part of the unidentified devices are firewalls
and thus can be classified as middleboxes. Second, Bock et al. (2021) explain that a large part of the
middleboxes that were identified are part of nation-state censorship infrastructure in countries like China
and Iran. As there is no such infrastructure present in The Netherlands it can be expected that fewer
middleboxes are detected when utilising the scanning method in the network of a Dutch ISP.



End-user analysis

In this chapter, the findings from the end-user and manufacturer interviews will be detailed. First, the
results of the end-user interviews are presented (§6.1). This section is structured according to the main
themes of this analysis, as shown in table 4. The structure looks as follows:

» End-user characteristics (§6.1.1);

+ Device identification (§6.1.2);

» Performed actions (§6.1.3);

» Update behaviour (§6.1.4);

* Incentives for (not) updating (§6.1.4);

* Perception of vulnerability notifications (§6.1.5);

+ Suggestions for vulnerability notifications (§6.1.5).

Second, the results from the manufacturer interview are presented (§6.2). Lastly, the end-user be-
haviour is analysed by linking the interview findings to the theoretical constructs of the COM-B model

(§6.3).

6.1. End-users

In this sub-chapter, the findings of the interviews with KPN customers are discussed. As described in
chapter 4, three distinct target groups were identified and were asked about their vulnerable devices and
their security behaviour in order to explore the problem discussed in this thesis. The study participants
in TG1 were interviewed regarding their response to a vulnerability notification. The interview aimed
to understand their actions after receiving the notification, their smart device update behaviour, their
perception of the notification and the KPN service. The study participants in the TG2 and TG3 groups
were interviewed but were not asked about their actions in response to the vulnerability notification as
they did not receive such notification.

6.1.1. End-users characteristics

During the interviews, five questions were asked to identify the characteristics of the end-users. This
was done for all three target groups. First, the age of the interviewees was obtained. The average age
of the interviewees is 60 years old for all three target groups combined. This is slightly higher compared
to the average age of the KPN customer population, being 55 years old.

The average age for the first target group was 60 and for the third target group 70. Only one per-
son (respondent 11) was interviewed from target group 2 who was 34 years of age, and thereby also
the youngest interviewee. Overall, the average age is relatively high and not widespread. There are
two outliers, respondent 11 has an age of 34 which is substantially smaller than the average age of
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the interviewees and respondent 12 has an age of 86 which is substantially larger than the average
age.

Second, the gender of the interviewees was asked. 12 of the 15 interviewees identified themselves
as male and the other 3 (20%) identified themselves as female. This shows that males are over-
represented in the subset KPN customers who were interviewed, compared to the gender distribution
among the KPN customer population, being 55,64% men,41,38% women and 2,98% unknown.

Third, interviewees were asked about their perceived skills in computer security in general on a scale of
0to 5. On average respondents perceive their computer security skills to be rather good with an average
score of 3.9. The responses of most interviewees were in line with their own perceived computer
security abilities. Multiple respondents even mentioned that they have a background in ICT or cyber
security (respondents 1, 5, 6 and 14). The lowest score that was observed was a 3. Interestingly, some
interviewees showed during the interviews that they perceive their ability to handle the security of their
devices on a higher level than their responses suggest. For example, during the interview, respondent
2 argued the following when asked about the actions performed after reading the notification that was
received: ’| must admit that normally | do not do a lot with these type of things [computer security], so |
feel a bit foolish but I just do not know what to do otherwise’. While this suggests that this person lacks
the technical ability to handle the security of his/her internet-connected devices, the respondent still
mentioned a 3 on a scale of 0 to 5. This was also observed during the interviewees with respondents 8
and 9. For example, respondent 9 explains that: ‘Before I received the email | already made the plan to
contact someone who has more knowledge about this [computer security] as we already have issues
that need to be resolved and | can’t do it’. Nevertheless, this interviewee responded with a 3 as well
on a scale of 0 to 5.

Fourth, the type of end-user is identified. The interviewees were asked if they use their internet connec-
tion for business or private purposes. In TG1 & TG2 only one of the 12 interviewees explained that the
internet connection was used for business purposes instead of private use. More interesting is TG3,
the group which is assumed to consist mainly of firewall owners. Of the three participants interviewed,
two affirmed that they utilised their internet connection for commercial purposes. The remaining three
contacted customers, who did not participate in an interview, mentioned the company’s name when
answering the phone, implying that their internet connection is also utilised for business operations.
45 KPN customers from TG3 were not approached for an interview. However, based on the available
contact information, 23 out of 45 of these customers could be classified as probable businesses as
they provided email addresses associated with business entities, indicating that these IP addresses
are being employed by a small-scale enterprise. Due to the limited sample size of three interviewed
participants from TG3, it is not possible to arrive at a definitive conclusion regarding the composition of
the entire target group. Nonetheless, this observation strongly suggests that this target group largely
consists of businesses that use these IP addresses.

Last, interviewees were asked if they had experienced security issues before in regard to their smart
devices or their internet connection in general. Of the 15 respondents, only one (respondent 10) re-
ported a prior incident, while the remainder confirmed that they had not experienced any prior security
issues, and this was their first encounter with such a matter raised by the ISP.

6.1.2. Vulnerable device identification

The first step for a vulnerability notification to work is to identify the devices which cause the problem.
The notification explained that there are different types of devices that could be used for TCP reflective
amplification attacks. The email states that it could either be a device part of the internet infrastructure
(e.g. firewall or router/modem) or a smart device (e.g. energy monitor, alarm systems, camera, building
management system). Due to the wide variety of devices which can be abused, it was expected that
not all end-users were not able to identify the vulnerable device.

Number of smart devices in households

In general, end-users have multiple smart devices in their homes. On average the interviewees own 4
smart devices when looking at all interviewed end-users (all target groups combined). It is important to
note here that this is based on the number of devices named by the interviewees. Not all interviewees
do have a clear view of what smart devices are. For instance, respondent 2 noticed: 'My husband does
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not think it [BMS] has been updated, | myself had never realised that it was using WiFi’. To obtain an
accurate number, interviewees were given prompts and suggestions during the interviews to identify
most of the smart devices. However, it is still likely that the number of smart devices in the household
of the interviewees is larger. The number of smart devices named by the interviewees is illustrated in
figure 17.
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Figure 17: Number of smart devices in the homes of interviewees

Difficulties in vulnerable device identification

Interviewees show that they have difficulties in identifying the right device based on the vulnerability
notification. Only 4 out of 11 interviewees were able to locate the device based on the email. How-
ever, during the interview, two of these interviewees mentioned that they looked at the device which is
vulnerable but also mentioned numerous other devices which they think could cause problems. For ex-
ample, respondent 5 said: ’After reading the email, | did not know what the device could be, you would
be surprised how much of that junk you have in your house these days. But the first devices at which
a took a look were the energy monitor and the camera system as those were explicitly mentioned.
Respondents 8 and 15 were the only interviewees who were able to directly pinpoint the vulnerable
device. However, both respondents explain that their reasoning for pinpointing the right device was not
based on the information provided in the notification. Respondent 8: 'We do not have smart devices in
our home except our washing machine. This device must be the cause of the problem as we opened all
ports to be able to use it, | know it is not safe but it is the only way to make that thing work’. Despite the
fact a washing machine was not explicitly mentioned in the email, this respondent was able to identify
the device based on the fact there is only one smart device in the household. Respondent 15 was able
to identify the vulnerable device by arguing that it must be the new device which was recently installed
shortly before he/she received the email notification. An explanation for this is the fact that respondent
15 is first seen in the data by Shadowserver during the research period, while most interviewees from
TG1 are reported on before the start of the research period.

The other seven respondents were not able to identify the device which causes the problem. Re-
spondents frequently report attempting to identify the vulnerable device based on their own reasoning
rather than relying on the examples of devices provided in the notification. Out of these interviewees,
4 thought of a device which was not mentioned in the email. Interestingly, all these 4 interviewees
had the same line of reasoning for identifying the device. These end-users explained that they recently
bought a new device and shortly after they received the notification, thus concluding that the new device
should be the one causing problems. 2 of these 7 interviewees simply did not take a look at any of their
devices as they did not have the knowledge about computer security (respondent 9) or did not think the
problem to be urgent (respondent 7). The last interviewee (respondent 3), wrongly assumed that the
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router was the vulnerable device. As the router was the first type of device that was mentioned in the
email, it could be that this interviewee did not look at the other possible devices mentioned because of
not reading the complete text.

The device that respondents tend to pinpoint after the notification is bought by themselves instead of
provided by a third party, such as a router provided by an ISP. 10 of the 11 respondents explained that
they bought the devices themselves. However, two respondents mentioned that they are not respon-
sible for managing and maintenance of the device. These were respondents 2 and 4, which owned
a vulnerable building management system and alarm system respectively. While they bought these
systems by themselves they were not responsible for installing and managing the system. The only
respondent which did not buy the vulnerable device was respondent 7 who happens to be the only inter-
viewee from TG1 who uses the internet connection for business purposes. This respondent explained
that: I was not here yet when this heating system was installed or bought so | don’t know’.

6.1.3. Performed actions

Respondents in TG1 were asked about their performed actions after reading the notification. The
different actions are visualised in table 5. It could be that an interviewee performed multiple actions,
therefore the total number of executed actions is higher than the number of interviewees.

Table 5: Performed actions after receiving notification

Performed action Respondent count

Check software update (smart) device 5
No action performed 3
Ask someone for help 2
Set password (smart) device 1
Execute port scan 1
Install anti-virus software 1

The most mentioned action taken by the interviewees was in line with the vulnerability notification stat-
ing to look for updates for the suggested (vulnerable) devices. 5 of the 11 interviewees checked a
device for updates which they assumed to be causing the problem. However, none of these 5 intervie-
wees did install a software update as the device showed that the device was already up-to-date. For
example, respondent 1 stated: ‘after reading the email | visited the website of the manufacturer of the
energy monitor to see if they have something mentioned about this issue there, but there was nothing
there and it explained that my device is already up-to-date’. The action of checking for software up-
dates was the intended behaviour of the interviewees to do after receiving a notification. Nonetheless,
only respondents 8 and 15 checked the device which is perceived as vulnerable to TCP reflective am-
plification attacks as found in chapter 5. The other three respondents checked for updates on devices
which are likely not the problem, thus not fully addressing the issue discussed in this thesis.

Comparatively, other interviewees (n=3) mentioned that they did not perform any action in response
to the notification. The reasoning differs among these three interviewees for not doing anything. Re-
spondent 4 explained that: ‘The information provided was really generic, also when clicking on the
exclamation mark in the email you get directed to a standard KPN commercial page. This made that
whole email lose all its power as it made me think that nothing serious is happening on my internet
connection’. Respondent 7 did not perform any actions as he/she did not receive the email because it
was sent to another email address. The person who received the email explained that he/she deleted
the email simply because: ‘I'm only responsible for the financial part of the internet connection and
not the technical part’. The one responsible for the internet connection (respondent 7) was never noti-
fied by this person. Lastly, respondent 11 mentioned that he/she did not perform any actions because
he/she thought that sending a large file was the ‘trigger’ for the ISP to send an email. Additionally, there
were two interviewees that asked someone for help after receiving the email. Even though these two
interviewees performed no further steps, they are not classified as 'No action performed’ as potentially
they would perform the desired behaviour after getting a consult from someone else. As for this thesis,
interviewees were called two days after receiving the email, these participants were possibly not given
enough time to get help. Therefore, their action is labelled as 'Ask someone for help’.
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Finally, it should be noted that some interviewed participants (n=3) took actions aimed at enhancing
the security of their internet connection but did not address the issue of TCP reflective amplification
attacks. For instance, Respondent 5 secured his/her energy monitor by setting a password. The
respondent stated, '/ decided to use the password functionality for the energy monitor. | already knew
that it was possible to use a password but | didn’t think it was scary for that device to be open to the
internet. This action did not fix the broken TCP protocol, thus the device can still be used for launching
TCP reflective amplification attacks. Nonetheless, the amplification factor is substantially smaller when
the password functionality is used, as explained in 5. Respondent 2 and Respondent 6 implemented
measures to enhance the security of their network. Specifically, Respondent 2 installed a virus scanner,
while respondent 6 performed a port scan to identify vulnerabilities in his/her network. Although these
actions represent steps in the right direction towards securing their own internet connection, they did
not address the issue of a device with a broken TCP protocol in their network. As such, the desired
impact was not realised. However, it is noteworthy that these measures had the positive side effect of
enhancing the overall security of their internet connection.

6.1.4. Smart device update behaviour

All the respondents (TG1, TG2 and TG3) were asked about their security behaviour in regard to up-
dating their (smart) devices. Updating the software or hardware of devices with broken TCP protocols
or middleboxes is a solution for end-users to prevent their device from being used for launching TCP
reflective amplification attacks.

The respondents were surveyed regarding their approaches to updating their (smart) devices. Given
that the interviewees often possess numerous devices within their household, different devices may
require distinct updating protocols. For instance, automatic updating may be suitable for one device,
while manual checking may be necessary for another. As such, interviewees may describe multiple
practices for updating their (smart) devices. These different practices are visualised below in table
6.

Table 6: Different practices for interviewees to update their (smart) devices

R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15\

Update automatically X X X X X X X X X X X X [12
Update after notification X X X X X X X X X 19
Update after manual checking X X 2
Not updating devices X 1

Device managed by third party X X X 3

Interviewees (n=12) rely on automatic updates for their smart devices or think that their smart devices
are automatically updated. It is hard to say if people know this really is the case. Even if end-users
know that probably not all devices are updated automatically, they are not aware of the risks or tend to
take the risk. For example, respondent 11 states: ’l always set the devices of the big brands to be done
automatically and | have to be honest then | also blindly assume that this is also done automatically. |
have to say that sometimes | find out by chance that that doesn’t happen, but | don’t actively check it’.
Respondent 4 explains that: 'l also have devices that | do not update, | wonder if my router amplifier can
be automatically updated. | assume all equipment is just automatically updated. | do not check whether
updates are available for the smart equipment but assume that it just happens’. Only respondents 4
and 11 exclusively stated that they rely completely on automatic updates. While the other interviewees,
who also mentioned that updates occur automatically, also explained that they do not depend solely
on this feature.

Another update practice for smart devices, as mentioned by interviewees (n=9), is to install updates in
response to notifications indicating the availability of an update. Only respondent 8 indicated that he/she
exclusively relies on these notifications. This can be explained by the fact that the same respondent
stated that he/she only has one smart device within their household. 7 out of 9 interviewees indicated
during the interview that they not only rely on updating their smart devices after receiving notifications
but also possess devices that update automatically. This observation might suggest a heightened level
of awareness regarding which devices can be updated in their households, as they can differentiate
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between varying updating practices. In contrast, those interviewees who rely solely on one updating
practice may have a comparatively lower level of awareness.

Moreover, interviewees (n=2) do check actively if their smart devices are up to date with the latest
software or firmware. However, this is probably often on an ad-hoc basis. For example, respondent 6
stated: I don’t look at it every day, but for example when | have time during the weekend, | go through
everything. That way | keep it all a bit up to date. Another interviewee, respondent R10, mentioned:
"Coincidentally, | did update the energy monitor a few weeks ago because new firmware was available’.
but later the same respondent explained that: °I was already busy with it [energy monitor] and then |
saw somewhere that a new update was available’.

According to interviewees (n=3), the task of updating some smart devices falls to a third party, even
if end-users own the devices themselves. These devices were found to be part of alarm systems
and building management systems that were installed by a third party. Therefore, these interviewees
suggested that the responsibility for updating these devices rests with the third party.

One interviewee explained that he/she does not install updates for their smart devices. Respondent
7 argued: ’I don’t know if it happens automatically, | don’t think so. | actually think the functionality is
not given. | myself never actually look at the updates for the smart devices hanging in the church, |
have to admit very honestly’. This lack of updating can be explained by the fact that this interviewee
does not use the internet connection for private purposes and thus possibly feels a reduced amount of
responsibility.

Incentives for updating

The interviewees expressed multiple incentives for updating smart devices in their households. These
different incentives are displayed below in table 7, including the number of times the interviewees
named these incentives for updating their smart devices.

Table 7: Reasoning interviewees for updating smart devices

R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15|

Externally prompted updating X X X X X X X X X X X |11
Security X X X X X X X 7
Happens automatically X X X X |4
New functionalities X 1
Device does not work X 1

Interviewees (n=11) emphasised that their decision to update their smart devices was influenced by
external incentives. However, they did not cite a specific rationale for doing so but rather mentioned
updating in response to receiving a notification or based on the fact that updates are always suggested
or recommended. For example, respondent 10 stated: ’Actually, from all devices | have at home | get
a ping when new firmware is available, in fact, the software and firmware of every device mentioned is
up to date because | already do that’. Similarly, respondent 6 explained: ... and then I usually get a
message that an update is available. And | do that by default if devices support it’. Often interviewees
also mention that they update their smart devices for security reasons, this is mentioned by 7 intervie-
wees. Respondent 9 remarked this by stating: ‘Because it [updating] is recommended. Lately, you
are getting scared of all those hacks that are being performed so | try to secure everything as well as
possible. Another interviewee, respondent 1, who also mentioned security as a reason, used different
reasoning for his/her explanation: '/ update that because it’s safe and because it's recommended. I'm
pretty into it [topic of computer security] myself so I'm pretty sharp on that.’

Other interviewees (n=3) explained that (some) smart devices are updated automatically and did not
further specify their reasoning for updating. For example, respondent 4 states: "... | just assume every-
thing happens automatically’. Only one interviewee mentioned that he/she updates for new function-
alities, however, respondent 2 was talking about his/her tablet when stating: I always do the updates
myself when | get a message stating that it [tablet] would work better and that it is [tablet] better secured.
Finally, it is worth noting that only one interviewee provided an explanation for not updating their smart
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devices, stating that he/she does not update his/her devices as long as the devices continue to perform
their intended functions satisfactorily: ... to be honest it [smart devices] works and | didn’t really think
about it [not updating] being a security issue so for the church that was the most important thing and
for me that was the reason I didn’t consciously do this [updating] in the past.” However, the respondent
expressed his/her concern about the security issue during the interview and mentioned that he/she will
take action for security reasons afterwards. Therefore this is also included as a type of reasoning for
this respondent in table 7.

Incentives not for updating

Besides expressing the incentives for updating their smart devices, interviewees were also asked for
their reasoning for not updating their smart devices. The different responses are visualised below in
table 8.

Table 8: Reasoning interviewees for not updating smart devices

R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R‘I5‘

Unaware of update capability X X X X X X X X 8
No reason for not updating X X X X X X |6
Interrupts daily business X X 2
It already works X 1

The interviewees (n=14) explained that they do their updates unless they don’t know a certain de-
vice can be updated. Nonentheless, respondent 7, argued that as long the smart devices performed
satisfactorily he/she did not see the urge for updating the device. Additionally, it was contended by
respondents (n=2) during the interviews that end-user can refrain from updating their smart devices
due to disrupting their device’s performance. Nevertheless, both interviewees clarified that they only
delay the updating process rather than entirely abstain from it. Interestingly, respondent 3 mentioned
during the interview: °If I'm going to update and reset then I'm afraid I'll end up in a pandemic of ad-
Jjustments where I'll need my son again so I'm very hesitant to do that’. As this interviewee did not
explicitly mention this when asked about his/her reasoning for not updating, it is not included in table 8.
Nonetheless, this perspective offers valuable insights into why the participant may choose to postpone
or overlook the installation of a specific update.

Lastly, interviewees were asked whether they think a notification by the ISP helps them with updating
their smart devices. The respondents (n=9) explained that notification might help them with reminding
them to update. Respondent 5 explains: ’I think so. It’s a warning anyway and you don’t want there
to be a problem so that’s good’. On the other hand, the other interviewees (n=6) do not perceive any
benefit from receiving a notification. The majority of these individuals clarified that they already make
an effort to keep their smart device software up to date and thus make such notification by the ISP
redundant. For example, respondent 4 argues: No [ already do it [updating], that is why this would
appear redundant to me’. One interviewee explained that he/she was not sure whether it would help
him/her or not.

6.1.5. End-user notification perception and feedback

At the end of the interview, respondents were asked about their thoughts in regard to the service of the
ISP to reach out to its customers with vulnerable devices. The respondents (n=14) clarified that they are
rather positive about the ISP notifying them about vulnerabilities. Nevertheless, a single interviewee,
identified as respondent 4, expressed his/her dissatisfaction with this service stating: ... if you send
such an email again, | willimmediately throw it away because it has far too little information’. Despite the
overall positive consensus among the interviewees regarding the service provided by the ISP to notify
its customers about vulnerabilities, the perception expressed by respondent 4 about the inadequate
and limited amount of information is frequently cited during the interviews. 6 out of 11 respondents
were unsure of the notification’s effectiveness, believing that it lacked essential information needed for
remediating the vulnerability. Table 9 provides a visual representation of the number of times a short-
coming in the notification is mentioned by an interviewee, including the specific pieces of information
that interviewees perceived as missing. This table is based on the interviews with respondents from
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TG1 as the other groups did not receive a notification.

Table 9: Missing information in notification according to interviewees

Type of missing information = Respondent count

What device causes the issue
IP address

Date of issue detection

No missing information

Urgency of the issue

Port number

Not sure if information is missing
MAC address

Type of abuse

2 2 a2 NDNWWhO

The types of information reported as missing can be categorised into two distinct groups: those related
to the vulnerable device and those concerning the specific nature of the vulnerability.

Interviewees mostly ask for more information related to the vulnerable device itself. This is shown by
the number of times "IP address” and "What device causes the issue” as shown in table 9. This is not
surprising as in the notification itself various potentially vulnerable devices were mentioned. However,
the IP address is explicitly shown on top of the email that the interviewees received. They either have
missed it or would like to have info on the local IP address of the device causing issues. As respondent
5 stated in the interview: ... There [top of the email] the IP address is indicated in green and it took
me a while before | could click on it too. For the rest, nothing was indicated about what kind of device
it was, only an IP address. Later | could click on it and see what kind of device is behind it. | didn’t see
anything in the mail about which device it was’. Other interviewees did also mention that they would
like to have more information on the vulnerable device such as the port number (respondents 6 and
10) and the MAC address (respondent 5).

The interviewees also expressed a desire for more information regarding the vulnerability itself. Specif-
ically, three of them stated that they would like to know the timing of the vulnerability, such as when
the ISP first detected it and how long it has been an issue. This suggests that the participants are not
only interested in being informed about the existence of the vulnerability, but also about its timeline
and duration. By providing this type of information, individuals may be better informed to identify which
devices are vulnerable. During the interviews, it became apparent that some participants attempted
to link the timing of the notification email to a newly acquired device or a change made to a particu-
lar device. Therefore, offering more specific details about the timing and duration of the vulnerability
could enable users to identify the vulnerable device. Furthermore, 2 interviewees would like to have
more information on the urgency of the problem as this would help them with potentially mitigating it.
For example, ’I would like to know how serious this problem is because that system [alarm system] is
under the management of another company for maintenance. Then | must also be able to tell them
more about the problem to solve the issue’.

Other respondents (n=5) explained that they think there is no additional information needed for per-
forming the actions they deem necessary for mitigating the vulnerability or that they are not sure if they
need additional information.

In addition to the perceived lack of information, another noteworthy observation when examining end-
users perceptions of vulnerability notifications is the topic of trust. Out of the 15 interviews conducted,
only three respondents discussed the topic of trust, citing their need to verify the authenticity of the email
or phone call from the ISP before proceeding. One respondent, respondent 8, expressed distrust and
sought to verify the call by contacting the ISP’s customer service before proceeding with the interview.
Similarly, respondents 2 and 3 also initially expressed their lack of trust and emphasised the importance
of verifying the notification before taking any actions.

It is important to note that the observation regarding trust may be biased, as individuals who trust the
notification, email, or phone call from the ISP may be more inclined to participate in the interviews. This
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bias is illustrated by the responses of other customers who were contacted but declined to participate
in the interviews, often citing their lack of trust in either the call or the email they received. These
responses were not included in this thesis as they were not obtained through interviews.

6.1.6. Observed differences among target groups

Differences and similarities were noted among the three target groups regarding end-user characteris-
tics and update behaviour. Due to the small sample size of interview participants, the present findings
cannot be used to draw generalisable conclusions regarding the similarities and differences observed.
Nonetheless, the following two discussion points offer valuable insights into understanding TCP reflec-
tive amplification attacks in an ISP network.

A difference can be seen when looking at the characteristics of end-users in TG1, TG2 and TG3. As
discussed in sub-chapter 6.1.1, in TG3 more than half of the end-users use them for business purposes
instead of personal use. This could explain why firewalls (middleboxes), were detected in TG3 but
not in TG1 and TG2, where none of the devices were classified as middleboxes. It makes sense for
businesses to operate a larger and more complex internet network compared to consumer end-users
which do not need more advanced IT infrastructure such as firewalls as these are already built into
most routers, modems and PC’s.

Interestingly, the sole interviewee from TG2 revealed during the interview that he/she had not performed
any updates or made any other changes to the vulnerable device in question, which happens to be
the same device that is commonly found in TG1. Despite this interviewee’s lack of action, his/her IP
address no longer appears in abuse feeds, indicating that the previously broken TCP protocol has been
resolved. It is unclear why this respondent no longer appears in the abuse feeds, given that the device
in question is still accessible over the internet and no patch or update has been released by the vendor,
as discussed in sub-chapter 6.2.

6.2. Manufacturer

In this thesis, one manufacturer is contacted who is responsible for the energy monitor that is frequently
regarded as a vulnerable device, due to a broken TCP protocol in TG1 and TG2 as outlined in chapter
5. The main takeaways from this interview are presented in this sub-chapter.

First, the manufacturer was unaware of the problem that was caused by the device or the fact that
the device has a broken TCP implementation. However, the manufacturer was known of the problem
(vulnerable middleboxes and TCP reflected ampilification attacks) but did not expect that the device was
able to cause the amplification as found in this thesis. The manufacturer argued: ‘I think I've read about
it. I know vaguely but to be honest | don’t really know exactly what it means. It has something to do with
an exploit where you can somehow generate a DDoS attack, but | don’t know exactly how it works’.
Later during the interview the manufacturer mentions when talking about receiving the notification email:
... | thought that we would neatly complete the handshake in terms of IP stack, so | thought that the
specific problem in the mail was not relevant to us so it [email notification] must be something of a
routine notification that a port is open’.

The second takeaway is the size of the company and the number of devices it produces. As it was
already assumed based on the website of the manufacturer that the size of the manufacturer would be
relatively small. This is confirmed during the interview where is stated: "...it’s actually a bit of a niche
device that we make’. Additionally, during the end-user interview, respondent 11 said the following
about the energy monitor: ’because it [energy monitor] is quite an open source thing made by some
amateurs, so that is usually not so safe I think.

Thirdly, the manufacturer employs a single method for detecting security issues, namely by exposing
the device to the internet and monitoring for potential threats that could pose a risk to the device or its
users: ... it is a kind of honeypot. To see what types of attacks are being released to see if we can
learn something from them. We look at what is attracted by the open device and does that cause a
problem or not. By looking at a log file we can see what is being released and whether it [the energy
monitor] continues to work properly. Next to this, the manufacturer argues that he/she ‘reads some

things once in a while that could be relevant for us or the device’.
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The fourth takeaway is that the manufacturer only communicates new firmware updates via a message
on a blog on the website: "We have a blog on our website where we announce that there is a new update
where we also mention what things have been solved or improved. The firmware updates themselves
can be done on the app. Nevertheless, this method may not reach every customer. This is explained
by respondent 6 who mentioned the following during the interview: .../ don’t think that [energy monitor]
is something for which new software is released every year [...] | also don’t know how | would know
that there is new software because | never get an email from those people’.

This statement by the interviewee suggests that there is an information asymmetry between the man-
ufacturer and the end-users of the energy monitor. The manufacturer itself expressed that he/she was
surprised by the fact that end-users have the device open to the internet and that they often do not set
a password. The manufacturer explains that: ... it is possible, people who do have knowledge of it
can open the web interface |[...] in principle, this is not something we recommend doing’. Besides when
talking about the option for setting a password, the manufacturer said: ‘'The manual states that a pass-
word is recommended [...] it actually surprises me that there are so many [end-users without password]

while they do have it open on the internet, which is not really a responsible thing to do’.

6.3. Applying the COM-B model

The COM-B model is used to analyse the aforementioned findings of end-user behaviour in regard
to the vulnerability notification and their smart device update behaviour. The themes discussed are
linked to the theoretical constructs as presented in chapter 3.3. The study’s findings are analysed and
discussed based on the three components: capability, opportunity, and motivation. Furthermore, a de-
tailed examination is conducted of the sub-components that make up these three primary components.
This analysis forms the basis for answering the main research question in terms of end-user behaviour
in chapter 8.

6.3.1. Capability

The capability component refers to all internal factors that may impact an individual’s ability to perform
the necessary steps outlined in a vulnerability notification. In general, the capability of the interviewees
to perform the desired actions after receiving the notification depends on the person itself and therefore
varies among the interviewees. As was shown in chapter 6.1.2 and 6.1.3. People tend to perform
various different actions after receiving the vulnerability notification, often neglecting the action as stated
in the notification itself: checking for updates for a vulnerable smart device. It was found that overall
the capability component can be divided into two different aspects that affect the end-user behaviour,
the capability to identify the vulnerable device and the capability to perform the intended actions as
stated in the notification.

Results show that the first step to identifying the vulnerable device may be difficult as end-users can
own multiple smart devices which could be the potential source of the problem. Only two interviewees
were able to identify the vulnerable device and perform the desired action of checking for a software or
firmware update for that device.

However, when looking at the interviewees’ (smart) device update behaviour, end-users do seem to
have the capability to install software or firmware on their (smart) devices. Based on the results in
chapter 6.1.4, it was found that the participants reported keeping their smart devices up to date, with
only one individual reporting otherwise. These findings suggest that there are no apparent barriers
related to the capability component preventing end-users from updating their devices, indicating that
they are both physically and psychologically capable of performing updates as needed.

Physical capability As discussed in chapter 4.4.1, the physical capability is not directly asked during
the interview as it is known that the vulnerable device is physically present at the home of the interviewee
and that it is not likely that an interviewee has no computer or smartphone to make changes to the
vulnerable device in terms of software or firmware updates. Nevertheless, none of the respondents
indicated that they lacked some sort of physical capability to perform the actions after reading the
vulnerability notification.

Psychological capability Even though this is not directly queried during the interview it was found
that in general, the interviewees show that they possess the psychological capability to perform the
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intended actions. The instructions provided in the notification merely involved two actions: identifying
the vulnerable device and verifying the presence of software or hardware updates. The end-users
did not encounter any technical difficulties as the instructions did not necessitate complex reasoning.
This can also be seen in the high average level of perceived skills in computer security and the fact
that there are multiple respondents with a background in ICT, suggesting that the interviewees have
the psychological capability to perform the intended behaviour. Moreover, this observation was sub-
stantiated by the interviewees, where none of the participants, except one, reported any difficulties in
comprehending the steps outlined in the notification. Respondent 2 explicitly stated: ... I just find it
[vulnerability notification] difficult to interpret because | have too little knowledge in that area’.

Nonetheless, some of the results suggest that respondents lack the psychological capacity to perform
the intended actions. As discussed in chapter 6.1.1, although the average level of perceived computer
security skills is high among the participants, the interviews revealed that some respondents mistak-
enly overestimate their competence in this area. For instance, respondent 9 explicitly indicated that the
email was clear. Nevertheless, the same interviewee mentioned that assistance from another individ-
ual was still required to carry out the recommended steps. Moreover, the observed reasoning behind
the respondents’ actions may indicate a lack of psychological capacity, given that their responses fre-
quently deviated from the recommended course of action outlined in the vulnerability notification. It is
difficult to conclusively attribute this solely to a lack of psychological capacity. It could also be due to not
fully reading the notification or disregarding the advice provided, under the assumption that they know
better than the recommendations outlined in the vulnerability notification. For example, as explained
in chapter 6.1.2, interviewees often attempted to connect the timing of the received notification to a re-
cently purchased or installed device, even if the device was not explicitly mentioned in the email.

6.3.2. Opportunity

The opportunity component can be described as all the external factors that affect individuals per-
forming the steps described in the vulnerability notification. It appears that end-users faced a lack of
opportunity to address the vulnerability due to insufficient information provided in the vulnerability no-
tification and the absence of updates. Specifically, the notification did not provide enough details for
users to identify which device was affected, and in addition, no update was available to remedy the vul-
nerability. As a result, end-users were unable to take the necessary steps to address the vulnerability
in their devices.

Physical opportunity During the interviewees it became apparent that the interviewees had the
physical opportunity to perform a behaviour as all the interviewees, except respondent 7, had received
and read the vulnerability notification. Respondent 7, did not receive the email because his/her email
was not known by the ISP, and the receiver did not forward the mail to this respondent.

However, besides the information provided in the notification, and on the ISP website, multiple respon-
dents needed additional information and tools to perform the steps. As explained, in chapter 6.1.5,
interviewees often asked for more information on the vulnerability and the vulnerable device during
the interviews. This suggests that the end-users lacked the psychical opportunity in the form of infor-
mation provided by the ISP. Furthermore, some respondents expressed that they needed tools (e.g.
a port scanner) for performing their actions, as is described in 6.1.3. In addition, the interview with
the manufacturer in chapter 6.2 revealed that there was no update available to address the identified
vulnerability in the energy monitors. As a result, the interviewees lacked the physical opportunity to
perform an update on these vulnerable devices.

An additional noteworthy finding is that some interviewees either stated that they had not taken any
action yet due to perceiving a lack of urgency, or expressed during the interview that they needed more
information regarding the severity of the vulnerability. This may indicate that these individuals were
either unable or unwilling to make time to address the issue, thereby lacking the necessary physical
opportunity in terms of time to perform the steps outlined in the notification. It is important to note that
this may not solely be attributed to physical opportunity, as the decision to make time for taking action
is also influenced by the motivation component.

Social opportunity Overall, the interviewees did not mention any social norms or expectations that
may have influenced their behaviour when carrying out the (recommended) actions. The only thing
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that can be observed in the findings relating to this component is that respondents (n=2) asked for help
to perform the actions, thus addressing the social opportunity component. Respondent 2 further noted
that they checked the authenticity of the email with their son before taking any action, to ensure that it
was genuinely from the ISP and could be trusted. This suggests that the behaviour of the interviewee
may have been influenced by the cyber security norms and perception of the son.

Another important note can be made regarding the social opportunity component in terms of distrust
by end-users towards the vulnerability notification. Although the interviewees did not display any social
norms or expectations that could have impacted their behaviour, it was noted that customers who
were contacted but did not wish to participate frequently demonstrated a lack of trust towards the
interviewer. This distrust may affect the behaviour as distrust likely resulted in not performing any
steps after receiving a vulnerability. As this distrust is fed by the news, people’s opinions and other
forms of information on cyber security, it is important to provide a detailed explanation of the problem,
a plausible reason for notifying the end-uses, and, if applicable, offer a solution, to help build trust
(Hennig et al., 2022).

6.3.3. Motivation

The motivation component can be described as all the processes happening in the brain of the end-
users when receiving a vulnerability notification and performing certain remediating steps. Generally,
it was observed that end-users are motivated to update their smart devices when they are aware that
updates are available. However, when faced with a vulnerability notification, end-users may not always
be able to take the necessary steps to address the issue, indicating that their motivation to act may be
impacted by other factors such as the lack of information provided.

Reflective processes A large share of the interviewees, as explained in 6.1.5, indicated that they
believed the steps described in the notification were not useful for them as they lacked the neces-
sary information for remediating the vulnerability. Moreover, the study frequently observed participants
seeking additional information during the interviews. This behaviour may be attributed to the fact that
individuals with questions or concerns about the vulnerability or notification were more prone to par-
ticipate in the research. Nevertheless, this suggests that end-users generally behave rationally. They
analyse the available information and attempt to perform the correct behaviour in response to the vul-
nerability notification at hand.

Another interesting observation, as detailed previously, is the tendency for individuals to associate the
timing of a vulnerability notification with a recently purchased or installed device when attempting to
identify the vulnerable device. This often leads to the incorrect device being identified as vulnerable.
However, this method of reasoning may be effective in identifying the correct vulnerable device in the
future, as the devices of the KPN customers contacted for this research were already reported by
abuse data at the beginning of Shadowserver’s reporting, indicating a significant vulnerability period.
Therefore, this reasoning is not useful for correctly identifying the vulnerable device in these cases.
Nevertheless, as exemplified in chapter 6.1.2, Respondent 15 demonstrates how this reasoning ap-
proach can be utilised to identify the vulnerable device when the individual has recently purchased or
installed it.

Additionally, this study discovered that a significant portion of the vulnerable devices in TG1 consists of
energy monitors that are frequently accessible via the internet without requiring a password. Accord-
ing to the manufacturer’s explanation provided in 6.2, this practice is not standard. This indicates that
end-users may not fully comprehend the potential risks associated with having an internet-accessible
device without a password. Although respondents appear to comprehend the necessary actions to
take after receiving a notification, this finding implies that they may not fully grasp the risks associated
with internet-accessible devices. Therefore, they may not fully understand the potential consequences
of failing to follow the advice provided by an ISP or other entity aimed at enhancing computer secu-
rity.

This observation of interviewees not understanding the risks was further observed in chapter 6.1.3, as
there were 3 respondents who did not perform any action. This suggests that do not understand, or
are aware of, the risks of not performing the steps. An additional element that could have influenced
the conduct of end-users in failing to take action or taking the incorrect action is their reasoning that a
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particular device is managed by a third party, and this is not their responsibility to update, as discussed
in chapter 6.1.4. This thought process can hinder the end-users in recognising the vulnerable device
and undertaking the appropriate steps in response to a vulnerability notification.

Automatic processes Overall, it was observed that all interviewees had a positive perception of
receiving a vulnerability notification, and considered it a valuable service provided by the ISP. How-
ever, as described previously, shortcomings in the notification used for this study were identified by the
interviewees, which may affect their general attitude towards vulnerability notifications. For instance,
respondent 4 expressed dissatisfaction with the service during the interview.

Moreover, various interviewees explained that they do not think that the notification is effective as they
already keep all their devices up to date, thus making the notification redundant. This is contradicting
the finding of interviewees stating that they perceive the service of vulnerability notifications in general
as positive, suggesting that it helps them with keeping their devices up to date.

Other emotions that were seen during the interviews were surprise and curiosity. Respondent 10 ex-
plained that he/she was surprised by the email as he/she already keeps all his devices secure and up
to date. The curiosity was shown by the many questions that respondents have about the vulnerability
itself and the vulnerable device, as is shown in 6.1.5. It is important to note that this finding may be
biased, as it is possible that end-users who are more interested in learning about the vulnerable device
or vulnerability may be more willing to participate in the interviews.



Discussion

This thesis has explored the issue of vulnerable middleboxes and IoT devices which can be abused for
TCP reflective amplification attacks in terms of the type of vulnerable devices and end-users (updating)
behaviour in the network of an ISP. In this chapter, findings are put into context to describe what they
mean and represent. Moreover, this chapter discusses the limitations of the research which have an
effect on the validity of the results.

The results indicate that the problem of vulnerable devices which can be abused for TCP reflective
amplification attacks are actually two different problems which work in a similar way and can be used
for the same type of DDoS attack by generating amplification over TCP protocols. Bock et al. (2021)
already explained that a small share of the vulnerable devices are not middleboxes causing the am-
plification but does not further specify the characteristics. This research found that these are normal
consumer loT devices with broken TCP protocols which can be exploited. However, a large emphasis
can still be laid on middleboxes. When looking at the absolute numbers, the amount of vulnerable con-
sumer loT devices in the KPN network is very limited. It was found that in the summer of 2022 security
patches for firewalls were released, remediating around 70 per cent of the total population of vulnerable
devices. After this, what remains is the limited number of around 15 detected vulnerable loT devices
per week. Based on this one can say that the large problem, these vulnerable firewalls, is already
fixed, and only some broken loT devices are left which are coincidentally identified when scanning for
vulnerable middleboxes. However, this research also found substantial amplification factors created by
these loT devices, exceeding amplification factors from commonly used UDP-based protocols (Bjerre
et al., 2022). This shows that even though in absolute numbers the amount of vulnerable devices is
very limited, the devices that are vulnerable can be used for generating large amplification and thus do
form a problem for any potential victim.

These two different problems are differently located on the vulnerability life cycle as shown in chapter
2.4. Thisis visualised below in figure 18. The problem of vulnerable middleboxes is located somewhere
on the right side of the figure. The findings from this research suggest that patches for vulnerable mid-
dleboxes, specifically firewalls, in the KPN consumer network are released and installed, remediating
the vulnerability. However, it can not be concluded that for all middleboxes vulnerable to TCP reflective
amplification attacks patches are released. Conversely, the vulnerability within 1oT devices is situated
somewhere on the left side of the vulnerability life cycle. This thesis discovered the problem in loT
devices but most certainly no patches are released yet, as is shown by the manufacturer interview in
chapter 6.2.
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Figure 18: Problem of middleboxes and IoT vulnerable to TCP reflective amplification attacks displayed on the vulnerability life
cycle

Chapter 4.3 shows that while the consumer market of KPN has a relatively small number of devices,
the overall number of vulnerable devices across the entire KPN network, including the business and
wholesale markets, is significantly higher. Additionally, the decline in vulnerable devices following fire-
wall security patches in the summer of 2022 is not as apparent in the business and wholesale markets
compared to the consumer market as shown in chapter 5. Although the business and wholesale mar-
kets were not in the scope of this thesis, this observation, combined with the finding that consumer IoT
devices are vulnerable to TCP reflective amplification attacks, suggests that there is a large number
of vulnerable loT devices in the KPN network. As attackers do not differentiate between markets, this
emphasises the presence of the issue in the KPN network, and targeting the remediation of devices
outside of the consumer market may have a greater impact on remedying the issue as a whole within
the KPN network.

This study found that the opportunity component of the COM-B model plays an important role in the
behaviour of end-users during the process of updating smart devices, as it enables end-users to take
the necessary steps after being notified of a vulnerability. End-users are both motivated and capable of
keeping their (smart) devices up to date but needed comprehensive information to pinpoint the correct
device and to understand the need for remediation. This observation is in line with other researchers
who studied end-user security behaviour using the COM-B model (Rodriguez et al., 2022; van der Kleij
et al., 2021).

Furthermore, the findings from this research indicate that end-users often would like to have extensive
information on the vulnerability when receiving a vulnerability notification. It is worth noting that the
observation made in this study is based on a limited sample size, which restricts the generalisability
of these findings to a larger population. Nonetheless, these are in line with research that suggests
that vulnerability notification should be comprehensive in order to be effective (Cetin et al., 2016; Du-
rumeric et al., 2014). However, it can be seen as contradictory to studies by other researchers such
as Forget et al. (2016), who state that vulnerability notifications should be simple and easy to interpret.
An explanation for the identified need for additional information by end-users may be explained by the
high average level of perceived skills in computer security by the interviewees. It can be expected that
people with more knowledge about this topic are more interested in extensive (technical) information
on the vulnerability. However, this research also identified end-users with a lesser understanding of
computer security who did not express the desire for more information. This suggests that a vulner-
ability notification should be tailored fit to end-users in order to enable them to identify the vulnerable
device and perform the intended steps.

The interviews with end-users also brought to light that certain vulnerable devices are under the man-
agement of a third party, which highlights a security issue discussed in chapter 2.1. It can be unclear
who bears responsibility for securing these at-risk devices (Maple, 2017). If a third party manages the
devices, end-users may not feel accountable for updating them. Therefore, while vulnerability notifica-
tions are a critical component of addressing security concerns by ISP’s, they are not always sufficient
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to prompt end-users to update their devices. The aforementioned findings highlight a factor that could
hinder effective vulnerability notification, not only for notifying consumers about vulnerable devices sus-
ceptible to TCP reflective amplification but also for other types of security incidents or abuse, such as
malware infections.

This study has shown that within the consumer network of KPN, there are vulnerable devices which
can not be remediated by updating the device as there is no update available that fixes the issue.
As a result, it is worth considering whether vulnerability notifications via email can be a helpful tool
for informing and assisting end-users with their devices. Another notification method, such as walled
garden notifications, may be more effective to remediate the vulnerability by simply forcing the end-
user to remove the vulnerable device from the internet. Previous studies found that these types of
notifications are more effective for malware remediation than email notifications, suggesting that it may
be an interesting option for ISP’s to adopt for remediating vulnerable consumer loT devices which can
be abused for TCP reflective amplification attacks (Cetin, Ganan, Altena, Kasama, et al., 2019). While
updating the devices is a suggested solution that remediated middleboxes, it may not be practical
for end-users with vulnerable consumer loT devices. Ultimately, it is the responsibility of the device
manufacturer to ensure that their products perform a complete TCP handshake before transmitting
data over the internet and to provide updates to ensure that this handshake works correctly at all times.
Motivating end-users to update their smart devices may not necessarily resolve the vulnerability if the
manufacturer is either unaware of the issue or is (unintentionally) neglecting to develop updates to
address it. In such cases, the vulnerability will remain present.

Limitations of research

It is important to highlight the different limitations of the research and used methods. This will provide
perspective on the validity of the results which are presented. Some limitations of the method have
already been discussed in chapter 4.6 and will not be further elaborated on in this chapter.

The first limitation of this study is the generalisability of the research findings based on the interviews.
This can be attributed to two different factors. First, as discussed in chapter 4.6 the sample size of
interviews was restricted due to the small population size of KPN consumer market. In particular, when
examining TG2 and TG3, a limited number of interviews were conducted, which restricts the ability
of this research to extrapolate its findings to the entire population of KPN. For TG1, all customers
(n=18) were approached, of whom 11 participated in the study, suggesting that generalisability is less
of a concern for this particular target group. Nevertheless, it is vital to consider this limitation when
interpreting the results, as the quantitative outcomes cannot be applied to the entire KPN population
or to a broader context. The second factor is the fact that this research only analyses the issue within
the consumer market of a single Dutch ISP. Although the qualitative findings of the interviews can be
extended to the population of KPN consumers with vulnerable IP addresses that can be exploited for
TCP reflective amplification, it is challenging to extrapolate them to a wider population such as other
ISP’s in the Netherlands or in the world.

Another significant limitation of this research relates to the use of semi-structured interviews as the
research method. While chapter 4.6 discusses response and social desirability biases, there are ad-
ditional limitations worth mentioning. The findings presented in this thesis were derived from the in-
terpretation of information provided by the interviewees. Although the semi-structured format of the
interviews allowed for more in-depth questioning in cases of ambiguity, it is reasonable to assume that
the researcher may have introduced biases during the interviews and the subsequent interpretation
of results, in addition to any biases exhibited by the interviewees themselves. Moreover, the results
from the interviews were analysed by using the COM-B model. However, it is worth noting that not
all components of the model were directly queried during the interviews such as the social opportunity
component. Therefore the researcher’s interpretation of the results of the interviews could have influ-
enced the findings from this analysis. Another risk of semi-structured interviews is that every interview
progress slightly differs from the prepared interview protocols. In some cases, interviewees are more
invested in the interview and decide to share their actions, thoughts and perception in greater detail
compared to other interviewees or vice versa.

The third limitation is that this research solely relies on the identified IP addresses based on Shad-
owserver abuse feeds for vulnerable middleboxes. This research shows that there are vulnerable loT
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devices which respond to the same scanning method as Shadowserver uses for vulnerable middlebox
identification. However one can not be sure that this does identify all the vulnerable loT devices with
broken TCP protocols. Therefore, it may be that this research does not give a complete overview of the
vulnerable devices in the consumer market of KPN and thus does not fully picture the issue. It could
be that there are more devices in the KPN network with broken TCP protocols which can be abused for
TCP reflective amplification attacks. Furthermore, this research assumes that devices are remediated
when they are not showing up anymore in the abuse feeds by Shadowserver. However, is hard to be
completely sure that the device is remediated

The last limitation that can be discussed in regard to characterising vulnerable devices. As discussed
before, by manually scanning vulnerable IP addresses, this research was only able to verify the char-
acteristics of the vulnerable devices which were vulnerable at the moment of scanning. Because this
research tries to characterise the devices over a longer period of time, it is unable to be fully sure
about the identified characteristics of devices which were vulnerable prior to the start of this research.
Shadowserver started reporting on the vulnerability in April 2022 while this research started in Novem-
ber 2022. It could be that IP addresses were last seen somewhere in for example June but this re-
search tries to characterise them a few months later in December. In this meantime, people could
have changed the internet setup within their homes potentially leading to characterising the incorrect
device.



Conclusion

In this chapter, the answers to the main research question and sub-questions are presented. First, the
conclusion with the answers to the research questions is introduced (§8.1). Following, the recommen-
dations for KPN and other ISP’s are presented (§8.2). Third, the societal and scientific relevance of
the findings and conclusions of this research are discussed (§8.3 and §8.4). Last, possible directions
for future work are proposed (§8.5).

8.1. Answer to research questions

This research aimed to explore the issue of vulnerable middleboxes and loT devices which can be
abused for TCP reflective amplification in terms of the type of vulnerable devices and end-users (up-
dating) behaviour in the consumer network of an ISP. A mixed-method approach is chosen, focusing
on a single case, for exploring this issue. Network scans are performed analysing the vulnerable IP ad-
dresses within the network of consumer customers of KPN to identify the vulnerable devices. Besides
this, fifteen end-users, and one manufacturer of these devices are interviewed, to collect data on their
updating behaviour and characteristics. This approach is used in order to formulate an answer to the
main research question:

To what extent can we characterise the issue of TCP reflective amplification in the network of an ISP?

The main research question is divided into four sub-questions. In the following sections, the conclusions
to the sub-questions are discussed based on the findings which are shown in chapter 5 and 6.

SQ1: What does the population of vulnerable devices look like in the consumer

network of an ISP?

The first sub-question aims to characterise the vulnerable device in the network of KPN. In total 79
unique consumer IP addresses have been identified in the network of KPN with vulnerable devices
which can be abused for TCP reflective amplification attacks between the 25th of April 2022 and Febru-
ary 19th 2023. It was found that part of this group is remediated and part of the group is not remediated
during the research period between January 16th and February 19th 2023. The group of vulnerable
devices (n=18), which was not remediated, mainly consisted of one type of energy monitor (n=11) and
other types of consumer loT devices. The other found types are, building management systems (n=3),
alarm systems (n=1), washing machines (n=1), WiFi extenders (n=1) and digital video recorders (n=1).
These devices do not fit the description of middleboxes which is remarkable given the fact, that the
identified IP addresses are based on internet scans looking for vulnerable middleboxes. This research
found that (consumer) loT devices also respond to these scans and can be used for launching TCP-
reflected amplification attacks. However, compared to vulnerable middleboxes, loT devices respond
with large URL landing pages to the internet scans because of a broken TCP protocol which does not
complete the three-way TCP handshake before sending the page. This is different from vulnerable
middleboxes which respond to forbidden URL requests with large block pages because of the policy
rules within that middlebox. Nevertheless, both types of devices can be used for creating the same

60



8.1. Answer to research questions 61

effect, creating significant amplification factors which can be used for launching DDoS attacks aimed
at potential victims. While the result is the same, the working of the vulnerability is different between
loT devices and middleboxes.

The group of devices which were considered remediated during the research period (n=61) consisted of
a variety of different types of devices. However, the difference with the group as described above is that
both consumer loT devices and middleboxes, in the form of firewalls, were identified. In total 16 of these
devices were characterised as firewalls. This research was unable to identify the vulnerable devices for
about half of the IP addresses in this group (n=31). However, the findings from this research suggest
that these are mainly firewalls but this can not be concluded. Additionally, the consumer loT devices
that were identified in this group consist of the same type of energy monitor (n=5), building management
systems (n=2), routers (n=3), digital video recorders (n=2) and (web-)servers (n=2).

SQ2: What are the characteristics of vulnerable device end-users?

The second sub-question strives to define the characteristics of end-users in an ISP’s network in terms
of demographics and technical expertise. In total 31 KPN customers were contacted, of which 15
participated in interviews which partially covered end-users characteristics. During the interviews, a
relatively high average age of end-users was observed at 60 years old, compared to the average age
of the KPN customer population being 55. Furthermore, it was found that often male customers are
responsible for the middleboxes or IoT devices in the homes where the vulnerable devices are located.
The majority of interviewees (n=12) identified themselves as male, while the remaining interviewees
(n=3) identified as female. However, the gender distribution derived from the interviews only reflects
the gender of the participants interviewed. Therefore, it is not appropriate to extrapolate this distribution
to all end-users of the vulnerable devices. It is possible that other people in the household, who were
not interviewed, could also use the vulnerable device. Nonetheless, the study did not explicitly inquire
about this during the interviews. On the other hand, the gender distribution mentioned above suggests
that males are primarily accountable for managing the security issues of vulnerable devices, regardless
of whether or not they are the only users of the device in the household.

In addition, the study found that, on average, the interviewees had a high perception of the level of their
computer security skills. Despite perceiving themselves as having a high level of computer security
skills, some respondents displayed a lower level of such skills during the interview. This suggests that
end-users do sometimes overestimate their ability to adequately secure their (smart) devices. On the
other hand, other respondents mentioned that they have a background in ICT and show a high level of
computer security skills during the interview. Therefore, it can be concluded that, in terms of the level of
computer security skills, a wide variety of end-users operate a vulnerable device which can be abused
for TCP reflective amplification attacks. A crucial point to note is that the observation of lower levels of
computer security skills is based on the researchers’ interpretation of the interviews and has not been
tested. Therefore, no definite conclusion can be drawn on this topic.

A more notable trend emerged when examining whether end-users utilise the internet connection for
business or personal purposes. Even though this research focused on the consumer market within
KPN, it was found that multiple customers use consumer internet subscriptions for their businesses. As
can be expected, findings from this research suggest that IP addresses with vulnerable consumer loT
devices are often used for private purposes, while IP addresses with vulnerable firewalls (middlebox)
are often used for business purposes. All of the IP addresses which were found to be used for business
purposes are considered to be remediated during the research period (January 16th till February 19th
2023) and thus are not vulnerable anymore to be abused for TCP reflective amplification attacks. Only
one device was considered not remediated during the research period and was used for business
purposes.

SQ3: What does the updating behaviour of vulnerable device end-users look

like in the consumer network of an ISP?

The third sub-question aims to capture the (smart) device updating behaviour of end-users. In general,
from the findings, it can be concluded that if people know a device can be updated they say that they
perform the update, however, there are likely devices which escaped the attention of the end-users.
A large share (n=12) of the interviewees indicated that the updates of their (smart) devices happen
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automatically or that they think that these updates happen automatically. It is difficult to confirm whether
this is indeed true, as seven out of the 15 interviewees mentioned that they were unaware of certain
devices and whether they could be updated. Moreover, interviewees (n=9) stated that they update
their devices after they receive a notification reminding them of the availability of an update. Only
one of the 15 interviewees stated that he/she did not update the devices connected to the internet
connection.

End-users show a willingness to perform updates if they know there is an update for a device available.
The respondents (n=10) indicated that they performed updates either because they receive a notifica-
tion or because it was recommended”. These findings indicate that vulnerable device end-users are
typically prompted by external factors. When asked for the reasoning for not updating the device, all
interviewees except one (n=14) explained that there are no reasons for not performing updates un-
less they are not aware of a device that can be updated to a new software or firmware version. Only
one interviewee showed that he/she did not perform updates as the device already worked accord-

ingly.

SQ4: What is the effect of a vulnerability notification on vulnerable device end-

users in terms of performed actions and perception?

The fourth, and last sub-question, tries to identify the effect of a vulnerability notification on end-users
of the vulnerable device which can be abused for TCP-reflected amplification attacks. In general, it
can be seen that end-users do not perform the intended steps of vulnerability notifications which can
be attributed to two different factors. Firstly, it is difficult for end-users to identify the correct device that
is vulnerable based solely on the information provided in the notification. With the average number of
(smart) devices in a household being four among the interviewees, there are multiple potential devices
that could be at risk. Secondly, end-users feel that the vulnerability notification did not provide sufficient
information, leading them to take actions that deviate from the intended course or no action at all. End-
users perceived the vulnerability notification send for this research as vague or generic and thus would
like to have more information on the vulnerability itself and the vulnerable device in question.

Most of the interviewees (n=14) perceived the service of the ISP informing them of a vulnerability as
positive. Nevertheless, respondents (n=9) indicated that the email helped them with keeping their
(smart) devices up to date with the latest software and hardware version. On the other hand, intervie-
wees (n=6) do not think a vulnerability notification is effective in helping them with updating their smart
devices. The main reason for this is that end-users already make an effort to keep their smart device
up to date, thus such notification has no effect on them.

Main conclusions

To conclude, the answer to the main research question can be formulated based on the answers to the
sub-questions. The issue of vulnerable devices that can be exploited for TCP reflective amplification
attacks can be classified into two distinct issues. First, the problem of vulnerable middleboxes with
certain security policies which makes them over-responsive to forbidden URL's and can be used for
this type of attack. These middleboxes are often used for business purposes. Second, the issue of
consumer loT devices with broken TCP protocols which respond to requests from the internet without
completing the TCP handshake. These devices are often used by consumers. However, the problem
of vulnerable middleboxes seems to be solved in the network of KPN, as all the vulnerable firewalls
that have been identified are considered remediated. This is in line with expectations as vendors of
firewall hardware released patches remediating the vulnerability in the summer of 2022. Thus, as of
now, only the problem of consumer loT devices with broken TCP protocols remains.

This key finding of this thesis is particularly noteworthy. While previous studies by researchers, such
as Bock et al. (2021), Q. Li et al. (2023), and Nosyk et al. (2022), have focused on middleboxes when
investigating TCP reflective amplification, this study has uncovered that consumer loT devices, and
potentially other internet-connected devices with broken TCP protocols, can be exploited in a similar
manner as middleboxes for launching DDoS attacks. Similar to the vulnerability in middleboxes, as
shown by Bock et al. (2021), consumer loT devices can generate significant amplification factors that
exceed those of commonly known UDP-based amplifiers, highlighting the severity of the vulnerability
in these devices.
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While updates may have resolved the issue with vulnerable firewalls, updating consumer loT devices
does not necessarily address the vulnerability present in the devices that have been identified. In fact,
it is quite likely that manufacturers are unaware of the broken TCP protocol in some of the devices they
produce, and thus there are no updates available to remedy the situation. This thesis reveals that for
KPN, a significant proportion of the vulnerable consumer loT devices are energy monitors, and there
is at the moment of writing no update available to address the vulnerability in these devices. This is
because the manufacturer was unaware of the issue and thus could not have provided a remedy.

Despite the absence of updates addressing the issue of broken TCP protocols in consumer loT, end-
users are willing to install updates and vulnerability notifications can be a tool for an ISP to use to inform
end-users of the vulnerability and achieve a certain behaviour by these end-users. The research results
indicate that vulnerability notifications can be useful for end-users as they serve as reminders to update
their devices. The majority of end-users tend to perform updates when they are aware that updates
are available and often do so in response to a notification. However, the study results suggest that a
vulnerability notification should include a comprehensive description of the vulnerable device and the
specific vulnerability, enabling end-users to accurately identify the device in question and perform the
necessary software or firmware update.

The findings from the interviews were analysed based on the COM-B model. Overall, this analysis
revealed that end-users are both motivated and capable of keeping their (smart) devices up to date.
However, they often lack the physical opportunity to do so due to the generic nature of the information
provided in vulnerability notifications. Additionally, often there is no update available as the device is al-
ready up to date, amplifying the issue of physical opportunity. This conclusion reinforces the importance
of the opportunity component in successfully performing the intended steps outlined in the notification.
Moreover, this analysis highlights that the interviewees frequently possess both the physical and psy-
chological capability to execute the steps outlined in a vulnerability notification. Furthermore, regarding
the motivation component, the interviewees showed that they mainly use reflective processes in driving
their behaviour, rather than automatic processes, suggesting that they act rationally when acting to the
vulnerability notification.

8.2. Recommendations

From the results and conclusions of this study, recommendations can be formulated for KPN and other
ISP’s. Due to the exploratory nature of this research, the findings can not be used for specific policy
recommendations. Instead, the findings provide background information to understand the problem
of interest and what ISP’s or other involved actors may use to make better-informed (policy) decisions
concerning vulnerable middleboxes and/or vulnerable 10T devices which can be abused for TCP reflec-
tive amplification attacks. At the moment of writing, the research findings indicate that relying solely on
email notifications to encourage end-users to update their devices may not be sufficient to address the
vulnerability. Hence, it may be worth exploring alternative notification methods such as walled garden
notifications, which could be a more effective approach for ISP’s to prompt end-users to remove the
vulnerable device or disconnect it from the internet, thus remediating the vulnerability.

Although findings suggest vulnerability notifications may not feasible for remediating the vulnerabil-
ity, they have the potential to be a successful strategy in the future. This study’s results suggest that
individuals possess both the ability and the incentive to inspect their vulnerable devices for updates
upon receiving a notification from their ISP, under the condition that it contains comprehensive infor-
mation. Notifying end-users about the vulnerability of their consumer IoT devices with malfunctioning
TCP protocols may serve as an effective approach to address the vulnerability by prompting them to
update their devices. However, at the moment of writing, another notifying approach such as walled
garden notification may be more effective. To further clarify this suggestion for ISP’s, the following
recommendations may be provided.

First, ISP’s could focus the content of their vulnerability notification on the findings of this research.
Even though Shadowserver scans search for vulnerable middleboxes, currently only vulnerable con-
sumer loT devices are identified by these scans. This suggests that information communicated towards
consumer customers should be focused on these devices instead of middleboxes. Furthermore, the
results from this research show that customers show on average a high level of skill in the field of
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computer security and would like to have extensive information. Therefore, it can be recommended
to provide additional (technical) information on a website page or attachment, to inform the customers
who would like to have more information. This additional information could provide information on the
vulnerable device for example in the form of a list of known devices including brand name or type. Fur-
thermore, additional information on the vulnerability and the impact of the vulnerability may increase
the perceived urgency by end-users to act.

Second, focus on the manufacturer of vulnerable devices in the notification. This research shows that
manufacturers are not always aware of the vulnerability and therefore patching does not seem to be a
one size fits all solution. To avoid the burden of an ISP contacting multiple manufacturers of vulnerable
devices, it could be suggested to encourage end-users to notify the manufacturer about the issue of
broken TCP protocols. When end-users take the initiative to contact the responsible manufacturer to
remediate the vulnerability, the manufacturer will be automatically notified about the vulnerability in their
devices. However, it requires end-users to provide some information to the manufacturer which may
not be practical for end-users who do not understand anything about the message that the ISP is trying
to convey.

Third, start notifying business customers. This was out of the scope of this research but nonetheless, it
was found that a large proportion of the vulnerable devices in the network of KPN were in the business
market. An attacker does not see the differences between business and consumer customers as the
devices can have a similar effect by generating large amplification factors. When an ISP would like to
start solving the issue itself within its network, this is the place where the most can be gained.

8.3. Societal contribution

The findings and conclusions of this research provide background information on the issue of devices
vulnerable to TCP reflective amplification. This guides ISP’s, like KPN, on how to notify end-users
of the vulnerable devices to remediate the problem. However, the impact of the findings can also be
discussed in a broader sense.

First, this research studies end-user updating behaviour and presents several insights on this behaviour
in terms of practices used by end-users and reasons for (not) updating. Performing updates can solve
other security-related issues apart from the issue of interest in this thesis. Therefore a better under-
standing of people’s behaviour in relation to updating their smart devices can be seen as valuable from
a broader perspective. The national Dutch government has been conducting awareness campaigns to
encourage Dutch residents to install updates and ensure the security of their smart devices (Rijksover-
heid, 2021). Nevertheless, it was found that these campaigns do not have the desired effect (Cammaert
et al., 2022). The findings of this study contribute to this topic by suggesting that, in addition to raising
awareness, external factors such as notifications can also play a vital role in motivating end-users to
install software or firmware updates. The results of this thesis indicate that people are likely to per-
form updates in response to a notification from the manufacturer or vendor that an update is available.
Therefore, improving communication from the manufacturer about new updates could be an effective
approach to encourage end-users to perform updates, instead of just raising general awareness about
their importance.

Furthermore, as discussed in chapter 1.5, this research is relevant to society due to the potential impact
of DDoS attacks using TCP reflective amplification on victims. However, the results of this study indicate
that the number of vulnerable devices in the KPN consumer network is limited, meaning that remedying
these will not significantly reduce the potential for DDoS attacks exploiting this vulnerability. Conversely,
the number of vulnerable devices in the business market of KPN is much greater, highlighting the
importance of addressing the issue in that market. Nevertheless, the characteristics of vulnerable
devices discovered in this study can still be valuable in remediating devices in the business market,
stressing the relevance of the findings of this research.

8.4. Scientific contribution

In addition to discussing the societal contribution, the significance of this study’s findings and conclu-
sions can also be examined in terms of their scientific contribution. This research makes contributions
to three distinct fields, which are elaborated on below.
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First of all the research provides novel findings in regard to TCP reflective amplification attacks using
middleboxes or other devices. First of all, this research characterised the devices that can be abused
for TCP reflective amplification attacks, which is not done before (Bock et al., 2021; Nosyk et al.,
2022). Moreover, this research identifies a new technique of launching TCP reflective amplification
attacks involving loT devices, which is similar to the attack technique described by (Bock et al., 2021)
but different from the focus on SYN-ACK floods emphasised in previous research on TCP reflective
amplification such as Kuhrer et al. (2014a), Kuhrer et al. (2014b), and Mohana Priya et al. (2014).
According to the findings of this study, TCP reflective amplification attacks can be initiated by exploiting
vulnerable IoT devices through URL requests, which result in the transmission of the internet landing
page of that device.

Second, this research contributes to the field of vulnerability notifications by ISP’s. While this study
does not focus on the effectiveness of such messages it does provide background information on the
effect of vulnerability notifications on end-users to mitigate devices vulnerable to being abused for TCP
reflective amplification attacks. This study can be seen as the starting point for future studies on this
topic.

Last, this study addresses and contributes to the topic of end-user (updating) behaviour. The subject
of end-user updating behaviour has been studied in the past (Sarabi et al., 2017). Nevertheless, the
findings and conclusions presented in this thesis contribute to this field of knowledge. This study ex-
amined end-users behaviour related to updating their smart devices and responding to vulnerability
notifications, identifying underlying themes and reasoning. This thesis focuses on end-user behaviour
in terms of vulnerability mitigation, specifically the updating of their smart devices to prevent vulnera-
bilities, such as broken TCP protocols, from being abused. This is a departure from previous studies,
such as Rodriguez et al. (2022) and Rodriguez et al. (2021), which primarily investigated end-user be-
haviour in terms of malware cleanup. Atthe moment of writing, this thesis is the first to analyse end-user
behaviour in regard to TCP reflective amplification attacks and vulnerability notifications.

8.5. Future work

Based on the before-mentioned limitations of this study, possible directions for future research can
be described. This study was performed by only looking at consumer customers of a dutch ISP. This
resulted in a limited number of conducted interviews. Future studies can be performed among a larger
group of participants to increase the generalisability of the results. This could be done for example
by looking at different ISP’s in the Netherlands, Europe or worldwide. This would especially increase
the generalisability in regard to the results about the end-user security behaviour in terms of updating
behaviour and performed actions after receiving vulnerability notifications as these are research topics
which are interesting on their own.

Studying a larger population size also enables future research to validate the findings in this study
through statistical analysis. By the means of a survey, a quantitative perspective can be laid on the
qualitative findings as shown in this research. This would allow researchers to statistically analyse
the correlations between different factors which may or may not affect the behaviour, perception and
actions of end-users after receiving a vulnerability notification for the issue of interest. This thesis could
provide researchers with a basis for the survey setup as different factors are identified which affect the
end-users.

Another possible direction for future research is to study the issue of vulnerable middleboxes and loT
devices in the business market. Notifying business customers likely requires another approach than
notifying consumer customers in terms of content. However, this was out of the scope of this study and
thus needs further research to analyse the differences between consumer and business end-users in
terms of behaviour and perception. The results from the end-users interviews already suggest that the
behaviour and perception of business end-user differ from consumer end-users as was shown by the
businesses that were in the population of interest of this research.

Research could focus on the vulnerability notifications and how different channels or content may affect
the end-users in terms of updating behaviour, perception and actions. While the goal of this thesis was
to explore the issue, the next step would be to study whether such notification and in what form, would
be effective in remediating the vulnerability. By performing similar research in the future, it may be able



66 8. Conclusion

to test the effectiveness of notifying end-users of vulnerable devices as at that time there are updates
available which should able end-users to remediate the vulnerability. Additionally, this study only sends
one vulnerability notification to each contacted end-user. It may be that multiple notifications may affect
the behaviour and perception of end-users, something which is not covered within this thesis.

Lastly, this study discovered that certain devices are not vulnerable anymore but no update had been
released to fix the issue suggesting that something else remediated the vulnerability. It is unclear how
this natural remediation has occurred especially as the manufacturer, in the case of identifying the
energy monitors, has not released an update fixing the issue at the moment of writing. Further studies
could try to provide answers in regard to this unclarity as that would provide insights into a potential
remediation solution.
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Literature study

To identify relevant academic literature, which is presented in chapter 2, a boolean search strategy
is used. This appendix provides an overview of the used keywords and combinations per section
of the theoretical background chapter. For finding literature, mainly the Scopus databases are used.
Moreover, to complement the findings from Scopus, Google Scholar is used. However, it is tried to
minimise the use of Google Scholar because it is unclear how articles are ranked in this database
(Beel etal., 2009). Table 10 shows the different keyword combinations used for performing the literature
study.

Table 10: Boolean keywords literature study

Topic Keywords

Security issues of internet- (IoT OR internet of things) AND security AND challenges

connected devices (loT OR internet of things) AND (security OR access control OR
authentication challenges)

DDoS attacks DDoS AND (attack OR attack types)

(UDP OR TCP) AND reflection AND attacks
TCP AND reflective AND amplification AND attack
TCP AND amplification AND attack

Vulnerability notifications Vulnerability AND notification
Abuse AND notification AND vulnerable AND loT

End-user Security behaviour IoT AND patching
Cybersecurity AND (warning OR notification) AND consumer be-
haviour
com-b AND behaviour AND model AND (security OR cybersecu-
rity)

C-HIP AND model AND cybersecurity

user AND security AND behaviour AND motivations
vulnerability AND lifecycle AND patching

(end-user OR user) AND security AND patching AND behaviour
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Python script custom TCP packets

This appendix contains the python code used for sending the custom TCP packets. On line 4, the IP
address of the destination is defined. As this code serves as an example, no IP address is defined and
solely the format of an IP address is shown.

from scapy.all import *
import random

dst = "xx.xXxX.xxX.xx'
sport=random.randint (1024, 65533)
dport = 80

seg=random.randint (1000,4294967290)
ipid=random.randint (1024, 65533)

#SYN with GET

packet = IP(dst=dst, id=ipid) / TCP(sport=sport, dport=dport, flags=’S’, seg=seq)
/ ”GET / HTTP/#1.1\r\nHost: www.kpn.com\r\n\r\n”

print (”“sending single SYN with srcport %s to destip %s” % (str(sport),str(dst)))

send (packet)

SR = srl (packet)

SR.show ()

print (SR[TCP] .payload)

#SYN + PUSH | ACK with GET

sport=random.randint (1024, 65533)

seg=random.randint (1000,4294967290)

ack=random.randint (1000,4294967290)

ipid=random.randint (1024, 65533)

packetl = IP(dst=dst, id=ipid) / TCP (sport=sport, dport=dport, flags=’S’, seg=seq)

packet?2 = IP(dst=dst, id=ipid) / TCP (sport=sport, dport=dport, flags=’'PA’, seg=seq
+1, ack=ack) / ”GET / HTTP/1l.1\r\nHost: www.kpn.com\r\n\r\n”

print (”“sending SYN + PUSH & ACK with GET with srcport %s” % (str(sport)))

send (packetl)

send (packet?2)

Listing B.1: Python code for custom TCP packets
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Vulnerability notifications

This appendix contains the vulnerability notification sent to customers in TG1. All the notifications are
shown in Dutch, as there was no English version created and send to customers. This mail can be
seen in the figures 19 and 20. Furthermore, the email sent to customers in TG2 and TG3 is displayed
in figures 21 and 22. Last, in figure 23 the web page on the KPN website is shown which provided the
contacted customers additional information on the vulnerability and the research.
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C. Vulnerability notifications

Oortwijn, Joost

From:

Sent:

To:

Subject:
Attachments:

@'7 kpi

KPN Abuse Team <abuse@kpn.com>

maandag 27 februari 2023 16:04

Qortwijn, Joost

Misbruik van uw Internetverbinding j.oortwijn02@kpn.com

KPN Hussel logo; uitroepteken_driehoek; Shadow 1; Logo footer; Privacy waarborg;
icon-arrow.png

Misbruik van uw

Internetverbinding
j.oortwijn02@kpn.com

Beste meneer/mevrouw ,

Veilig internet is voor iedereen belangrijk. Daarom houden we samen onze
internetverbindingen zo veilig mogelijk. We hebben hierbij uw hulp nodig, omdat we
een veiligheidsprobleem hebben ontdekt op uw internetverbinding. Doorloop alstublieft
de stappen hieronder vandaag nog.

Waarom moet ik iets doen?

We lossen de meeste veiligheidsproblemen op afstand op. Maar soms hebben we de
hulp van onze klanten nodig. Het is voor u en andere klanten belangrijk dat u helpt,
ook als u zelf niets merkt van het veiligheidsprobleem.

Wat is er aan de hand en hoe kan ik dit oplossen?

Een apparaat die gebruik maakt van uw internetverbinding kan door kwaadwillenden
misbruikt worden voor het uitvoeren van grootschalige aanvallen op het internet. Op
dit moment kunnen wij niet met zekerheid vaststellen om welk apparaat het gaat. Het
meest aannemelijk is dat het een apparaat is dat onderdeel is van uw netwerk

infrastructuur.

Voorbeelden van netwerk infrastructuur die kwetsbaar kunnen zijn voor misbruik:

= Firewalls
= Routers/modems

Daarnaast zou de kwetsbaarheid op uw internet verbinding veroorzaakt kunnen

3

Figure 19: Vulnerability notification TG1 (1)
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worden door een van de volgende (slimme) apparaten.

Voorbeelden van slimme apparaten die kwetsbaar zijn voor misbruik:

= Energie monitoring systemen

= Alarm systemen

= (Beveiliging) camera’s

= Woning beheer systemen (temperatuur, licht, geluid of gordijn bediening)

De kwetsbaarheid van uw apparaat wordt vaak veroorzaakt door een verkeerde
configuratie door de fabrikant. Hier kunt u zelf vaak weinig aan doen. De fabrikant
brengt updates uit om uw apparaat veilig te houden. Wij adviseren u daarom om uw
(slimme) apparaten altijd up-to-date te houden met de meeste recente software die
door de fabrikant wordt uitgebracht. In het bijzonder vragen wij u om voor de
bovengenoemde apparaten de meest actuele software/update te installeren. Indien uw
apparaat de mogelijkheid heeft om een wachtwoord in te stellen raden we aan om van
deze mogelijkheid gebruik te maken en een sterk en uniek wachtwoord in te stellen.

Voor meer informatie zie https://kpn.com/onderzoek-tudelft

De afdeling Abuse
De afdeling Abuse handelt veiligheidsincidenten af voor KPN.

Meer informatie

Hebt u nog vragen?
U kunt uw vragen stellen via e-mail op abuse@kpn.com.

Met vriendelijke groet,

KPN Abuse Team

Wat vindt u van deze e-mail?

( I /7 \
Heel goed {  Kanbeter )
. \ /

@7 kp KPN B.V. - Postbus 30000 - 2500 GA Den Haag - KvK nr, 27124701

Figure 20: Vulnerability notification TG1 (2)
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C. Vulnerability notifications

Oortwijn, Joost

From: KPN Abuse Team <abuse@kpn.com>

Sent: maandag 27 februari 2023 16:05

To: Qortwijn, Joost

Subject: Beveiligingsmelding j.oortwijn02@kpn.com

Attachments: KPN Hussel logo; uitroepteken_driehoek; Shadow 1; Logo footer; Privacy waarborg;

&

icon-arrow.png

kpi

Beveiligingsmelding

j.oortwijn02@kpn.com

Beste meneer/mevrouw ,

Veilig internet is voor iedereen belangrijk. Daarom houden we samen onze
internetverbindingen zo veilig mogelijk. We hebben hierbij uw hulp nodig, omdat we
een veiligheidsprobleem hebben ontdekt op uw internetverbinding. Doorloop alstublieft
de stappen hieronder vandaag nog.

Waarom

moet ik iets doen?

We lossen de meeste veiligheidsproblemen op afstand op. Maar soms hebben we de
hulp van onze klanten nodig. Het is voor u en andere klanten belangrijk dat u helpt,
ook als u zelf niets merkt van het veiligheidsprobleem.

Wat is er aan de hand en hoe kan ik dit oplossen?

U ontvangt deze mail omdat wij recent, in de afgelopen zes maanden, een mogelijk
beveiliging probleem hebben waargenomen op uw internetverbinding. Een apparaat die
gebruik maakt van uw internetaansluiting kon door kwaadwillenden worden misbruikt
voor het versturen van grootschalige aanvallen op het internet. Het ging hierbij om een
(slim) apparaat dat zelfstandig gebruik maakte van uw internetverbinding.

In het kader van ons onderzoek naar dit beveiligingsprobleem zal onze collega Joost
Oortwijn donderdag 2 februari telefonisch contact met u opnemen om u hierover
enkele vragen te stellen, dit duurt ongeveer 5 minuten.

Onze gegevens laten zien dat deze mogelijke kwetsbaarheid op uw internet aansluiting

1

Figure 21: Email TG2 & TG3 (1)
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inmiddels verholpen is. Daarom hoeft u geen handelingen uit te voeren en bent u niet
meer kwetsbaar voor dit beveiligingsprobleem. Echter raden wij aan om al altijd uw
(slimme) apparaten op up-to-date te houden met de meest actuele software van de
fabrikant en deze te beveiligen met een sterk en uniek wachtwoord om zo beschermd
te blijven in de toekomst.

Voor meer informatie over dit onderzoek en het beveiligingsprobleem:
https://www.kpn.com/service/internet/veilig-internetten/abuse/onderzoek-tudelft.htm

Meedoen aan dit onderzoek is geheel vrijblijvend. Indien u niet wenst deel te nemen

aan het onderzoek kunt u dat aangeven door te reageren op deze mail of dit kenbaar
te maken tijdens het telefoon gesprek.

De afdeling Abuse
De afdeling Abuse handelt veiligheidsincidenten af voor KPN.

Meer informatie

Hebt u nog vragen?
U kunt uw vragen stellen via e-mail op abuse@kpn.com.

Met vriendelijke groet,

KPN Abuse Team

Wat vindt u van deze e-mail?

(" Heel goed ) (" Kanbeter )
\_ eel goe J \_ an beter )

()
KPN B.V. - Postbus 30000 - 2500 GA Den Haag - KvK nr, 27124701 “pmmcy

Figure 22: Email TG2 & TG3 (2)



C. Vulnerability notifications

27-02-2023 16:23 Onderzoek TUDelft

&)kpn | consument ~ [ NCIEN

Em

Onderzoek TUDelft

Onderzoek kwetsbare middleboxen

Op dit moment zijn wij bezig met een onderzoek naar yxen die misbruikt & den voor grootschalige aanvallen op het internet.
Het kan zijn dat u binnen het kader van dit onderzoek via e-mail of telefonisch benaderd bent. Hieronder leest u meer over de kwetsbaarheid, wat u er
aan kan doen en wat het onderzoek inhoudt.

Wat houdt de kwetsbaarheid in?

Een, of meerdere, apparaten binnen uw internet rk kunnen misbruik den door k dwillenden voor het uitvoeren van grootschalige aanvallen
op het internet. Op dit moment kunnen wij niet met zekerheid vaststellen om wat voor soort apparaten het gaat. Het meest aannemelijk is dat het een
is dat onderdeel is van uw rk inf tuur.

PP

Voorbeelden van netwerk infrastructuur die kwetsbaar kunnen zijn voor misbruik:

* Firewalls
* Routers
* Modems
* (web)servers

haarheid

-]

zou de k
1 van slimme die k

PP

op uw internet verbinding vercorzaakt kunnen worden door een aantal slimme apparaten.
sbaar zijn voor

el PR

E
3 33y

* Alarmsystemen
* (Beveiligings-jcamera's
* Woning beheersy 1 (temp licht, geluid of gordijn bediening)

Vioor meer (technische) informatie zie onderstaande link:
https://www.akamai.com/blog/security/tcp-middiebox-reflection

Wat kan ik er aan doen?

De kwetsbaarheid van uw apg wordt verc kt door een verkeerde configuratie door de fabril Hier kunt u zelf vaak weinig aan doen. De
fabrikant brengt updates uit om uw apparaat veilig te houden. Wij advi vud om uw (sli ) app altijd up-to-date te houden met de
meeste recente software die door de fabrikant wordt uitgebracht. In het bijzonder vragen wij u om voor de bovengenoemde apparaten de meest actuele
software/update te installeren. Indien uw apparaat de mogelijkheid heeft om een wachtwoord in te stellen raden we aan om van deze mogelijkheid

gebruik te maken en een sterk en uniek wachtwoord in te stellen.

Maakt u gebruik van een KPN modem? Neem dan contact op met de klantenservice. Die kunnen u verder helpen met het installeren van de nieuwste
software versie. Maakt u gebruik van een router/modem die u zelf heeft aangeschaft? Raadpleeg dan de site van de fabrikant om de nieuwste software
Versie voor uw apparaat te installeren.

Wat houdt het onderzoek in?

KPN, in samen werking met de TU Delft, is bezig met onderzoek naar kwetsbare middieboxen. Het kan zijn dat u voor dit onderzoek benaderd wordt, met
enkele vragen over uw (slimme) apparaten. Met uw deelname kunnen wij onze klanten beter helpen met kwetsbaarheden, zoals kwetsbare middleboxen,
en draagt u bij aan wetenschappelijk onderzoek naar een veiligere en toegankelijkere virtuele omgeving.

Deelname is vrijwillig, uw antweorden blijven anoniem en zijn niet gekoppeld aan een
ond k zullen geanonimiseerd worden gepubliceerd.

of andere klant gegevens. De resultaten van het

Indien u nog vragen heeft, kunt u contact op nemen met de hoofdonderzoeker Joost Oortwijn (j.oortwijn02@kpn.com) of met het KPN Abuse Team
(abuse@kpn.com).

Ben je ondernemer? Klantenservice Gebruik jij 'm al?
Bekijk dan het zakeljk aanbod 3 Vind antwoord op al e viagen Ontdek de MinkPN app
https:/fiwww.kpn. /s i termnet/veilig-i buse/ond k-tudelft.htm 172

Figure 23: Information on the vulnerability and research on KPN website



End-user interview protocol

This appendix shows the different interview protocols used for the end-user interviews. In figure 24
and 25 part 1 and part 2 of the interview protocol for end-users in TG1 is shown. In figure 26 and 27
parts 1 and part 2 of the interview protocol for end-users in TG2 and TG3 is presented.
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D. End-user interview protocol

Goodmorning/afternoon ms./mr. [name],

This is Joost Oortwijn from KPN speaking. [number of days] days ago, you have received an email from the KPN abuse desk about a possible
security issue that has been detected on your network. I'm calling you to ask you some questions about this security issue in order to improve
our services.

A [y
N
interviewee
o /ain research,
have legitimacy [Exp ]
oncerns? Yes

Pos.
: N

(Are you the desginated
person who takes care of | o Is the person available
the security of your —— [and could | speak to
computer and other him/her?
devices?

-~ ~ @@/

Yes No
v v
) )
Thank you for your time, |

Do you have some time What time would suit you - |will call you back on
right now? better?

—/

Yes

We noticed that customers can have difficulties in trying to understand what to do when receiving an email by KPN about a potential security
issue. To improve our services for customers in the future, | would like to ask you some question about your perception of the email that you
received [number of days] ago.

This call will also be used for my research at the TU Delft, in which we are figuring out how companies, such as KPN, can help their customers
with devices with a potential security issue and how to solve the issue.

For this research, | would like to ask you some questions about the actions that you took after reading the notification email. Besides this, | will
ask you to provide some information on the smart devices in your home such as what type of smart devices you have and how often you install
software updates. Together, this information will help us to understand how people act when receiving such email and how to improve the
information to help future customers better with potential security issues.

The results of this call will be processed anonymously and will not be shared. We will delete all information when the data is processed. The call
will take approximately 5 till 10 minutes. Do you want to take part in this research and do you give us permission to record this call? Of course, it

is possible for you to step out of the call at any moment. /

Pos. Neg.
A v
4 ) (Okay, | will send you the ) tis important that you follow the
’ ] .| no  |email notification. What is advice as provided in the notification
Eg?i%’g;igz%ewe the emall »{your current email to to keep your internet connection
: which | can send the secure. Thank you for your time and
q ) Qotiﬂcation email? ) have a nice day!
Yes l l
4 N\ 4 7\
Do you have any Please read the email
questions about the < carefully, | will be waiting
notification? here.
- / \ J
Yes

—— |[Answer question(s)
No interviewee]

Start part 2

Figure 24: Interview protocol TG1 part 1
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;y _ - - - - - - - - - ~
: 1
| . . Did you bought the smart
| | Do you have any of the Wmt E'Jhifi‘cﬁetﬁgd Do(g;:r?fgzv??gsog:er device/middiebox by |
| suggested devices in );eviZe (when internet connected yourself or were these | |
5 )
I your home? middlebox)? devices in your home? prowdedpl;yﬂsr; external :
l\ _______________________________________ —_ _ _
it et ~
| ( A ( A ( 1 (Do you think you nave\ :
| What actions did you . . . enough information to
| |perform after reading the > Whtyhd'd ym:_ perf;)rm » ?f'd yqu s;ccee:_j in 0 »| adequatly protect your | |
| notification? ese actions? performing the actions? (smart) |
L ) L ) \ ) \ devices/middlebox? PA
- - - - - __ e T ——_—_—_——C e o —_—_————C - T I_-—_—__—_—2
e -
| 4 N\ 4 2\ ' 2\ 4 o 4 1
0 you intend to keep |
| |How often do you update Are your (smart) . X
[ o e | devssmadebox {1 ST st Yoot |
i i ? ically? !
| devices/middiebox? updated automatically? notification? |
AN J \ J N\ J \ !
N D D L e L L L e e e e - __-____- _} ____7
R e et -
A A e N
I'| " What do you think of Do you think that I
|| KPN's service to reach .| vulnerability notifications . [Did you have any security|
| out to customers with by KPN help you with issues before? |
| vulnerable devices? securing your network? |
\ J J . J
—~ e — — - - . ___ - _ .I. p——
R it -
 ( N\ 4 N 4 N 1
| OC lﬁ ;ﬁzl\;aefrgr:u?d—y%uon Do you use your internet |
| What is your age? . N » What is your gender? connection for private or | |
describe your technical business purposes? |
[ expertise? :
N Y, N Y, N Y, /'

Is there anything you
would like to comment on
or ask?

Thank you for your time. Your input gives us valuable
information to improve the services of KPN. If you want to
contact me in the future with any questions, please senta

email to [email adress]. Have a nice day!

Figure 25: Interview protocol TG1 part 2
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D. End-user interview protocol

Goodmorning/afternoon ms./mr. [name],

This is Joost Oortwijn from KPN speaking. [number of days] days ago, you have received an email from the KPN abuse desk about a possible
security issue that was detected on your network in the past 6 months. This email also stated that we would call you today, which is why 1 am
calling you right now.

A 'y
N
interviewee
have legitimacy [Expiain research]
oncerns? Yes
Pos.
- N
(Are you the desginated
person who takes care of | o Is the person available
the security of your —— [and could | speak to
computer and other him/her?
devices?
U N
Yes No
v v
0 N
Thank you for your time, |
Do you have some time No (What time would suit you - |will call you back on
right now? " |better? [date] at [time]. Have a
nice day!
U A
Yes

We noticed that customers can have difficulties in trying to understand what to do when receiving an email by KPN about a potential security
issue. To improve our services for cusiomers in the future, | would like to ask you some questions about a potential security issue that we
detected in the past 6 months. This issue was mentioned in the mail that you received [number of days] ago.

This call will also be used for my research at the TU Delft, in which we are figuring out how companies, such as KPN, can help their customers
with devices with a potential security issue and how to solve the issue.

For this research, | would like to ask you some questions about the security issue and what you have done to solve it. Besides this, | will ask you
to provide some information on the (smart) devices in your home such as what type of (smart) devices you have and how many of these devices
do you own. Together, this information will help us to understand how people act when receiving a security notification by KPN and how to
improve the information to help future customers better with potential security issues.

The results of this call will be processed anonymously and will not be shared. We will delete all information when the data is processed. The call
will take approximately 5 till 10 minutes. Do you want to take part in this research and do you give us permission to record this call? Of course, it
is possible for you to step out of the call at any moment. /

Pos. Neg.
A A 4

Thank you for your time and have |

Start part 2 nice day.

Figure 26: Interview protocol TG2 & TG3 part 1
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[Explain devices of
interest]

Do you have any of the

Vs
What is the device and
why do you own the

Do you have any other

(Did you bought the sma)

device/middlebox by

|
|
| suggested devices in
|
|

device (when

A 4

(smart) devices in your

1
|
yourself or were these | |
[
|

? ? i
your home? middiebox)? home? provided l;ymalg external

N J N J N J N party* J
| Y I I U U UGS S UG U S O P — U S R — _I [ — /
L EEE e R -
| 4 I 4 N\ 4 N\ 4 1

Do you intend to keep |

| |How often do you update Are your (smart) . .
| your (smart) »| devices/middieboxes > x’;‘: gg\/fi’g:stlr)rlm?: dtll:::)s N Y"UQSZ;":;QCSei‘\‘I?n:’:a‘e |
| devices/middlebox? updated automatically? notification? |
N J N J N J N !
W o o o e e e e e e e e o e e e e e e e e e e e S e e e e e e e E e e Ee e e _I -—-— e - /
oo —oooo—eeooooooo- -

4 N\ 4 N\ 4 N\

What do you think of Do you think that

| vulnerability notifications

Did you have any security

out to customers with

|

|| KPN's service fo reach
|

| vulnerable devices?

by KPN help you with
securing your network?
\\ J

issues before?

On a scale from 0 - 5, on
what level would you

"] describe your technical
expertise?

1
Do you use your internet | !
connection for private or | |
business purposes? |

|

Is there anything you
would like to add or ask?

J/

Thank you for your time. Your input gives us valuable
information to improve the services of KPN. If you want to
contact me in the future with any questions, please sent a

email to [email adress]. Have a nice day!

Figure 27: Interview protocol TG2 & TG3 part 2
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Manufacturer interview protocol

This appendix shows the interview protocol which is used for interviewing the manufacturer in figure
28. The name of the interviewee, brand name and device name are anonymized for privacy purposes.

éod morning/afternoon, Ms./Mr. [name].

This is Joost Oortwijn from the KPN abuse desk. We spoke over email before, and I'm calling you in response to that conversation. We are
studying devices that are vulnerable to sending DDoS attacks, specifically for sending reflection amplification attacks over TCP, and we found a
remarkable number of customers with a [DEVICE NAME] that seem to have a broken TCP configuration and can therefore be used for such an
attack. So that's why I'm calling you; to inform you about this and also to ask you a few questions to help me with the research I'm doing at the
TU Delit into this vulnerability. Your answers will be processed anonymously and can therefore not be linked to either the [DEVICE NAME] or
your personal data. Would you like to participate in this research and give me permission to record this conversation so that | can use it for
chssing the resulis?

0 you know that the
[DEVICE NAME]
responds with a landing
page without completing
the TCP handshake?

! ™\
! |Are you familiar with the

1 |vulnerability and attack; Vulnerability related
! [TCP reflection questions

amplificaiton attacks?
.

What did you do after
reading the vulnerability
notification?

\What are you planning io
do after this interview?

Action related
questions

e A N

E How do you know if there How do you try to protect | : )

! [are vunerabilties in the the [DEVICE NAME] from| +  vuInerability detection
! |[IDEVICE NAME]? vulnerabilities? :

N J J i

e ™\ 4 ™\ ] ' H

E How do you inform your How do you encourage stfg;e'?;og?.'szgﬂ;w Is the [DEVICE NAME] Update related
E customers of new »{your customers to install risks when devices are updated automatically or | ! questions

H 2 v ? ? !

: updates? new updates? not updated? manually?

AN J . J . !

Thank you for your time. Your input gives me valuable

| information for my research. If you want to contact me in the

future with any questions, please sent an email to [email
address]. Have a nice day!

Is there anything you
would like to comment on
or ask?

A J A

Figure 28: Interview protocol manufacturer
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Descriptive Statistics

This appendix provides an overview of the descriptive statistics. This overview is presented below in
table 11. The initial column indicates whether the corresponding customer was sent a vulnerability or
email notification and contacted for the interview. However, this does not necessarily imply that the
customer participated in the research, as there may be several reasons why a contacted individual
may choose not to participate.

This table provides the output of the processed Shadowserver data, as discussed in chapter 4.2. How-
ever, the columns "Mail”, "Target group” and "Device type”, are manually added. The information in the
column device type is identified by the various network scans as discussed in chapter 4.1.

Table 11: Overview descriptive statistics CM

Mail

NO
NO
NO
NO
YES
NO
NO
NO
NO
10 NO
11 NO
12 YES
13 NO
14 NO
15 NO
16 NO
17 YES
18 NO
19 NO
20 YES
21 NO
22 NO
23 YES
24 NO
25 YES
26 NO

O©CONOANRLWN-

Target
group
TG3
TG3
TG3
TG3
TG1
TG3
TG3
TG3
TG3
TG3
TG3
TG1
TG3
TG3
TG3
TG3
TG1
TG3
TG3
TG3
TG3
TG3
TG1
TG3
TG3
TG3

First seen

2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-25
2022-04-27
2022-04-27
2022-04-27
2022-04-27
2022-04-27
2022-04-27
2022-04-27

Last seen

2022-08-10
2022-08-11
2022-08-10
2022-08-11
2023-02-19
2022-06-30
2022-08-09
2022-08-11
2022-08-11
2022-05-23
2022-08-09
2023-02-19
2022-04-25
2022-08-11
2022-08-10
2022-06-28
2023-02-18
2022-08-10
2022-08-11
2022-08-11
2022-08-10
2022-08-11
2023-01-17
2022-05-01
2022-08-11
2022-04-27

Occurrences

68
71
23
64
192
55
77
65
76
19
64
183
1
56
66
44
103
72
73
67
71
69
84
4
63
1

Highest
amp.

159
78
8
78
1837
2
159
78
159
1

78
1756
1
159
8

8
251
159
159
78
159
78
251
24
78

1

Ratio
online
63,6
65,7
21,5
59,3
64
83,3
72,6
60,2
70,4
67,9
60,4
61
100
51,9
61,7
68,8
34,4
67,3
67,6
63,2
67,6
65,1
31,7
100
594
100

Device
type
NA
NA
NA
NA

Energy monitor
Firewall
NA
Router
NA
Firewall
NA
Energy monitor
Firewall
Router
(Web)-server
NA

BMS

NA

NA

Firewall

NA

NA

BMS

NA

Firewall

BMS
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88 F. Descriptive Statistics
Table 11 Continued from previous page
Mail Target First seen Lastseen Occurrences Highest RaF'O Device
group amp. online type
27 NO TG3 2022-04-27 2022-08-11 69 159 65,1 NA
28 NO TG3 2022-04-27 2022-08-08 76 78 73,8 NA
29 NO TG3 2022-04-27 2022-08-10 75 78 71,4 NA
30 NO TG3 2022-04-27 2022-08-11 68 159 64,2 NA
31 NO TG3 2022-04-28 2022-08-08 62 159 60,8 NA
32 YES TG&1 2022-04-28 2023-01-17 80 222 30,3 DVR
33 NO TG3 2022-04-28 2022-08-09 50 159 48,5 DVR
34 NO TG3 2022-04-28 2022-08-10 72 78 69,2 (Web)-server
35 YES TG1 2022-04-28 2023-02-19 194 1307 65,3 Alarmsystem
36 NO TG3 2022-04-28 2022-08-09 67 159 65 Firewall
37 YES TG3 2022-04-28 2022-08-11 59 78 56,2 Firewall
38 NO TG3 2022-04-28 2022-08-10 76 159 73,1 NA
39 NO TG3 2022-04-28 2022-08-11 66 159 62,9 NA
40 NO TG3 2022-04-29 2022-08-10 63 159 61,2 NA
41 YES TGt 2022-04-29 2023-02-18 195 1837 66,1 Energy monitor
42 NO TG3 2022-04-29 2022-08-11 62 159 59,6 NA
43 YES TGt 2022-04-29 2023-02-19 195 71 65,9 Energy monitor
44 YES TG3 2022-04-30 2022-08-11 75 159 72,8 Firewall
45 YES TG3 2022-05-01 2022-08-10 75 159 74,3 Firewall
46 NO TG3 2022-05-01 2022-08-10 69 159 68,3 Firewall
47 NO TG3 2022-05-02 2022-06-05 9 1 26,5 Firewall
48 NO TG3 2022-05-02 2022-08-08 6 8 6,1 Firewall
49 NO TG3 2022-05-03 2022-08-11 52 15802 52 NA
50 NO TG2 2022-05-03 2022-09-07 34 251 26,8 NA
59 NO TG3 2022-05-06 2022-08-07 17 8 18,3 Firewall
52 NO TG3 2022-05-06 2022-08-05 38 15798 41,8 NA
53 NO TG3 2022-05-08 2022-08-30 47 1983 41,2 DVR
54 NO TG3 2022-05-13 2022-08-11 56 8 62,2 Firewall
55 YES TG1 2022-05-18 2023-02-16 181 71 66,1 Energy monitor
56 YES TG1 2022-05-19 2023-01-17 160 1615 65,8 Energy monitor
57 NO TG3 2022-05-23 2022-08-11 57 159 71,2 NA
58 NO TG3 2022-06-05 2022-08-04 6 8 10 Firewall
59 YES TG1 2022-07-01 2023-01-23 68 3539 33 BMS
60 YES TG2 2022-07-09 2022-12-06 2 18,37 1,3 Energy monitor
61 NO TG3 2022-07-10 2022-07-10 1 8 100 NA
62 NO TG2 2022-07-15 2022-09-02 2 1956 4.1 NA
63 YES TG3 2022-07-30 2022-08-14 15 150468 100 Firewall
64 YES TG1 2022-08-05 2023-01-25 2 768 1,2 Energy monitor
65 YES TG2 2022-08-11 2022-12-31 3 234 2,1 Router
66 YES TG1 2022-08-19 2023-02-13 18 312 10,1 Washing machine
67 NO TG3 2022-08-29 2022-08-29 1 1837 100 Energy monitor
68 NO TG3 2022-08-30 2022-08-30 1 71 100 NA
69 NO TG2 2022-10-13 2022-10-13 1 1412 100 NA
70 YES TG2 2022-12-06 2022-12-06 1 1959 100 BMS
71 YES TG2 2022-12-11  2022-12-11 1 1615 100 Energy monitor
72 YES TG1 2022-12-13 2023-02-16 51 1256 78,5 Wifi extender
73 YES TG2 2022-12-15 2022-12-15 1 1563 100 Energy monitor
74 YES TG2 2022-12-30 2022-12-30 1 1837 100 Energy monitor
75 NO TG2 2023-01-03 2023-01-03 1 366 100 NA
76 YES TG1 2023-01-09 2023-01-23 8 1615 57,1 Energy monitor
77 YES TG1 2023-01-30 2023-01-30 1 1615 100 Energy monitor
78 YES TG1 2023-02-09 2023-02-19 10 1605 100 Energy monitor
79 YES TG&1 2023-02-10 2023-02-10 1 71 100 Energy monitor
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