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Abstract

With the ever-growing cloud capacity in our so-
ciety, being able to harness that immense com-
putational power while keeping our data private
has become a strong point of interest. This can
be achieved with Structured Encryption, which al-
lows a data structure to be encrypted and stored
remotely, but still queryable by the client owning
the encryption key. This report is a literature re-
view of the field of Structured Encryption (StE). We
analyze the state-of-the-art technologies and their
characteristics on the following aspects: security,
efficiency, functionality and usability, and discuss
their capabilities and limitations. We then com-
pare StE schemes with other promising technolo-
gies in the area of computation on encrypted data:
Fully Homomorphic Encryption, Oblivious RAM,
Secure Multiparty Computation and Trusted Exe-
cution Environments.

1 Introduction

Outsourcing data and computation to cloud environments is
very common nowadays [1]. However, as a client, we do not
have any guarantees about the intentions of cloud providers.
For some situations, such as sensitive data with high privacy
requirements, it cannot simply be assumed that the server
is honest. Such sensitive data includes medical records, for
which the GDPR forbids the outsourcing in plaintext [2]. In-
stead of requiring the server to prove that it is safe, we can
use technologies to ensure that the server cannot use or tam-
per our sensitive data.

This problem is addressed by the field of encryption, that
allows data to be stored on a server without leaking any infor-
mation. Classical encryption techniques, such as AES, store
the entire data as a big block of ciphertext, which does not
give the server any possibility to perform operations on it, es-
sentially making the computation power of the cloud useless.

Structured Encryption (StE) is a technology that allows the
server to perform operations on encrypted data [3]. It is a
set of techniques that encrypts and stores sensitive data on
an untrusted server, while still keeping the structure of the
data to allow the client to outsource operations securely. The
structure is present, but the server is not able to see it.

In this survey, our goal is to give a clear overview of state-
of-the-art Structured Encryption technologies and their char-
acteristics. We will also compare StE with other methods for
computing on encrypted data to critically assess its perfor-
mance for this task in theoretical and practical scenarios. For
this purpose, this report will answer the following two ques-
tions in depth:

1. What are the capabilities and limitations of modern
Structured Encryption technologies ?

2. How does Structured Encryption perform compared to
Oblivious RAM (ORAM), Fully Homomorphic Encryp-
tion (FHE), Trusted Execution Environments (TEEs)
and Secure Multiparty Computation (MPC) ?

This paper is organized in the following sections: Section
2 outlines the historical background of Structured Encryption
and details the method used to perform this literature review.
Sections 3 present the state-of-the-art StE technologies and
Section 4 discusses their characteristics. Section 5 compares
StE against the other secure computation technologies men-
tioned above. Section 6 covers the ethical implications of the
research and StE technologies in general. Finally, Section 7
summarizes the main findings of this research, provides sug-
gestions for future work, and concludes the paper.

2 Motivation

2.1 Background

The ancestor of Structured Encryption was proposed by Song
et al. in 2000 [4]. They proposed a technique to perform se-
cure searches on symmetrically encrypted data, which they
called Symmetric Searchable Encryption (SSE). It allowed
keyword searches on encrypted documents using symmetric-
key cryptography. This scheme was further enhanced by Goh
in 2003 who improved the efficiency of the scheme by in-
troducing secure indices [5]. This technique remained static:
once uploaded, the encrypted data could not be modified. Ka-
mara et al. introduced the first provably secure dynamic SSE
scheme in 2012, which supported the addition and deletion of
documents [6].

In its current state, SSE only allowed the search for key-
words in an unordered collection of documents. In 2010,
Chase and Kamara generalized this concept to any type of
structured data. They defined a new, broader encryption
framework to perform queries on structured data: Structured
Encryption [3]. They explained how to implement search on
encrypted matrices and labeled data (unordered list of docu-
ments labeled with keywords), as well as neighbor and adja-
cency queries on graphs. The schemes initially introduced by
Chase and Kamara were static. SSE is considered a subpart
of STE, focused on labeled data.

The field of Structured Encryption is governed by three
fundamental aspects: functionality (also referred to as ex-
pressiveness), security and efficiency. These three compo-
nents form an implicit trade-off for all StE schemes. It was
formally expressed as a trilemma by Kamara and Moataz [7].

The first aspect is functionality: new protocols were cre-
ated for different data structures, such as encrypted mul-
timaps [8], to provide StE with a wider range of real-world
applications. Kamara and Moataz introduced in 2018 an en-
cryption scheme supporting a large class of SQL queries on
encrypted databases [9].

The second aspect is security. The first precise definition
of the security of StE/SSE schemes was given by Curtmola et
al. in 2006 [10], based on the leakage to the server. Leakage
is defined as the information unintentionally revealed to an
attacker. Many studies then further explored the realm of at-
tacks on encryption schemes exploiting various kinds of leak-
age (information leaked to the server) [11] [12] [13] [14].

The last aspect of the Structured Encryption trilemma is
efficiency. Sublinear query efficiency was achieved in [10]
and [3] for static encryption schemes, and later, similar effi-
ciency was also achieved for dynamic schemes, as presented



by Kamara et al. in 2012 [6].

All improvements in the field of Structured Encryption try
to balance this three-sided trade-off: improve a scheme on
one aspect without compromising on the other two. In prac-
tice, Structured Encryption scheme usually do not provide
perfect theoretical security in order to achieve real-world ef-
ficiency, or functionality [8].

2.2 Methodology

To answer the research questions stated in the introduction, a
literature review was performed. We used the snowball sam-
pling method with backward reference search to collect all the
scientific papers analyzed in this report, starting with a small
batch of papers on the topic of StE, then recursively iterating
over the reference of each paper and add the relevant ones to
the pool of papers under review [15] [16].

To assemble the initial batch of papers, a search query
was performed on Scopus to gather the most relevant stud-
ies on the topic of Structured Encryption. We chose Scopus
as search engine for its extensive coverage of peer-reviewed
scientific publications and complex search queries function-
ality. We used the following search criteria:

* The search was performed using the keywords "struc-
tured encryption”, “encrypted multimap” and NOT
”homomorphic” as they cover the general field without
broadening the search unnecessarily.

* Only papers written in English were taken into consid-
eration for this review.

» Conference reviews were excluded to only take confer-
ence papers and articles into account.

This resulted in a list of 45 papers matching the search cri-
teria. From then, we discarded papers on encrypted graphs
and networks to focus on multimap encryption schemes, be-
cause of the time and space constraint of this research. We
still present a high overview of graph encryption scheme
functionalities in Section 4.1. The exact Scopus query can
found in Appendix A.

To perform the comparison between Structured Encryption
and the other computation technologies, I benefited from the
expertise of my fellow teammates: Eugen Bulboaca for FHE,
Pedro Gomes Moreira for MPC, Vlad Popescu for TEEs and
Sergiu Nicolae Stancu for ORAM. For this research, we each
focused on those four aspects of our technology: functional-
ity, efficiency, security and usability. (see Section 4)

3 Technologies
3.1 Definitions

A private-key  associative  Structured  Encryption
scheme is defined formally by Chase and Ka-
mara as a tuple of five polynomial-time algorithms
I = (Gen,Enc,Token,Query., Dec) [3]. The algo-
rithms are defined as follows:

* K < Gen(1%) is a probabilistic algorithm that takes as
input a security parameter k£ and outputs a private key
K.

* (v,¢) < Enck(d, M) is a probabilistic algorithm that
takes as input a private key K, a data structure ¢, and a
sequences of private and semi-private data M. It outputs
an encrypted data structure v and a sequence of cipher-
texts c.

* 7 + Tokeng(q) is a (possibly probabilistic) algorithm
that takes as input a private key K and a query ¢ and
outputs a token 7.

o (J,v) := Query.(y, 7) is a deterministic algorithm that
takes as input an encrypted data structure vy and a token
7. It outputs a set of pointers J and a sequence of semi-
private data vy.

* m; := Decy/(c;) is a deterministic algorithm that takes
as input a secret key K and a ciphertext ¢; and outputs a
message ;.

In this context, an associative scheme is a scheme where
one can associate an item v; with a data item m; in such a
way that a query returns the associated items in addition to the
pointers. These items are referred to as semi-private data as
they can be retrieved with the right token, unlike data items.
Associativity is a useful property as it allows to ’chain” mul-
tiple encryption scheme to create more complex schemes.

Schemes can be classified according to different properties:

* Response-hiding / Response-revealing: A response-
revealing scheme, as its name suggests, reveals the re-
sponse to a query to the server. This means that the
server cannot decrypt the data at rest, but once some data
element is queried, the server will learn its content. A
response-hiding scheme keeps the response hidden.

* Static / Dynamic: A static scheme only supports search
operations on the encrypted data. A dynamic scheme
supports insertions and deletions as well.

* Interactive / Non-interactive: An interactive scheme
requires multiple rounds of communications to per-
form an operation on the encrypted data, while a non-
interactive scheme only requires a single round of com-
munication.

Dynamism of StE schemes comes in different flavors.
George et al. introduce the notion of full dynamism which
means that there is the scheme does not enforce a limit to the
numbers of documents and the number of keywords present
in the multimap. It also allows any length for the tuples as-
sociated to the keywords [17]. While this resizability is an
interesting feature, it has been shown that not fixing a max-
imum length for the tuple makes the scheme vulnerable to
simple file-injection attacks (a similar attack is presented in
Section 4.3) [18]. Therefore, all the dynamic schemes con-
sidered in this review enforce a limit to the size of tuples in
the multimap.

3.2 Security Notions
Curtmola et al. [10] formally defined security for SSE/StE
schemes. They proposed two definitions:

¢ Non-Adaptative Security: also referred to as CKA1l
(Chosen Keyword Attack 1). A cryptographic scheme
is non-adaptatively secure if it is only secure when the



adversary must choose all their queries in advance, with-
out seeing any output or behavior of the scheme. This is
a weak adversarial model, and is not considered to be
secure in the general case. It can however form a basis
model when designing an encryption scheme as it is an
easy property to prove. The scheme can then be further
improved to achieve adaptative security.

¢ Adaptative Security: also referred to as CKA2 (Cho-
sen Keyword Attack 2). A cryptographic scheme is
adaptatively secure if it is secure even when the adver-
sary adapts its strategy and queries based on previous
outcomes and behavior. Since proving that a scheme is
adaptatively-secure can turn out quite complex, a simpli-
fication of this model was proposed, relying on the Ran-
dom Oracle Model [19]. All cryptographic primitives
used to construct the encryption scheme (hash functions,
etc) are modeled as random oracles: idealized blackbox
returning random outputs for each new input. Using the
ROM simplifies the proof for adaptative security and al-
lows constructing efficient schemes based on idealized
assumptions about the primitives used. This model is
the de facto standard for StE schemes.

The strongest security paradigm is Universally Compos-
able Security. It was defined by Canetti in 2001 [20] for
cryptographic protocols, and imported to SSE and StE in
2012 by Kurosawa and Ohtaki [21]. A universally com-
posable protocol remains secure even when composed with
other arbitrary protocols, it behaves like a perfect functional-
ity. Achieving this level of security is ideal, but often comes
at a high cost in terms of efficiency.

With the rise of dynamic StE schemes, new security as-
pects must be taken into consideration. Insertions and dele-
tions of data can leak more information than simple searches.
Two main aspects have been clearly defined: Forward Pri-
vacy (also called Forward Security) and Backward Privacy
(also called Backward Security).

Forward Privacy: A scheme is forward-private if inser-
tions do not reveal any information about previous searches
and updates. For example, the server should not be able
to learn whether a newly inserted element matches previous
search queries. It was first introduced by Stefanov et al. [22],
a few years after the first dynamic StE scheme [6]. It was then
refined by Bost in its Sophos scheme [23].

Backward Privacy: A scheme is backward-private if dele-
tions ensure that subsequent searches do not reveal any infor-
mation about the deleted elements. It was defined by Bost
et al. [24] in 2017 and comes in three different flavors of
strength:

I. (Strong): When performing a search, the scheme leaks
the documents currently matching the searched key-
word, when they were inserted and the total number of
updates performed on that keyword.

II. (Medium): When performing a search, the scheme leaks
the documents currently matching the searched key-
word, when they were inserted, and when all the updates
on that keyword happened (but not their content).

III. (Weak): When performing a search, the scheme leaks

the documents currently matching the searched key-
word, when they were inserted, when all the updates on
that keyword happened, and which deletion update can-
celed which insertion update.

3.3 Encryption Primitives

The strength of Structured Encryption comes from its modu-
larity. StE schemes for simple data structures can be used as
building blocks to construct a new scheme for a more com-
plex data structure. The most simple scheme introduced in
the original study by Chase and Kamara [3] is an encrypted
multimap. A multimap is a structure that maps keys to a
(variable-length) list of values. Because of its simplicity and
versatility, it has been the main focus for most of the schemes
created afterwards, and the foundation stone of many com-
plex StE schemes (see Section 3.4). A dictionary is a spe-
cial case of a multimap, where each key is mapped to a single
value. Hence, a multimap encryption scheme can also be used
to encrypt a dictionary.

Some of the most frequent uses of multimaps are labelings
and graphs. A labeling is essentially the process of assigning
keywords to each element of a set of documents. A mul-
timap can be used to encode a labeling: each keyword forms
a key, mapped to the list of documents matching it. The en-
tire field of Symmetric Searchable Encryption therefore relies
on that structure to perform efficient keyword search queries.
A graph can be encoded in a multimap as a an adjacency list:
each node in the graph is mapped to a list containing its neigh-
bors.

These encodings have been given by Chase and Kamara
[3] as motivations for the use of encrypted multimaps. Their
original scheme encrypts the multimap using a combination
of hash tables, pseudo-random functions and permutations
along with classical symmetric encryption protocols such as
AES.

More recent schemes are based on the same principle, but
with enhanced features and security. The current state-of-the-
art schemes are dprfMM and XorMM [25] [26].

3.4 Complex Structures

Boolean Queries

In the field of SSE/StE, boolean queries are search queries
where multiple keywords can be used with the following
boolean operators: AND, OR and NOT. Cash et al. proposed
OXT: the first StE scheme supporting boolean queries with a
worst-case linear search complexity, but sublinear query com-
plexity for most queries [27]. This framework relies on a two
data structures:

e TSet: this structure is used to retrieve the documents
matching the least frequent keyword in the conjunctive
query.

¢ XSet: this structure is used to check that the documents
retrieved from TSet match the conjunctive query.

OXT remains the state-of-the-art boolean queries scheme.
It is practically efficient on huge datasets, as Cash et al.
proved using the entire English Wikipedia as a dataset. Ka-
mara and Moataz proposed the IEX scheme in 2017, which
achieves similar efficiency, but can be extended to be dynamic



and forward-secure [7]. Li et al. improved OXT in 2022 by
creating a new version that hides the volume leakage, i.e. the
amount of documents matching each keyword in the conjunc-
tive query, which is a fundamental security threat (see Section
4.3) [28]. They achieved volume-hiding at the cost of a linear
overhead in the total number of key-value pairs.

Range Queries
Range queries are a specific type of queries performed on nu-
merical attributes of some datasets to retrieve all the data el-
ements where the attribute value is inside the queried range.
In the SSE/StE context, we want to be able to query the struc-
turally encrypted data using range queries such that the server
does not learn the range endpoints, nor the order between the
retrieved attributes and the endpoints. The first scheme sup-
porting such queries was introduced by Faber et al. in 2015
[29] [30]. They extended OXT by converting range queries
into a disjunction of exact match queries. In their work,
they also extended OXT to support substring and wildcard
queries, allowing for a larger set of queries, which they called
rich queries. While efficient, their scheme leaks to the server
which documents match each value in the queried range.
Modern schemes supporting range queries transform the
range checking problem into a set intersection problem, hid-
ing the order relation and the endpoints [31] [32]. They cre-
ated a scheme with no storage overhead that performs range
queries in O(N log N), where N is the amount of data ele-
ments.

Encrypted Databases

Thanks to their modular nature, multimap encryption
schemes can be used as building blocks for more complex
data structures. They can be seen as a blackbox, making the
construction of advanced schemes more simple and the secu-
rity guarantees easier to prove. This construction also allows
complex schemes to benefit from improvements made on the
underlying schemes. The most notable structure that has been
constructed from multimaps is an StE Relational Database
framework, called SPX, allowing (a subset of) SQL queries,
introduced by Kamara and Moataz in 2018 [9]. Recall that a
Relational Database consists of multiple tables, each having
their own columns (attributes) and rows (entries).

Kamara and Moataz were not the first to propose an
encrypted database system, previous database encryption
schemes, such as CryptDB, were based on Property-
Preserving Encryption (PPE) and Order-Preserving Encryp-
tion (OPE) [33] [34] [35] [36]. These systems are efficient
and are legacy-friendly, however they have been shown to
have weak security due to the characteristics of PPE and OPE.
PPE is a type of deterministic encryption, and therefore leaks
equality: two equal plaintexts will have the same ciphertext.
OPE, by its nature, leaks the order of encrypted numerical
data. The leakage can be used to perform inference attack
on the encrypted database, as it has been shown by Naveed
et al., who showed that a lot of information could be discov-
ered, with medical records for example [37]. Grubbs et al.
have also shown that theoretical threat models on which en-
crypted databases are built do not take into account leakage
from the Database Management System itself, such as logs
and diagnostic tables [38].

The structurally encrypted database framework SPX is
built using multimaps and dictionaries. Different represen-
tations of the database are built, each designed to perform a
particular query operation, which combined, allow for effi-
cient query processing.

* Row-wise representation: a multimap M Mp, that maps
the coordinate of every row (row rank / table identifier
pair) in the database to the contents of that row.

* Column-wise representation: a multimap M Mc with
the same structure as M Mg for columns.

* Equality-relation representation: a multimap M My that
maps each value in every column to all the rows that
contain the same value for that column.

* Column-pair representation: a set of multimaps, one for
each column c in the database. Each multimap M M,
maps a pair of column coordinates to all the rows that
have the same value in both those columns. These are
then stored in a dictionary ED X .

This construction provides optimal query complexity for
the class of conjunctive SQL queries, which corresponds to
queries of the form:

Select attributes From tables
Where (att; = X1 A ... Aatt; = X))

It achieves optimal complexity under the condition that
(s1 4+ ... + s¢)/h = O(1) where ¢ is the number of tables
in the query, s; is the number of columns present in table ¢
and h is the number of attributes in the Select term of the
query. It is important to note that conjunctive queries are a
completely distinct concept of conjunctive keyword searches
and boolean queries described above.

This framework is a pure StE framework, in the sense that
it doesn’t rely on cryptographic primitives such as ORAM
and FHE (their definition can be found in Section 5). It
was built on top of classical StE schemes [3; 39; 27; 10;
6]. ORAM is however used on one of the data structure
in order to achieve forward-privacy at the cost of a poly-
logarithmic blowup for the update operations. An implemen-
tation of this scheme is also proposed with Zero-Leakage
(ZL) building blocks, like TWORAM ! which is built on
ORAM (See Section 5) or FZL [40] [41]. This imple-
mentation incurs an additional polylogarithmic overhead for
queries.

Thanks to the modularity of the SPX framework, newer
StE schemes can be used as building blocks, further improv-
ing its security. It can use the most modern pure StE scheme,
such as XorMM and d-DSE, that also hide the volume-
leakage, or mixed StE-ORAM technique also hiding the ac-
cess pattern, such as EM M, [42] [26] [18].

SPX has been further improved by Cash et al. [43] who
introduced hybrid indexing. Previously, SPX performed fully
precomputed joins, which required the client to download and
decrypt a quadratic amount of rows. In this study, Cash et al.

"Note: this protocol is not ZL by default, but its block size can
be carefully parameterized to achieve ZL.



have shown that using partially computed joins in some spe-
cific cases performed better, up to 231 times faster on simple
queries on the City of Chicago’s Data Portal [44] and Sakila’s
[45] datasets. In their scheme, the client chooses at query
time which type of join will be used for their query based on
a simple heuristic, which chooses the optimal plan in 68% of
the cases.

4 Characteristics and Discussion

In this section, we will present in details the characteristics
of state-of-the-art StE technologies. For this purpose, we will
discuss in detail the three aspects of the trilemma introduced
by Kamara et Moataz: functionality, efficiency and security
[7]. We added a fourth aspect, usability, which outlines how
StE can practically be used for real-world applications.

4.1 Functionality

Structured Encryption now supports a wide range of queries
for multiple types of data: labelings, SQL databases (Kamara
et al.), graphs (Guo et al.), etc [9] [46]. We will now cover
the specific features provided by StE for different data types.

For encrypted documents indexed by keywords (mul-
timaps), StE schemes support dynamic addition and dele-
tion of documents and keywords, single-keyword searches,
boolean queries (with the logical operators AND, OR and
NOT), proposed by Kamara et al. and improved by Zhu et
al., and rich queries, proposed by Faber et al., which includes
search by substring and wildcards [7] [47] [30].

For numerical data, StE additionally supports range
queries, consisting of querying all the data for which a nu-
merical attribute is comprised in the queried range. The most
recent range query scheme was proposed by Basudan et al. in
2024 [32].

For encrypted graphs, StE schemes can be used to perform
adjacency and focused subgraph queries, as shown by Chase
and Kamara, which are essential for web search engines [3]
[48]. Guo et al. have also successfully performed secure
shortest path queries on encrypted graphs [46].

It is now even used to store encrypted versions of concept
graphs and knowledge graphs, which are key structures in the
area of artificial intelligence and natural language processing,
as shown by Poh et al. and Xue et al. [49] [50].

4.2 Efficiency

All modern StE schemes built after the work by Cash et al.
achieve sublinear query efficiency in terms of the size of the
dataset [27].

As StE aims towards practical efficiency, a lot of work was
put early on in the field to allow queries to be executed ef-
ficiently using parallel processing. The most notable studies
have been performed by Kamara et al., Cash et al., and Lai et
al. [51] [39] [52]. With a large amount of processors, queries
are ran in O(log N), where N is the amount of documents
in the dataset, which means that the query execution time is
independent from the result size.

While reducing the asymptotic complexity is an essential
process in the creation of an efficient SSE/StE scheme, the
I/O efficiency is a decisive criterion to determine if a scheme

can practically be used [53]. Cash et al. define an efficiency
trade-off for I/O operations between the server storage size
and the spatial locality of memory accesses. They prove that
a lower bound is inherently caused by the security require-
ments of SSE/StE schemes: a secure scheme must either use
w(N) storage space or perform searches in with w(1) mem-
ory accesses, where N is the amount of keyword-document
pairs in the multimap.

Modern schemes achieve O(N) (optimal) storage space,
while maintaining the amount of memory access efficient [54]
[55]. Because of the trade-off mentioned above, they can-
not provide constant search time and apply the security re-
quirements simultaneously, but they achieve sub-logarithmic
search complexity.

Very recently, concurrency in the context of StE scheme
has been studied by Agarwal et al. [56]. This is an important
feature for an environment where multiple clients should ac-
cess the multimap stored on a server. They built an encrypted
multimap scheme that allows lock-free concurrent query and
append operations.

The performance of StE schemes is sufficient for real-
world scenarios, as it only causes a sublinear overhead com-
pared to plaintext storage. Real-world applications will be
shown in Section 4.4. However, efficiency alone is not
enough to determine if Structured Encryption should be used
or not, the key is aspect is security, which we will develop in
the next section.

4.3 Security

Different types of attacks have been tried on StE schemes,
and their success rate has been thoroughly analyzed. We will
first discuss passive attacks, where the adversary does not
modify the client’s data, then We will go over active attacks,
where the adversary has the opportunity of interacting with
and changing the client’s data.

The first kind of attack performed on StE/SSE are key-
word inference attacks on schemes that leak the access pat-
tern (which data is accessed and when) such as the original
scheme proposed by Chase and Kamara. They aim to dis-
cover which keyword is queried in the multi-map, and what
documents it is linked to. The very first one was performed
by Islam et al. in 2012, with the goal of decrypting queries
sent to the server, and Cash et al. proposed a new, slightly
more effective inference attack in 2015. [11] [12]. These
attacks, respectively known as the IKK (in reference to its au-
thors’ initials) and Count attacks, rely on strong assumptions
about the data, mainly the attacker must have almost full data
knowledge: both attacks require the attacker to know at least
70% of the dataset to become slightly successful. (see Ap-
pendix B)

The main takeaway from those two passive attacks is to
avoid using StE schemes on public datasets, as an adversary
could easily infer queries, but using StE on a completely pri-
vate dataset reduces the risk of such attacks.

Further research has been done in the topic of inference at-
tacks. Volume leakage has been identified as a major threat
for the security of cloud-based StE schemes [14]. This claim
about volume leakage has proven especially true in the con-
text of schemes supporting range queries. In their studies,



Kellaris et al. show that a quadratic number of queries (in the
amount of distinct plaintext values) is sufficient to reconstruct
the data structure.

Two main studies by Lacharité et al. and Grubbs et al. have
performed even more efficient attacks on such schemes with
a high success rate [57] [58]. They showed that O(N log N)
queries (where N is the amount of distinct plaintext values)
are enough to fully recover the data structure.

The next attack we will present is an active attack, called
file-injection attack. It was proposed by Zhang et al. in 2016
[13], aimed for encrypted multimaps with keywords. They
considered a scenario where the server can inject files to the
client, who then encrypts and store them. Except for this file
injection, the server behaves semi-honestly. These attacks
are quite easy to perform in practice: if a client is using an
StE/SSE scheme to store and search over encrypted emails
(e.g. Pmail), the server can simply send an email to the client
[59]. This attacks performs significantly better than the IKK
inference attack and the Count attack, as it is already 40%
effective with only 1% of the dataset known by the attacker.
(see Appendix B) This attack can be counteracted with a sim-
ple measure: forward-privacy, which ensures that insertions
of new (possibly maliciously crafted) files do not leak any
information about future queries. This attack highlights the
importance of forward-privacy for all dynamic Ste schemes.

The final attack we will discuss is again a leakage-abuse
attack from a passive adversarial model, designed by Hoover
et al. against encrypted SQL databases [60]. Tt is the first
attack that exploits the cross-column equality leakage, which
is only present in the specific context of StE databases. They
show that StE databases are often not significantly more se-
cure than databases built on Property-preserving Encryption
like CryptDB, which was introduced by Popa et al. in 2011,
if they leak the response volume. The mitigation techniques
proposed include volume-hiding schemes or strong encryp-
tion primitives like ORAM and FHE (See Section 5) [33]
[25].

These attacks show that, while StE schemes propose an
attracting efficiency, their vulnerabilities should not be over-
looked. They provide more privacy than plaintext multimap
storing, but it gives a false sense of security. In order to
achieve a satisfactory security, StE schemes must balance by
loosing some of their efficiency.

The attacks mentioned above highlights the importance of
volume-hiding, which is only achieved in recent schemes
such as the one proposed by Patel et al. and Wang et al. [25]
[61] [26].

Dynamic schemes must also implement forward and
backward-privacy to mitigate file-injection attacks [24]. Old
StE schemes that do not provide those features should not be
considered secure and should not be used for sensitive data
because of their vulnerability to attacks [14].

There exists a type of StE/SSE schemes called Verifiable
StE/SSE that provides security guarantees about a malicious
server tampering with the data [62]. Because most schemes
focus on the semi-honest model, this type of scheme has not
received much attention from researchers, therefore we will
not focus on it.

4.4 Usability

From the beginning, achieving practical real-world efficiency
has been one of the main goal of StE and SSE, with re-
searchers testing their encryption schemes against real-world
use cases and datasets [27].

In 2022, MongoDB, a document-oriented database, built
their Queryable Encryption framework based on the work of
Kamara and Moataz [63] [9] [64]. Starting from version 6.0,
MongoDB allows user to manage an end-to-end encrypted
database built on top of StE schemes with practical efficiency.
However, no studies have been performed to critically assess
the performance overhead. It offers the following features:
keyword queries, range queries and substring queries. It was
built to maximize compatibility, and can therefore be used
with most of the existing databases.

Other encrypted database projects exist, such as Cipher-
stash and Crypteron [65] [66].

5 Comparison

In this section, we will perform a comparison of StE with the
four computation techniques on encrypted data: Secure Mul-
tiparty Computation, Fully Homomorphic Encryption and
Trusted Execution Environments.

We will compare and contrast StE with each technique in-
dividually, and present a table containing the main differences
between them (this table can be found in Appendix C). We
will then analyze a very specific use case, Private Set Inter-
section, to assess what technology performs best and gain in-
sight on their performance in practical real-world scenarios.

5.1 General Comparison

Fully Homomorphic Encryption (FHE)

FHE is a type of encryption that enables computation on en-
crypted data without decrypting it, preserving confidential-
ity throughout the entire computation. The first feasible con-
struction, using a lattice-based cryptosystem, was introduced
by Craig Gentry in 2009 [67].

FHE is a general purpose cryptographic primitive. It allows
for arbitrary computations that can be expressed as circuits
on encrypted data. Its use cases are therefore larger than the
encrypted search provided by Structured Encryption. It can
perform computation on any kind of data, even on real num-
bers, thanks to its approximate arithmetic feature [68]. Any
feature provided by StE can be performed by FHE.

While StE is designed with practical efficiency in mind,
FHE is built for maximum security, and does not achieve fast
enough operations for real world applications yet.

FHE achieves IND-CPA (Indistinguishability under Cho-
sen Plaintext Attack) security, and even IND-CCA1 (Indistin-
guishability under Chosen Ciphertext Attack) in some cases.
Attempts to increase the security level to IND-CCA2 have
proven to be unsuccessful [69]. It is built for a malicious ad-
versarial model, but StE is built on the semi-honest model,
where the server does not perform any malicious action ex-
cept listening, which makes these two techniques hard to
compare security-wise. It is however fair to say that FHE
is built to stand against stronger adversarial models.



Oblivious RAM (ORAM)

ORAM is a technique that hides the access patterns to mem-
ory to prevent leakage of sensitive information. Access se-
quences do not reveal any information about the data being
accessed in the ORAM. The concept was introduced by Gol-
dreich and Ostrovsky who combined their previous work into
one paper, published in 1996 [70].

ORAM is used for a similar purpose as StE, that is to store
encrypted data on a server, and access it without that the
server learns anything about the data. ORAM simply stores
data without a structure, it can be used for structured data, but
the client must keep track of the structure themselves. While
they share a common objective, these techniques differ in the
procedure to achieve it.

First of all, ORAM hides the access pattern, the server does
not know which data block is accessed [70]. StE does not
hide the access pattern, it only hides the structure of the data.
This means that ORAM is a general purpose solution, that
can be used for any kind of data on which the client desires to
perform encrypted queries, while StE is used for specific data
structures.

In the efficiency aspect, we will consider two metrics: stor-
age space and query time. The most efficient ORAM tech-
nique, Ring ORAM, requires O(log N) storage on the client,
and O(N) on the server, where N is the amount of data
blocks [71]. StE on the other hand does not require any stor-
age on the client (except for the encryption keys obviously)
for the same storage complexity server-side.

The block access time of Ring ORAM is O(log N). For
the purpose of searchable encryption, this is not practically
efficient, and produces a massive communication overhead.
ORAM in its current state is therefore not a viable solution
compared to efficient StE schemes.

ORAM can however be used within an StE scheme to com-
bine its access pattern hiding property with the practical ef-
ficiency of StE. For example, the TWORAM scheme makes
use of ORAM to achieve zero-leakage [40]. The most recent
scheme proposed by Boldyreva et al. also uses ORAM to
hide the query, access and volume pattern [18], at the cost of
a small overhead.

Secure Multiparty Computation (MPC)

MPC is a type of cryptographic protocols allowing multiple
parties to jointly compute a function over their private in-
puts. The function is evaluated securely, ensuring correctness
and privacy of the inputs, even in the presence of a malicious
party. This concept was introduced by Yao in 1982 [72].
Similarly to FHE, MPC can be used for the computation
of an arbitrary functions between two (or more) parties while
keeping the inputs private [73]. It can therefore technically
be used for encrypted search like StE, but the field of private
search should focus on non-interactive techniques with a sub-
linear complexity in the amount of data elements, instead of
general-purpose tool like MPC or FHE [3]. Also, StE is de-
signed for a client-server architecture, e.g. a cloud environ-
ment, while MPC is built on computation between multiple
peers, in a broader setting than just a client and a server.
Another similarity of MPC shared with FHE is the focus
on security: MPC protocols aim for a high security standard,

often at the cost of efficiency, while StE tolerates information
leakage to achieve practical efficiency.

StE and MPC share however the same threat model. Both
are generally built for a semi-honest adversary, but some
MPC protocols also provide security guarantees against ma-
licious adversaries. One method to achieve this is to embed
ZK (Zero Knowledge) Proofs at each step of the computa-
tion that ensure that each party is computing their part hon-
estly without revealing that part [74]. Most MPC protocols
provide computational security, meaning that it can only be
broken by an adversary with unlimited computational power,
but some, like Shamir’s Secret Sharing provide information-
theoretic security, which means that it cannot be broken, even
with unlimited computational power [75].

Trusted Execution Environments (TEEs)

TEEs are isolated areas within a processor that provide se-
cure execution of code as well as data confidentiality and in-
tegrity, even in the presence of a compromised operating sys-
tem. TEEs can be categorized into two main types: hardware-
based and VM-based TEEs. A notable implementation is In-
tel SGX, introduced by Costan and Devadas [76].

The key difference between TEEs and the four other tech-
nologies is the use of secure hardware. While StE, ORAM,
FHE and MPC are implemented by relying solely on soft-
ware cryptography, TEEs are built at a low level [76]. They
come in two flavors: Enclave-based and VM-based TEEs
(also called Confidential Virtual Machines). Enclave-based
TEEs consist of an isolated enclave located in user-space,
thus relying on the host OS to perform system calls. VM-
based TEEs are, as their name suggests, based on secure VMs
communicating with the hypervisor. They require a long time
to boot, but achieve near-native efficiency [77]. Compared to
StE, which achieves a sublinear overhead compared to plain-
text storage, TEEs achieve a constant overhead compared to
a native machine.

TEEs are aimed to be a general-purpose solution for com-
putation on an untrusted server (where only the hardware is
trusted), which allows for arbitrary computation, much like
FHE and MPC. They are designed for the strong threat model
where the server software is compromised, where StE just as-
sumes a semi-honest server.

Because of their hardware nature, they are vulnerable to
a completely different category of attacks than StE: side-
channels attacks, exploiting indirect signals such as power
and timing, and architectural attacks, exploiting design flaws
in hardware components. These types of attack are very hard
to mitigate, as shown by Mufioz et al. [78].

5.2 Private Set Intersection

fi In this section, we will compare StE against the other secure
computation techniques on a very specific use case: Private
Set Intersection (PSI). In the context of secure computation,
it is one of the most useful operation. It enables two (or more)
parties to compute the intersection of their individual private
datasets without leaking any other information to the other
parties.

This cryptographic technique has a variety of use cases.
Private messenger applications such as Signal needs to dis-



cover which of your contacts are also users of the app [79].
However, you don’t want to reveal your full contact list, and
Signal doesn’t want to disclose their entire user base. Sig-
nal therefore uses PSI to allow both you and their server to
discover shared contacts. PSI is also used to measure the ad
conversion without revealing all user data, which would vio-
late the GDPR and in collaborative financial fraud detection
and collaborative medical research with sensitive health data
sharing [80].

Very recently, Agarwal et al. proposed an efficient up-
datable PSI scheme based on StE [81]. Updatable means
that both parties can arbitrarily insert/delete elements with-
out having to re-encrypt their entire set. Similarly to classical
StE schemes, they built their PSI protocol for a semi-honest
server, based on a new encrypted set structure: ESX. Its struc-
ture is inspired by modern Path ORAM techniques: the set is
stored in a tree of dynamically resizable buckets [82]. It is
the first scheme to support arbitrary insertions and deletions,
which it achieves in a time linear in the amount of updates
already performed.

Before the StE protocol explained above, the best updat-
able PSI scheme was based on an MPC technique called De-
cisional Diffie-Hellman [83] and performs its operation in a
time linear in the amount of updates. However, it only sup-
ported a weaker form of deletions: elements were deleted af-
ter a specific amount of epochs.

Trusted Execution Environments and Fully Homomor-
phic Encryption were also explored to implement PSI. Ker-
schbaum et al. proposed a 2-part protocol, consisting of a
pre-processing phase (called offline phase) where heavy cryp-
tographic functions are computed, and a very efficient online
phase were the two parties interact [84]. In this scheme, a
TEE is used during the offline phase. Chen et al. proposed a
PSI scheme based on leveled FHE in 2017 [85]. These two
schemes are very efficient, with a computation overhead lin-
ear in the size of the smaller set (or even sublinear for TEEs),
however they don’t support dynamic updates.

It is interesting to note that static schemes have a com-
putation overhead for queries linear in the size of the larger
set, while dynamic schemes have an overhead linear in the
amount of updates performed. For a scenario where the sets
to intersect are fixed, methods such as static MPC, FHE and
TEESs provide the best execution time. In the case of dynamic
sets, StE is currently the most efficient solution that provides
both insertions and deletions in a reliable fashion.

6 Responsible Research

6.1 Reproducibility and Transparency

The methodology used to gather the knowledge presented
in this report has been transparently detailed in Section 2.2,
for reproducibility reasons. The exact Scopus query used is
shown in Appendix A. All the papers on the topic of StE can
be found in the result of this query, or by following refer-
ences.

The last query was performed on the 6th of June 2025,
therefore reproducing this query at a later date will yield dif-
ferent results as new papers could have been published, or
papers might have been deleted from Scopus.

6.2 Ethical Considerations

In a literature review, we are subject to bias when choosing
which papers to include or exclude, and what search query we
perform. In this survey, because of the time and space con-
straints, we chose to focus on encrypted multimaps, which are
a widely used instance of StE, without diving into encrypted
graphs or other data structures.

Being aware of this bias, we covered use cases and func-
tionality of encrypted graphs without exploring the details of
the underlying StE schemes.

Generative Al was only used to provide grammatical and
syntactic improvements to the text, not to create content.

The impact of this paper extends outside of research on
Structured Encryption or related technologies. Indeed, read-
ers might use this paper to choose an encryption technology
to handle their own data. As we do not know the type of data
and its security requirements, we must ensure that all the in-
formation present in this report is correct to allow the reader
to make an informed decision. The consequences of a reader
using an encryption scheme thinking it is secure while it is
in reality vulnerable could be dire. Think of a hospital using
an insecure SSE scheme to outsource their private medical
records for example which could leak the private information
of the patients.

7 Conclusion and Future Work

In this report, we analyzed the state-of-the-art Structured En-
cryption technologies, which allow a client to store a data
structure encrypted on a remote server while still being able
to efficiently perform queries on the data. It was first intro-
duced by Chase and Kamara in 2010, but the field now in-
cludes many different schemes for different purposes [3].

StE allows for a variety of queries on structured data.
For multimaps storing keyword-annotated documents, mod-
ern StE schemes allow for single-keyword search, boolean
queries, substring and wildcard searches [7] [30], as well as
the addition and deletion of new keywords and documents
[86]. For numerical data, range queries can be performed
[32]. The combination of the preceding schemes can be used
to create a structurally-encrypted database supporting a large
subset of SQL [9] [43]. More complex schemes exist to en-
crypt graphs, and perform focused subgraph and shortest path
queries [3] [46].

These features of StE are achieved with sublinear query
complexity in the amount of data elements. To achieve such
efficiency, StE must accept to leak some information to the
server. Many attacks have been performed on schemes leak-
ing the access and volume information (what data is ac-
cessed and how large the query result is) [14] [57]. Dynamic
schemes have also been proved to be vulnerable to injection
attacks [13]. This shows that very fast queries come at a se-
curity cost, and slower schemes providing better security and
less leakage should be preferred over insecure faster schemes.

Compared to FHE and MPC, StE only provide functional-
ity for queries over encrypted structured data, while FHE and
MPC provide a universal ways of performing secure compu-
tations between untrusted parties. FHE can be used a secure
cryptographic primitive to perform very secure search as well,



but its efficiency makes it unpractical for real-world applica-
tions. StE performs very well for dynamic PSI (Private Set
Intersection), which is a problem usually handled by MPC
[81].

TEEs are not built for the same threat model as StE, but
can also be used for encrypted search, and achieve near-native
performance. They are however sensitive to attacks that are
very hard to mitigate: architectural attacks and side-channel
attacks, which do not apply to StE [78].

ORAM can be used a secure cryptographic primitive com-
bined with StE to provide schemes hiding the access pattern,
hence with improved security, at the cost of a small overhead
[40]. On its own, ORAM hides only the access pattern of
data, and doesn’t keep track of the data structure like StE.

There have not been much comparison between the five
techniques: FHE, StE, MPC, TEEs and ORAM. Future re-
search could focus on creating a precise benchmark between
those techniques on specific problems and use cases, with a
clear table comparing the difference in performance of each
technique.

On the specific topic of StE, there has not been much re-
search about server-side querying, a scenario where the server
should be able to perform some type of queries on the struc-
turally encrypted data. Agarwal et al. explored this concept
for their PSI implementation, but they have been the only one
[81]. The field could also benefit from new schemes designed
for active adversarial models, such as Verifiable SSE/StE,
and studies on the weaknesses and strengths of such schemes
against the state-of-the-art schemes.

In conclusion, StE schemes are an efficient way to query
over encrypted data, that can and are used in real-life situa-
tions, but secure schemes come at an efficiency cost, which is
preferable to the leakage of sensitive information by very fast
but insecure schemes.

A Scopus Query

The exact Scopus query used for this research is the follow-
ing:

( TITLE-ABS-KEY ( "structured encryption” ) OR TITLE-
ABS-KEY ( "encrypted multimap” ) AND NOT TITLE-ABS-
KEY ( ”homomorphic” ) ) AND ( EXCLUDE ( LANGUAGE
, "Chinese” ) ) AND ( EXCLUDE ( DOCTYPE, "cr” ) )

B Attacks against StE

The success rate of the IKK attack by Islam et al., the Count
attack by Cash et al., and the file-injection attack by Zhang et
al. are plotted in Figures 1 and 2.

C General Comparison Table

The general comparison between FHE, ORAM, MPC, StE
and TEE is summarized in Tables 1 and 2. It covers the as-
pects of functionality, efficiency, security and usability.

D PSI Protocols

Table 3 compares the PSI protocols mentioned above, based
on StE, MPC, FHE and TEEs. It outlines the main differ-
ence in terms of dynamic update capabilities, overhead and
information leakage.
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Figure 1: Comparison of the query recovery rates when server has
partial knowledge of true document set for the IKK and Count at-
tacks. Enron dataset, 500 keywords, 150 queried uniformly. [12]
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Figure 2: Comparison of Count and File-injection attacks for query
reconstruction corresponding to a single token. [13]
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