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Summary

Watching without being seen and listening without being heard with the aim of gaining
strategic advantage. This is surveillance and every nation that has the means to do so,
engages in it. Government surveillance is intended to increase a nation’s security; in so
doing it inevitably invades others’ privacy. Although surveillance is not a new
phenomenon, and the debate over privacy and security is not novel, the course of this
PhD has seen discussion renewed over these subjects as they have moved from the
shadows to a topic of dinner table conversation (or perhaps, more accurately, to a topic
of social media exchange). The debate typically focuses on privacy vs. security and
whether or to what degree one should be exchanged for the other.

Fueling the current debate is not traditional, human surveillance, but surveillance
technology. Surveillance technology includes a myriad of instruments, including CCTV,
drones, satellites, listening devices, and perhaps particularly, wiretapping (of phones
and internet) and technology that monitors and analyzes internet activity, such as deep
packet inspection. The purpose of employing this surveillance technology is to gain
strategic advantage over the adversary, whether that be a state actor or criminal or
terrorist organization. Whether the technology contributes to gaining that advantage -
i.e. achieves the security goal for which it was employed - is a question of effectiveness.

Although less discussed, effectiveness is a central element of the surveillance debate. To
judge if a technology’s surveillance is proportionate to the privacy invasion incurred, if
or to what degree the technology contributes to increasing security must firstly be
established. Evaluations of technology typically focus on performance - how well the
technology operates, such as the quality of the image it produces. Effectiveness,
however, examines whether gaining that footage contributes to the security goal of
identifying members of a terrorist organization, learning about a state’s nuclear
program, etc.

Studies on the effectiveness of surveillance technology are scarce. Limited research has
been done related to law enforcement use of surveillance technology and effectiveness,
and concerning the effectiveness of counterterrorism programs. Apart from this, and
CCTV research tackling the question of effectiveness in recent years, few studies on
effectiveness have been carried out. This lack is particularly apparent in the realm of
intelligence work, the domain largely concerned in the surveillance debate. This gap in
research led to this dissertation’s research question: How is the effectiveness of
surveillance technology evaluated in intelligence work? The purpose of this PhD is not to
measure the actual effectiveness of pieces of surveillance technology, but to examine
stakeholders’ treatment of this topic and the discourse surrounding it.

vii



A serious consideration of effectiveness quickly leads to a consideration of the
complexity of the issue and a realization that effectiveness is not determined in a
vacuum. That is, determination to deploy or continue use of a technology rests on
considerations of cost and proportionality, as well as whether it is strictly effective or
not. This dissertation, therefore, in studying how effectiveness is evaluated, also
analyzes how cost and proportionality are considered in this assessment. This is
referred to as “overall effectiveness,” which includes the elements of cost,
proportionality, and “strict effectiveness.”

Virtually everyone, whether conscious of it or not, has an interest in surveillance
technology being effective. This includes the general public, law enforcement and
intelligence officials who use the technology, privacy advocates, oversight bodies, and
policy makers - the consumers of intelligence. This PhD examines how three of these
stakeholder groups evaluate the effectiveness of surveillance technology in intelligence
work: intelligence practitioners, oversight bodies, and the public. A separate chapter is
devoted to each.

The individual studies of this dissertation are as follows:

The first study, in Chapter 2, lays a groundwork of examining several National Security
Agency (NSA) surveillance technologies: wiretaps, PRISM, decryption, exploitation, and
analysis tools and databases. This provides a general framework of some of the kinds of
technologies employed by intelligence services. The focus on the NSA was a result of the
center stage position forced upon this agency and its surveillance due to the Snowden
leaks, which led to these types of technologies being at the center of the surveillance
debate. These technologies were analyzed to understand how they function and what
they do, and to what extent the label “mass surveillance,” a categorization assigned by
the media, was accurately applied. (Although the media used the term “mass
surveillance” here we replace it with “bulk collection.”)

This chapter cut through a lot of the noise surrounding NSA’s surveillance technologies,
to analyze their capabilities and classify them on a scale of targeted to bulk collection
technology. The results inform the rest of the dissertation with an understanding of the
kinds of technologies under discussion. On the one hand, they demonstrate that this
discourse includes a wide range of technologies - from bulk collection to targeted, with
various in-between possibilities. On the other hand, they help in understanding that
when stakeholders debate questions of proportionality, they have technologies capable
of bulk collection in mind.
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Chapter 3 investigates what intelligence practitioners say regarding the effectiveness of
surveillance technology. While it is impossible to fully know how practitioners evaluate,
given the classified nature of their work, analysis of their statements regarding
effectiveness sheds enough light on the subject to determine what measures of
effectiveness they value. This study analyzed public statements made by the directors of
the U.S.’s NSA and Central Intelligence Agency (CIA) and the U.K’s Government
Communications Headquarters (GCHQ) from 2006 and 2016, and conducted 8
interviews of officials involved in the output of intelligence.

Findings showed effectiveness evaluations to be lacking; they also unveiled, however,
seven measures of effectiveness valued by intelligence officials. These measures were
not identified from evaluations performed, but were dug out of practitioners’ discourse
on surveillance technology. The measures were: attacks thwarted, lives saved, criminal
organizations destroyed, output (reports generated and data used in criminal cases),
context (how surveillance programs complement other tools), support rendered to
other agencies, and an informed policy-maker. While the subject of cost did not often
appear in the data analyzed, cost considerations were found to be the driver behind
formalized evaluations of surveillance programs. Effectiveness, strictly speaking, was
rarely spoken of, but when it was addressed it was usually in the context of cost.
Proportionality, on the other hand, was a much-discussed topic. Intelligence officials
consider proportionality to be established by the law and oversight bodies; they
themselves then act within these parameters. Significantly, practitioners make a sharp
distinction between bulk data collected according to algorithms, and the limited
selection of this data that is seen by human eyes.

Chapter 4 turns to oversight bodies and their evaluation of effectiveness. It studies the
oversight bodies of the NSA, CIA, and GCHQ, analyzing the public documents and
statements issued by these bodies from 2006 to 2016. This study found that like
intelligence practitioners, oversight bodies rarely treat the question of the effectiveness
of surveillance technology. Only one instance was found in which an oversight body
directly addressed this issue. Rather, oversight bodies look to and call on intelligence
agencies to perform such evaluation. Values and measures of effectiveness that oversight
bodies hold mirror those of intelligence officials. These findings point to a (perhaps
inevitable) dependency of oversight bodies on intelligence officials, who work with and
know the surveillance technology, to indicate how to assess the technology and to carry
out the evaluation. This chapter unearthed a trilemma of successfully evaluating the
three elements of effectiveness, cost, and proportionality simultaneously. Oversight
mechanisms are typically established to oversee one of these three elements, focusing
on questions of budget or legality, for example. Even in cases where their mandate
covers all three, they never evaluate all three simultaneously. These are three conflicting
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goals, making it an impossible trilemma for an oversight body to successfully address all
three at once.

Chapter 5 studies the public as a stakeholder, using surveys of Dutch students and their
parents over three consecutive years. The study was designed to examine the public’s
views on the effectiveness of surveillance technology, and the relation between its
perceptions of effectiveness and views on privacy, and effectiveness and views on
acceptable cost of surveillance technology. Findings indicated that the public does not
engage in a trade-off with regard to effectiveness-privacy, nor with regard to
effectiveness-cost, but rather expects all three - effectiveness, privacy, cost - to be
delivered simultaneously. Supporting other studies, this work indicated that people tend
to be divided into groups of being either trusting or concerned. Those that are trusting
believe surveillance technology to be effective and non-privacy invasive, while those that
are concerned find surveillance technology to be both ineffective and invasive of their
privacy. This chapter found that these groups may be age-dependent, with students not
yet solidified into being either uniformly trusting or concerned.

Chapter 6 revisited the findings in chapters 3 and 4 of intelligence practitioners and
oversight bodies rarely addressing the question of effectiveness, to dig deeper and find
the source of this lack. This study began with the hypothesis that bureaucracy may be a
root cause, and used James Q. Wilson’s work to examine this hypothesis. The results of
this research found the hypothesis to be correct. Bureaucracy in democracies results in
intelligence agencies having conflicting goals because the legislative bodies that direct
them cannot decide which goal to give priority; in intelligence agencies being procedural
organizations which means they are difficult to oversee and their outcomes difficult to
evaluate; in oversight bodies establishing rules and procedures but not helping in
assessing if the job has been done well; in workers and managers having an inclination
toward what is easier to perform and measure (cost and legality vs. effectiveness); and
in politics in a democracy resulting in government being bound to its constituents and
their conflicting demands.

In answer to the main research question of how the effectiveness of surveillance
technology is evaluated in intelligence work, this dissertation found that effectiveness
evaluation is lacking. Only two instances of evaluation were identified and these were
one-off assessments. While the research identified measures of effectiveness that
intelligence practitioners and oversight bodies value, actual evaluation is largely absent.
This lack can be attributed to bureaucratic constraints found in a democracy, which
result in conflicting goals, employees concentrating on what is more easily measurable
(e.g. cost rather than effectiveness), and intelligence agencies being difficult to oversee
and with outcomes elusive to evaluation. How the public views effectiveness evaluation
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is diametrically opposed to the approach of government stakeholders. The public
demands effective surveillance technology, at a reasonable cost, while protecting
privacy, while the government recognizes an impossible trilemma of delivering all three
of these factors simultaneously.

Democratic governments, thus, find themselves in an impossible situation of trying to
simultaneously meet all the public’s conflicting demands, while in reality being forced to
perform trade-offs. As a possible way out of this impasse, this PhD proposes an
independent third-party evaluation of overall effectiveness (strict effectiveness, cost,
and proportionality). The reviewer would be highly qualified, possessing the necessary
security clearances and having access to classified information, but the report itself
would be fully public. This approach would bring neglected elements of effectiveness
into the debate, as well as break the charged starting point of security vs. privacy. It
would also provide more transparency, a necessary element for intelligence agencies to
gain the public’s trust.

This dissertation concludes with a reflection on additional actors in the effectiveness
debate, and a discussion of frameworks and trust. Two frameworks for evaluating
surveillance technology were developed in connection with this PhD; the dilemma of
such an approach is discussed. That is, while assessment models may be useful in theory,
if root causes of the lack of effectiveness evaluation are not examined and addressed,
then creating evaluation models becomes an empty exercise. Such models will never be
used if the root causes of the lack are not identified and dealt with. The issue of trust is
also raised. Arguably, the core issue surrounding surveillance is not its effectiveness nor
its invasiveness, but a matter of trust in the institutions conducting it.

Limitations to this research include the decision to focus on intelligence work, which is
forcibly secret. Relying on open sources means the picture of intelligence agencies’ and
their oversight bodies’ treatment of effectiveness is perhaps incomplete. For the study
on the public, Dutch students and their parents were the subjects, with survey questions
focusing on certain types and scenarios of surveillance technology. Different types of
technology in different scenarios and/or another sector of the public may yield different
results. Lastly, in order to facilitate research, slightly varying angles were taken on
analyzing the various stakeholders: intelligence practitioners’ statements on
effectiveness, oversight bodies’ evaluation of effectiveness, and public views on
effectiveness.

This dissertation has scientific implications both within and outside the security field.
For example, the security trilemma and its conflicting goals of effectiveness, cost, and
proportionality could be applied to smart metering, commercial collection and use of
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online data, and health care monitoring systems - areas that are, in fact, surveillance of
another kind. The finding of the lack of effectiveness evaluation could also be applied to
other arenas (e.g. the private sector, environmental programs) to determine to what
degree programs and technologies are assessed for actual effectiveness in other
domains. The realities of bureaucratic constraints discussed in this dissertation are
relevant for studies on government reforms, intelligence and oversight reforms, and
questions of governance vis-a-vis surveillance technology. The identified measures of
effectiveness valued by intelligence practitioners and oversight bodies are useful for
future research in privacy and in policy. And the identified impasse created by public
demands to deliver all three elements of effectiveness, cost, and proportionality
simultaneously versus the reality of the security trilemma faced by the government
could (and should) be incorporated into future surveillance studies.

Social implications include a proposal for an independent reviewer of overall
effectiveness. More generally speaking, this dissertation provides a starting point for
establishing objectified evaluations of effectiveness, and for a more honest dialogue
concerning the complexities of effectiveness assessment, the security trilemma, and the
fetters of bureaucracy, all of which directly influence surveillance technology and its
evaluation.
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1)

2)

3)

4)

5)

6)

7)

8)

Propositions

Intelligence agencies and oversight bodies face a security trilemma of being
forced to give up one element of strict effectiveness, cost, or proportionality in
order to successfully deliver the other two. (This proposition pertains to this
dissertation.)

The surveillance dialogue needs to be more honest, discussing the complexities
of evaluating effectiveness, the security trilemma, and bureaucratic constraints.
(This proposition pertains to this dissertation.)

A possible partial remedy to the lack of effectiveness evaluation is an
independent reviewer possessing the necessary security clearances and writing
a public report. (This proposition pertains to this dissertation.)

Democracy in the age of social media may not prove able to withstand the
subversive tactics of non-democracies intended to foment, deepen, and solidify
divides among the population.

Much of the surveillance debate will continue to focus on privacy vs. security
without much focus on effectiveness, as politicians and advocates seek out
politically charged and divisive topics that can be easily used for political
agendas.

The core issue of debates surrounding government is a matter of trust. No
amount of new policies and laws will quiet critics distrustful of government
bodies.

The secret sauce of private surveillance - what is collected, how and how long it
is stored, etc. - is arguably more worrisome than government surveillance, as
the government is restricted at least to some degree by law, while the private
sector is left largely unfettered by current regulation.

A democratic state’s attention to its values - e.g. liberty of the people, limitation
of state power — weakens its surveillance capabilities causing it to lose to its non-
democratic, often dictatorial enemies who wield unrestricted surveillance to
strengthen state power.
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9) When the Dutch hit on a good thing they stick with it: Gouda cheese, Speculaas
cookies, blue Smelne boats with rope trim, exactly 10 thesis propositions, etc.

10) Raising children is far more challenging, time consuming, sleep-depriving, and
brain-rackingly difficult than any PhD, and yet no diploma is awarded.
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Chapter 1
Introduction

1.1 Problem definition

The surveillance debate

Surveillance is not a recent phenomenon. Human beings have engaged in spying on each
other since time immemorial, with examples dating as far back as Biblical times (The
Bible, Numbers chp. 12). Surveillance provides a window into what the enemy is doing
without the enemy knowing. This is crucial for military battles — without an intelligence
edge, commanders are at great disadvantage in war. Sun Tzu, a Chinese general and
military strategist from the 6t century, famously said, “Know thy enemy.” The way to
know one’s enemy is to engage in covert activities. Knowing what the other is doing,
allows one to counter his moves, prevent him from gaining the upper hand, and thereby
advance one’s own interest. Surveillance, obviously, is not limited to classic war
scenarios. It is necessary for gaining strategic advantage in peace as well. Used for
gaining insight on countries, groups, or individuals considered to be threats, or for
gaining economic or political edge in negotiations, peacetime surveillance is an integral
part of any country’s security.

Although perhaps not as ancient, the debate that surrounds surveillance is also not new.
This discourse turns around methods and the extent to which a democratic government
conducts surveillance. This debate was renewed and intensified by the Snowden leaks,
beginning in June 2013. Whether or not a government should conduct surveillance on
its own citizens, whether non-citizens are fair game, collection parameters, and privacy
protections are all part of the discussion.

At the center lies the question of what many call privacy vs. security. That is, whether or
to what extent privacy must be exchanged for greater security. There are those who
argue that a certain amount of intrusion is paramount to protecting a nation’s security.
And there are those who argue that privacy must come first and not be sacrificed for so-
called security, or further still, that governments exaggerate the terrorism threat and the
role of surveillance to justify their use of surveillance. Literature on the subject abounds,
discussing it from a plethora of angles and perspectives. At the heart of surveillance and,
therefore, of this debate sits surveillance technology.



The technology

While the traditional method of simply observing with human eyes still exists, the use of
technology is central to modern surveillance. Indeed, it is the surveillance via technology
that seems to fuel the debate. These technologies include a vast spectrum, with video
surveillance, such as CCTV, being perhaps the most prominent. CCTV comes in a
multitude of forms, such as stand-alone or part of a modular system, activation-triggered
or on continuously, detection of objects or of motion, fixed position or rotational,
infrared, etc. Other types of technology, such as image detection systems, are often used
with the CCTV for purposes like traffic monitoring. This means the system automatically
detects certain activity (e.g. congestion) without human monitoring.

Satellites and drones with mounted cameras also perform surveillance through imagery.
These are most often associated with surveillance of foreign countries, although in
recent years, controversy has arisen over police department use of drones.

Audio surveillance in various forms of “bugs,” or listening devices (perhaps bringing to
mind James Bond style gadgets) can be placed in cars, homes, conference rooms, public
spaces, or any manner of object (e.g. a coffee cup) to listen in on conversations. Wiretaps
are another method of surveillance through listening. This involves surveillance officers
tapping into a suspect’s phone calls to gather evidence of criminal activity.

In the modern era of computer and internet activity, surveillance technology can include
key logger software, which logs everything that is typed on a specific computer, as well
as technology that monitors internet activity. Wiretaps exist in this arena as well,
capturing data off fiber-optic cables. Deep packet inspection (DPI) monitors and
analyzes internet traffic in real time. It is configured to identify certain kinds of traffic,
such as specific IP addresses or VPN connections. All these surveillance technologies,
from CCTV to DPI, are intended to contribute to gaining a strategic advantage through
some form of “seeing” and listening.

The evaluation

Whether or not these technologies actually serve to gaining the sought-for advantage, or
put another away, whether they accomplish their intended security goal, is a matter of
effectiveness. The security goal could be learning the intentions of a country’s leader, the
level of its military force, the hierarchy of a criminal organization, the members of a
terrorist cell, or the location of a wanted person’s hideaway. Whether or not the
surveillance technology contributes to achieving this goal is a starting point for
determining if the technology should continue to be used for this purpose.
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The question of effectiveness is strongly tied to the surveillance debate. The focus of this
debate typically centers on privacy, but determining to what degree the technology
contributes to the security goal is an equally, if not more, fundamental starting point. To
judge if the privacy-security exchange is proportionate, one must first establish that the
surveillance technology is contributing to the security side of the equation. This requires
an evaluation.

Evaluation of surveillance technologies typically brings to mind performance-oriented
assessments, rather than effectiveness evaluations. Performance focuses on how well a
technology operates, while effectiveness refers to whether the technology contributes
to the security goal of identifying members of the criminal organization, or whatever the
case may be. The performance of a technology - e.g. image or sound quality - is obviously
necessary for good surveillance. Studies evaluating surveillance technology tend to be
technical in nature or be compartmentalized to one kind of technology. For example,
Venetianer and Deng (2010) discuss challenges and solutions to evaluating intelligent
video surveillance technology. The authors also describe the development of
performance evaluation in the computer vision community, referencing numerous
papers that evaluate vision algorithms and that discuss testing requirements. Other
papers discuss tracking-based event detection, specifically in relation to traffic and
transportation (Buch et al. 2009, Fuentes and Velastin 2004). These examples highlight
evaluation of surveillance technology performance - how often the system accurately
detects congestion, classifies vehicles, etc.

In the realm of CCTV, studies have moved beyond only assessing performance to
determining whether or not the technology is effective in carrying out its intended
security goal. Initial studies gave mixed and contradictory results, but more recently
CCTV has been found to be effective in certain environments (Gill and Spriggs 2005,
Ratcliffe 2006, Welsh and Farrington 2009, Caplan et al. 2011).

Among studies on surveillance technology effectiveness, the domain of CCTV is the most
developed. Other research on the topic focuses on law enforcement use of surveillance
technology, rather than on intelligence agencies. This is likely due to law enforcement
work not being classified and therefore, more readily accessible. As a whole, however,
apart from CCTV, a great deal of effectiveness studies do not exist.

The stakeholders

Whether these technologies serve their purpose and are effective is of interest to
everybody. The “everybody” that has a stake in surveillance technology being effective



includes practitioners who use the technology, both in law enforcement and intelligence;
government officials on the receiving end of intelligence; oversight bodies; privacy
advocates; and the public.

In law enforcement, officers, detectives, and analysts make use of surveillance
technology to investigate crime, to gather evidence against and ultimately prosecute
suspects. Without effective surveillance technology law enforcement officials cannot
successfully perform their job. Likewise, intelligence practitioners depend on effective
surveillance technology to gather information on state and non-state actors. Intelligence
analysts and operations officers rely on this technology to deliver intelligence to heads-
of-state and functionaries. The government officials consuming the intelligence make
decisions on policy and action to be taken against states, terrorists, criminal networks
and individuals, etc. based on the intelligence they receive.

Oversight bodies evaluate the performance of intelligence services and ensure these
agencies stay within the bounds of the law in carrying out their duties, and that they do
not waste taxpayer money in doing so. Surveillance technology is a factor in all these
areas. Oversight bodies carry the power to penalize the intelligence services and to
restrict and govern through law and regulation how the agencies carry out their job.

Privacy advocates champion individuals’ right to privacy. Consequently, they often find
themselves at odds with government officials over the use of surveillance technology.
Privacy advocates are equally in favor of effective surveillance, but not at the expense of
privacy. In their view, the protection of innocent citizens’ right to privacy comes first and
should be protected at all costs. Perhaps more than any other party, they challenge
whether this technology is, in fact, effective.

The public’s interest in effective surveillance technology comes at every level as its
security and national interests, tax money, and privacy are all affected by it. Public
opinion in democracies carries great weight with the public holding the power to elect
and dethrone representative members of government, ultimately influencing the
enactment of law and policy.

Effectiveness evaluation and its complexities

Effectiveness and its evaluation is a complex issue, as a serious discussion of the topic
quickly reveals. This can be demonstrated with the well-known example of former NSA
director General Alexander’s statement in 2013 that certain NSA surveillance programs
(then under attack due to the Snowden leaks) had disrupted 54 terrorist activities. While
the accuracy of this number was much debated in the media, consideration of this case
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should lead to the deeper point of how does one measure effectiveness. The number of
attacks thwarted, plots disrupted, or would-be terrorists arrested might seem an
obvious measurement of success. But this only applies to terrorism cases and to
technology that is yielding information directly related to an attack. Surveillance is used
for much more than counterterrorism, and in the world of intelligence much of
surveillance is used for informing policy makers and heads of state. Information comes
from various sources to form an (incomplete) whole. Some surveillance technology may
yield background information about a situation or group, but not the “golden” key
information sought. In these cases, should effectiveness be assessed according to the
information gained via the technology? This raises the obvious questions of quality and
quantity. A technology should not be deemed effective just because long-winded reports
are produced if those reports are of little value. But it is also not so clear that a technology
should continue to be used if it has yielded only one piece of useful information over an
extended period of time, even if that information was key. Presumably, most surveillance
technologies will be effective some percentage of the time, but where does the threshold
lie that establishes a technology as effective? Does it need to be effective 50% of the time?
More? Less?

Considering these questions reveals the complexity of assessing effectiveness. It is not a
simple question of counting the number of attacks prevented. Who is doing the assessing
also plays a role. What might be considered effective by one party is not to another. On
the U.S. Privacy and Civil Liberties Board, a majority of three members found a particular
surveillance program to be ineffective, while one member judged it to be effective based
on the information it collected being potentially useful in a future time-sensitive
scenario. In other words, the surveillance program had collected information that
currently had shown no usefulness, but in a future scenario of an impending terrorist
attack this information could be searched, potentially yielding key information to stop
the attack. In the view of this board member the potential usefulness of this information
rendered its collection and thereby the surveillance program employed, effective. The
fifth board member found the program to be effective based on its use to triage threats
and verify intelligence collected elsewhere.

Both of the above dissenting board members judged the surveillance program in
question to be effective, not based solely on the usefulness of the program, but also in
consideration of privacy intrusions. They concluded that the program was effective
based on the value they attributed to the program coupled with what they believe to be
a small actual privacy intrusion (due to no location or personal identifying information
being collected, as well as to the strict safeguards in place regarding use of the data). As
evidenced here, effectiveness is not determined in a vacuum. Even once measures of
effectiveness have been established, the effectiveness evaluation does not stop there.



Considerations of proportionality play a role in ultimate determinations of effectiveness.
Likewise, cost is a very real practical factor that influences decisions to deploy or
continue use of specific technologies. These additional elements factor into stakeholder
evaluations of effectiveness and ultimate effectiveness conclusions.

1.2 Research question

While the privacy topic has been well-studied and some understanding of law
enforcement use of surveillance technology has been gained, effectiveness and
surveillance technology use in intelligence is still poorly understood. This dissertation
focuses on three elements related to the surveillance debate and to surveillance
technology that have been minimally studied: effectiveness, surveillance technology,
and intelligence. It brings together the themes of the privacy-security debate, the
evaluation of surveillance technology, and effectiveness, examining what this
dissertation calls “overall effectiveness” (effectiveness, cost, and proportionality) in the
context of surveillance technology use in intelligence agencies. The resulting main
research question is as follows: How is the effectiveness of surveillance technology
evaluated in intelligence work?

This question moves from solely focusing on privacy or concentrating uniquely on
technology to focusing on effectiveness, bringing these elements together as a greater
whole. And it does so in the largely hidden realm of intelligence work. This dissertation
examines how different stakeholders evaluate effectiveness and how they assess cost
and proportionality in their evaluation.

Stakeholders

This dissertation examines three groups of stakeholders - intelligence practitioners,
oversight bodies, and the public - and their treatment of effectiveness. The decision was
made to focus on surveillance technology in intelligence agencies as opposed to law
enforcement. Intelligence agencies are necessarily more secret and consequently less is
known about them than police agencies. This renders them both more difficult and more
interesting to study. The lack of study surrounding intelligence agencies, their use of
surveillance technology, and their treatment of effectiveness, as well as surveillance by
intelligence services being a front and center topic at the start of this PhD led to
intelligence practitioners being chosen as a stakeholder.

Oversight bodies play an important role in “seeing” inside intelligence agencies and
ensuring they act according to the law, and yet relatively little is known regarding how
oversight bodies approach the topic of effectiveness. It seemed logical and necessary to
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follow the chapter on intelligence practitioners with a study of oversight bodies as a
stakeholder.

The public was selected as the final stakeholder due to its ultimate influence on policy-
making and laws surrounding surveillance. Few studies on the public have zeroed in on
the effectiveness question and its relationship vis-a-vis proportionality and cost.
Obviously, any study of the public is limited to a certain number or group. The sector of
the public chosen here was Dutch university students studying security and their
parents. This allowed for study of 1) the Dutch public, previously not done in relation to
surveillance and effectiveness and 2) security studies students, also previously
unexamined and potentially holding differing views to the rest of the population.

Surveillance technologies studied

The surveillance technologies discussed in this dissertation varies by chapter. In chapter
2 specific NSA surveillance technologies are named and analyzed. These technologies
were selected prior to the study based on the media debate surrounding them and the
availability of information on them. In the subsequent two chapters on intelligence
practitioners and oversight bodies, “surveillance technology,” in principle, includes any
and all types. These studies were performed without selecting specific kinds of
technology, but rather analyzing data in which these stakeholders were discussing any
kind of surveillance technology. Out of the data, technology dealing with
communications (telephone data, internet, email, etc.) became the focus, as these were
the kinds of technology under discussion. Other technologies, such as drones and
satellites were also mentioned, but the vast majority of the material was related to
surveillance technology treating communications data. Therefore, based on the data,
these kinds of technology became the focus for these chapters. The study on the public
was based on a survey, which asked questions about certain kinds of surveillance
technology, making these types the focus of that chapter.

1.3 Methodology

The dissertation begins with an examination of several specific NSA surveillance
technologies. These technologies were selected due to the Snowden leaks, which
brought these kind of systems to the forefront of the surveillance debate. Thus, chapter
2 examines NSA technology that frequently appeared in news headlines. The choice of
the NSA and its technologies versus another intelligence service was for the same reason
- these surveillance programs were often under discussion, but without much analysis
of the technology itself. Additionally, there was more information publicly available on
these systems. This chapter answers the sub-question: #1 What kinds of surveillance
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technology does the NSA employ and how can they be categorized? The Kkinds of
technology that became the focus for the chapters on intelligence practitioners and
oversight bodies were also the types examined in this first chapter. Knowing the
technology itself, how it functions and how it can be employed, is a fundamental starting
point to any evaluation.

In chapters 3-5 the main research question - How is the effectiveness of surveillance
technology evaluated in intelligence work? - was applied to the three groups of
stakeholders of intelligence practitioners, oversight bodies, and the public. Due to the
nature of these groups, slightly different angles were needed to analyze this question.
Regarding intelligence practitioners, it is impossible to know how they evaluate
effectiveness. Their work is classified - speaking about it is illegal and any pertinent
documents are inaccessible. What is possible to study, however, is how intelligence
officials speak about effectiveness in public settings and documents, thus allowing some
insight into how they treat this subject. This method was employed, and the related sub-
question was: #2 What do intelligence practitioners say about the effectiveness of
surveillance technology? Oversight bodies, on the other hand, produce many public
documents, making it more feasible to study how they evaluate effectiveness. Therefore,
to study oversight bodies the documents they produce were examined to respond to the
following sub-question: #3 How do oversight bodies evaluate the effectiveness of
surveillance technology?

The public, of course, does not perform actual evaluations of effectiveness. It does not
have access to the results, or intelligence gained, via surveillance technology, and
therefore cannot measure its success. It does hold perceptions, however, of whether
surveillance technology is effective or not. These perceptions were studied via surveys
in response to the question, #4 How does the public perceive the effectiveness of
surveillance technology? For all three stakeholders the following sub-question was also
asked: #5 When considering effectiveness, how are factors, such as cost and
proportionality taken into account?

A significant finding from the chapters on intelligence practitioners and oversight bodies
is that there is a significant lack of effectiveness evaluation of surveillance technology.
This led to asking, #6 What is the underlying cause for the lack of evaluation of
effectiveness? Chapter 6 hypothesizes that bureaucracy might be a root cause of this lack
and examines this question using James Q. Wilson’s seminal work on bureaucracy.

In the conclusion, the stakeholder perspectives are brought together to answer the main
research question. The impasse resulting from opposing perspectives and the security



trilemma are highlighted, and reflections given on the utility of prescriptive evaluation

models and the role trust plays in effectiveness judgments.

1.4 Dissertation outline

Table 1.1 below outlines the subsequent chapters of this dissertation and their

associated publications. Chapter 2 analyzes and classifies specific NSA surveillance

technologies. Chapters 3-5 deal with intelligence officials, oversight bodies, and the

public, respectively. The final chapter concerns bureaucracy and its role vis-a-vis the

evaluation of effectiveness.
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Chapter 2
NSA Surveillance Technology Explained!

2.1 Introduction

Many types of surveillance (phone tapping, collecting metadata, intercepting mail) used
by the NSA are not new to the world of espionage. What is new in surveillance, thanks to
huge advances in technology, is bulk collection. In the digital age, in which everyone’s
communication and information is stored and transmitted online it is now possible to
gather massive amounts of information rather easily. What formerly would have
required a laborious process of monitoring physical mail, tracking targets’ movements,
and entering homes or offices to gain information about a target’s activities, contacts,
financial information, etc., can now be done largely by monitoring their online activity.
And in a post-9/11 era where terrorism is a primary concern of governments, all this
information can be swept up not just about one person, but about thousands, potentially
even everyone, in the event that this information may prove useful later, and in the
interest of identifying and apprehending terrorists before they are able to act.

The objective of this paper is to gather information about NSA technical systems in order
to form a basis of understanding of the technology from which to then discuss the
effectiveness of surveillance technology. The analysis was performed from the
perspective of risk control. That is to say, the assessment focuses on an integral analysis
of the system rather than on computer science aspects.

1 This chapter has been published as: Cayford, Michelle, Coen van Gulijk, and P.H.A.J.M. van Gelder.
2015. “All Swept up: An initial classification of NSA surveillance technology.” Safety and Reliability:
Methodology and Applications. Edited by T. Nowakowski et al., 643-650. CRC Press/Balkema, European
Safety and Reliability Conference, Wroclaw, Poland. 2014.

The published article used the term “mass surveillance.” Subsequent studies revealed, however, that a
more accurate term would be “bulk collection.” Strictly speaking, “mass surveillance” refers to the
pervasive surveillance of an entire population or a substantial sector. This dissertation’s findings reveal
that the NSA does not engage in this kind of surveillance. Bulk collection, which as the name indicates,
refers to collecting data in bulk, is a more accurate term. Therefore, here we replace the term “mass
surveillance” with “bulk collection.”

Other small edits have been made related to changes with follow-up studies.

Formatting changes have been made in this and all chapters for consistency.
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This paper will provide an initial classification of NSA surveillance technologies as they
have been revealed in the recent Snowden leaks. The classification aims to group the
technology behind the confusing array of NSA operations and programs, and to rate it
on a scale of bulk collection to targeted surveillance. The following surveillance
technology categories are examined: wiretaps, PRISM, decryption, exploitation, and
analysis tools and databases. We then classify these technologies as they relate to bulk
collection or targeted surveillance.

Two factors have influenced our research. One is that what kind of surveillance
technology the NSA uses and how it works is all classified information. Therefore, much
of our examination and explanation is educated guessing based on recent leaks, previous
revelations, and an understanding of what methods and devices are available. Secondly,
the stories on the Snowden leaks have been published in a multitude of media sources
in various countries. This renders it more difficult to gather pertinent information into
a meaningful ensemble. Further, these leaks continue and information on these systems
may consequently change. Therefore, these are initial steps to understand NSA
surveillance technology and will be updated and improved as necessary.

2.2 NSA Surveillance Technologies

2.2.1 Wiretaps

Wiretaps on fiber-optic cables are likely the means by which the NSA accesses and
captures vast amounts of internet data. This would provide the basis for it to analyze and
map the information, identify specific targets, and deploy malware attacks. The
conclusion that the NSA is tapping fiber-optic cables is based on three things: 1)
According to an NSA slide, “Upstream” is “the collection of communications on fiber
cables and infrastructure as data flows past.” 2) The GCHQ operation TEMPORA is
known to be tapping into fiber-optic cables and to be working with the following telecom
companies: BT, Verizon Business, Vodafone Cable, Global Crossing, Level 3, Viatel, and
Interoute (Ball et al. 2013). 3) A 2006 court case against AT&T, which disclosed that the
NSA was wire-tapping fiber-optic cables at AT&T’s internet exchange point in San
Francisco.

Fiber-optic cables
Fiber-optic cables carry the world’s communications across the globe. More than

550,000 miles of these undersea cables connect our world (Fulghum 2010), carrying 99
percent of the world’s inter-continental data (Timberg and Nakashima 2013).
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Standard fiber-optic cables over land consist of 144 individual glass fibers; those
undersea consist of only 8 individual glass fibers. Each fiber carries 40-160 light wave
signals and each of these signals handles 10-40 gigabits of traffic (Fulghum 2010). The
data is turned into “ultra-short flashes of light. These flashes represent the zeros and
ones that all digital information is comprised of. A photodiode at the end of the cable
turns the light flashes back into electrical signals” (Schmidt 2013). The signals, however,
have to be re-amplified with a regenerator about every 80 kilometers otherwise they
will drop. Each fiber optic has to be to re-amplified separately, so the fiber optics must
be laid out separately rather than bundled together. If a cable was to be secretly tapped
this is the weak point at which it could be more easily done (Schmidt 2013).

Fiber-optic splitters

An even easier way to tap fiber-optic cables is to have the consent of the
telecommunications company to split the wires. This was the case with AT&T - the
company allowed the NSA to tap its cables.

To intercept AT&T’s signal at 611 Folsom St. in San Francisco, the NSA installed splitters.
A splitter is a piece of equipment that physically splits the cable and sends the signal in
two different directions. The simplest form of splitter is a “T” which has one signal
coming in and two signals going out. The NSA splitters used in this case were 50/50
splitters - of the signal that came in, 50% of it went out one fiber and 50% went out the
other. This does not refer to 50% of the data, but to 50% of the signal. That is, the signal
is split in half, making it weaker, but 100% of the data is sent through each of the two
signals. Essentially this means that a copy of the data is being made. The data is then sent
on its way to its original destination through one signal, and a copy of this data is sent
into another cable owned and operated by the NSA (see Figure 2.1).

Signal out (50%) Signal out (50%)

k3

i
- —

[-éfgi{él in (100%) |

Figure 2.1. 50/50 Splitter (Source: Declaration of ]. Scott Marcus, p.13)
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Effectively, these splitters were installed at an Internet Exchange Point. At the San
Francisco facility AT&T exchanged internet traffic with 16 companies with which it had
peering arrangements. The splitters diverted traffic related to AT&T’s Common
Backbone, the network that provides internet access (as opposed to telephone traffic).
[t is believed that all, or substantially all, of AT&T’s peering traffic was diverted through
the splitters, but that its own traffic was not. The splitters were placed on the fiber-optic
cables belonging to these 16 internet service providers (ISPs) before they reached the
AT&T Common Backbone. Thus, their traffic was copied, but AT&T’s own traffic was not
(Marcus 2006).

Deep packet inspection

After passing through the splitters, the copied data was sent into a secure room at the
San Francisco facility where it was processed by Narus equipment.

Narus is deep packet inspection (DPI) technology. DPI is the inspection and analysis of
internet traffic in real time. It extracts basic protocol information, such as source and
destination IP addresses, as well as the deeper layers of the traffic, which consist of the
actual content of the traffic.

DPI was designed by engineers for ISPs to optimize their networks. “The primary
technical capability underlying DPI is the ability to recognize. DPI has been developed to
detect, for example, applications, protocols, media content, viruses or data in a specific
format, such as credit card numbers” (Asghari et al. 2012). Once data is recognized the
ISP can manipulate it, for example, by blocking or prioritizing certain traffic. It can also
carry out notification actions, such as “generating reports, alarms or billing incidents”
(Asghari et al. 2012). Using DPI, ISPs can prioritize applications like VoIP to improve
service or identify illegal downloads. In other words, ISPs use DPI to look at the internet
activity of their customers and act upon it.

The Narus system at the AT&T San Francisco facility consisted of two parts - the Narus
Semantic Traffic Analyzer (STA) 6400 and the Narus Logic Server. Part one of the system
- the STA 6400 - monitors data packets for metadata that matches “key pairs,” such as
“a specific IP address or a range of IP addresses, a keyword within a Web browser
request, or a pattern identifying a certain type of traffic such as a VPN or Tor connection”
(Gallagher 2013). The matching packets are put into the second part of the system, the
Narus Logic Server. This second part consists of analytic processing systems that re-
assemble the network sessions of the matching packets, mine them for “metadata, file
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attachments, and other application data” then index and deposit the data into a database
(Gallagher 2013). Narus is capable of processing huge volumes of data and of storing the
traffic that it captures.

The amount of internet traffic that Narus can handle monitoring is directly related to
how many rules have been loaded into the machine watching the metadata flow past
(part 1 of the system). The more rules, or pre-configured filters, turned on, “the more
compute power burned and memory consumed per packet, and the fewer packets that
can be handled simultaneously” (Gallagher 2013). In the Narus system, if all the pre-
configured filters are turned on then the system can monitor 12 gigabits out of 20 (on a
two-way 10 gigabit Ethernet connection). To make the system more efficient and able to
monitor more of the 20 gigabits flowing past, some of these filters have to be turned off.
“In other words, to handle really big volumes of data and not miss anything with a traffic
analyzer, you have to widen the scope of what you collect” (Gallagher 2013).

Also present at the AT&T facility was what was referred to as the “SG3 backbone.” This
was a private backbone network, separate from AT&T’s backbone. It was believed that
this indicated that after the Narus equipment collected and processed data of interest,
the data was sent via the SG3 backbone to central locations for further analysis (Marcus
2006).

Possible additional locations of NSA splitters

AT&T staff revealed that besides San Francisco, NSA surveillance sites also existed in
Atlanta, Los Angeles, San Diego, San Jose, and Seattle. Using criteria based on the
assumption that the NSA would want to intercept the most data with the fewest number
of splitter sites, researchers at the University of Toronto have identified another 12 cities
that likely host NSA splitters. Of 1,319 U.S.-only internet data traffic routes in the
researchers’ database, only seven did not pass through one of these 18 cities suspected
to have NSA surveillance sites. That means that with splitters at these locations the NSA
could intercept 99% of U.S.-only traceroutes (Clement 2013).

Concluding remarks on fiber-optic cable tapping

The splitters at the AT&T San Francisco location were never known to be removed. The
aforementioned NSA “Upstream” slide mentions several code names in relation to the
Upstream program - FAIRVIEW, STORMBREW, BLARNEY, OAKSTAR. These code names
reportedly refer to specific telecommunications companies such as AT&T (Cohn 2013).
It seems likely that the NSA surveillance technology being employed in Upstream are
splitters placed on the fiber-optic cables along with DPI technology. The program,
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MUSCULAR, in which the NSA exploits the data links connecting Yahoo and Google data
centers, could also be using splitters and DPI to tap the fiber-optic cables connecting the
data centers.

Deploying splitters on fiber-optic cables is clearly bulk collection since a copy of all data
is made. And in this instance DPI would also qualify as bulk collection surveillance since
the parameters are set wide to capture as much data as possible.

2.2.2 PRISM

The Guardian article revealing the PRISM program reported that this program gave the
NSA direct access to the servers of major internet providers such as Google, Apple,
Skype, and Yahoo. The slide speaks of PRISM “collection directly from the servers” of
nine U.S. internet services providers. The interpretation by The Guardian and The
Washington Post was that this meant these companies were collaborating with the NSA
to give it a direct connection to their servers, to “unilaterally seize” all manner of
communications from them (Greenwald and MacAskill 2013). This proved, however, to
be erroneous.

The “direct access” described here is access to a particular foreign account through a
court order for that particular account, not a wholesale sucking up of all the information
on the company’s users. The court order gives the NSA access to the targeted account as
well as to the accounts it is in contact with. This follows in the same principle of a court
order on a phone number yielding the phone numbers the targeted phone has
communicated with (with the obvious difference of a Facebook page containing content,
while phone metadata does not). The NSA and the attorney general serve a court order
on one of these companies for one or more foreign accounts, say, for example, several
Facebook accounts in Pakistan. Those accounts are then monitored and their activity is
sent back to the NSA. This is where “direct access” fits in - the NSA has access to the
account in real time (Soar 2013). Marc Ambinder, writing in The Week, speaks of a
“mirror” of the accounts that the company somehow creates and only the NSA has access
to. When the selected account is updated the Facebook server and the mirrored server
are both updated in real-time. PRISM is the tool that allows the analyst to monitor and
analyze this data and all the data on foreign targets provided to the NSA by internet
companies in the U.S. (Ambinder 2013).

PRISM, then, is a targeted technology used to access court-ordered foreign internet
accounts.
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2.2.3 Decryption, or circumventing encryption

One of the NSA’s core missions is to decipher and break codes. Interestingly, however,
the leaks have shown that the majority of the NSA’s decryption efforts do not involve
actually breaking codes, but exploiting human elements and implementation software
to circumvent encryption. Further, while bulk collection programs aid in identifying
machines to exploit, the actual decryption - or circumventing of encryption - is done on
a targeted, rather than bulk collection scale.

BULLRUN is the NSA’s program dealing with defeating encryption. The Classification
Guide for Project BULLRUN states that the NSA has “some capabilities” against
encryption in HTTPS, VolIP, Secure Sockets Layer (SSL, used for online banking), VPNs,
SSH, and Webmail. The Guide also makes explicit that “‘capabilities against a technology’
does not necessarily equate to decryption.”

The NSA has various methods for defeating encryption - obtaining encryption keys,
backdoors, influencing encryption standards, and brute force. To obtain encryption keys
the agency issues court orders requiring companies to turn over keys; hacks into
companies to obtain the keys; or secures companies’ willing collaboration. The agency
reportedly maintains of database of the keys it collects (Simonite Sept. 6, 2013). The NSA
has also persuaded or coerced companies into installing backdoors into their security
systems. It can then get around the encryption by using these backdoors.

The agency purportedly influences encryption key standards. This would probably be
done through the National Institute for Standards and Technology (NIST) “which sets
U.S. cryptography standards and is influential worldwide” (Simonite Sept. 9, 2013). The
MIT Technology Review’s IT editor for hardware and software argues that it is unlikely
that the NSA compromised many of these most widely used standards because they were
developed by open groups outside the U.S. The one standard it did play a significant role
in developing is part of a cryptography toolkit - Suite B — used by the U.S. government
and its contractors. “Introducing backdoors into that would seem counterproductive to
the NSA” (Simonite Sept. 9, 2013).

The NSA also uses brute computer force to break weak encryption. Therefore, although
there is not yet evidence that the NSA has cracked SSL, experts have long warned that
the keys typically used with SSL are not long enough. A government agency or a large
company with significant resources could break the 1,024 bits long keys that most sites
use for SSL. Longer keys are necessary to protect against this kind of attack, but few
companies use them (Google and Facebook are just this year switching to longer keys.
Google’s key will be 2,048 bit.) (Simonite Sept. 9, 2013).
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The NSA capabilities under BULLRUN are interesting because they show the limits of its
abilities. The agency cannot break encryption. Its attacks against encryption use must be
done on a case-by-case basis. However, it also illustrates its ability (and potential) to
bring more data under its surveillance by bypassing encryption. Obtaining each
individual key or backdoor access is targeted; what this yields could be targeted or bulk
collection surveillance (e.g. it could read all the traffic of a company once it has the
encryption key). Where on the bulk collection-targeted scale decryption falls is therefore
somewhat variable. We have chosen to place it towards the bulk collection end of the
scale but not fully in this category since encryption keys and backdoors can give it access
to non-target data, but the agency does not have the capability to unilaterally bypass all
encryption.

2.2.4 Exploitation

To exploit - hack into - computers and other devices the NSA utilizes its secret servers
and software and hardware implants.

Secret servers

The NSA’s attacks using FOXACID are a good example of both its exploitation techniques
and how it circumvents encryption. FOXACID is a Computer Network Exploitation
system that matches potential targets with prepared attacks. It is a modular system that
allows exploits to be changed if discovered and only launches certain attacks against
certain targets. FOXACID is used to perform all kinds of attacks. One example is attacks
against Tor users (Schneier Oct. 4, 2013).

Tor - The Onion Router - is an online anonymity network. It is a problem for law
enforcement because criminals use it for communication and it makes identification of
the user, and hence, the criminal, excessively more difficult. Tor works by routing data
packets through multiple nodes, or relays, rather than taking the most direct path. Each
relay only knows the relay the data came from and the next relay it is going to. To the
websites visited, the location of the Tor user appears random.

To execute an attack, the first step is to identify Tor users on the internet. This is easy
for the NSA to do because the characteristics that make Tor anonymous also make all
Tor users look the same on the internet. However, the user’s identity and location remain
unknown. “The NSA creates ‘fingerprints’ that detect http requests from the Tor network
to particular servers” (Schneier Oct. 4, 2013). The fingerprints are then put into a
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database and data analysis tools are used to sort through all the internet traffic the NSA
monitors to identify Tor connections.

Once a Tor user is identified the NSA uses its secret servers on the internet backbone,
codenamed QUANTUM, to redirect those users to other secret servers, codenamed
FOXACID. Because QUANTUM servers are at key locations on the internet backbone, they
can react faster than other websites and thus impersonate the website the user is
wanting to access. They can respond to the request before the actual website can and
they look the same as the actual website. The target’s browser is thereby fooled into
contacting the FOXACID server. These kinds of attacks are a sort of race and are hard for
anyone besides the NSA to execute because they depend on “a privileged position on the
internet backbone” (Schneier Oct. 4, 2013). This is known as a man-on-the-side attack.

“By the time the NSA tricks a target into visiting one of those servers, it already knows
exactly who that target is, who wants him eavesdropped on, and the expected value of
the data it hopes to receive” (Schneier Oct. 15, 2013). Based on this, FOXACID
automatically determines which exploits are best to serve against the particular target.
It performs a risk-benefit analysis, considering factors such as the technical
sophistication of the target, the value gained from a successful attack, the risk of
discovery, the value and rarity of the exploit, etc. (Schneier Oct. 15, 2013). In the case of
Tor, FOXACID attacks through the Tor browser bundle (a group of programs designed
to make the installation and use of Tor software easier), exploiting vulnerabilities in the
Firefox web browser. Once an attack has been successfully executed, the infected
computer calls back to the FOXACID server, which then further infects the computer,
compromising it long-term and providing the NSA with ongoing information (Schneier
Oct. 4, 2013).

Note that although the NSA can execute these attacks against Tor it cannot do so on a
large scale. Nor can it do so on demand. These are targeted attacks against individual
users, not blanket attacks against all Tor users. According to 2012 NSA PowerPoint
slides, the agency “will never be able to de-anonymize all Tor users all the time.” It has
had success de-anonymizing “a very small fraction of Tor users” with manual analysis,

but has had no success in de-anonymizing a Tor user on demand (bold in original
document).

This is apparently the same kind of attack that the GCHQ used against Belgacom. When

targeted employees visited their LinkedIn profiles a secret served responded with a fake
page that infected their computer with malware (Spiegel Online staff 2013).
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Software and hardware implants

In December 2013 Der Spiegel published a leaked document of a sort of catalog of NSA
spy technology. It included both software and hardware implants for exploiting mobile
phones and their networks, computers, routers, and servers, among others. To give a
couple of examples: SOMBERKNAVE, a software implant for Windows XP, uses the
computer’s unused wireless device to contact the NSA remote operations center and
makes the targeted device controllable remotely. When the target is using the wireless
card, SOMBERKNAVE is inactive. RAGEMASTER is a hardware implant hidden in the
monitor cable that allows the NSA to see whatever appears on the monitor of the
targeted computer.

Like the attacks performed by the secret servers, these implants are targeted
surveillance, being targeted at specific devices. In some cases, however, they could move
along the scale towards bulk collection depending on how they are used. For example,
the implants for professional routers could potentially gather information on non-
targets, depending on whether the organization itself or someone within the
organization using the router is the NSA’s target. It has also been reported by some
sources that at least one of these systems - NIGHTSTAND - has been used from drones
to target certain geographical areas (Appelbaum 2013). For this reason, we classify
exploitation on the targeted end of the scale, but not completely in the targeted category.

2.2.5 Analysis tools and databases?

NSA has a myriad of data analysis tools and databases to process the data it collects.
XKEYSCORE is both an analytical tool and database. We have chosen to focus on this
system as an example of NSA databases, as it is often mentioned in reporting on NSA
leaks, and is at the same time, perhaps, the most complex and difficult to understand.

After the attacks of 9/11, the NSA needed a quick way to increase its internet
surveillance. It accomplished this by purchasing “off-the-shelf” systems such as Narus.
The result was that a lot of data was collected. The problem for the NSA was where to
store it and how to get it there. “Even when you store just the cream skimmed off the top
of the 129.6 terabytes per day that can be collected from a 10-gigabit network tap, you're
still faced with at least tens of terabytes of data per tap that need to be written to a
database” (Gallagher 2013). It was physically impossible for the NSA to get all that

2 It is debatable whether analysis tools and databases classify as surveillance technology since they do
not collect any data themselves. We included this category in our analysis due to it being much
discussed in the media at the time.
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information back to its central database. So it created XKEYSCORE. XKEYSCORE solves
the problem by storing the data packets in local caches rather than sending it back to a
central database. Since the advent of XKEYSCORE the agency can now store 3 days’
worth of raw packet data and 30 days’ worth of metadata in the local caches.

XKEYSCORE is not the system that actually captures the data via the fiber-optic cable tap.
The system that captures data packets from NSA wire taps is code-named TURMOIL.
XKEYSCORE processes the data that TURMOIL brings in.

[t processes it by running plug-ins, analysis engines that look for specific content in the
captured data packets. XKEYSCORE has plug-ins for email addresses, phone numbers,
webmail and chat activity, and extracted files, among others. “For selected traffic,
XKEYSCORE can also generate a full replay of a network session between two Internet
addresses” (Gallagher 2013). The plug-ins extract the metadata from each internet
session and index it into tables. XKEYSCORE can track, cross-index, and search any kind
of metadata that can be extracted from an internet session - log ins, email addresses, the
use of encryption, language use, [P address geolocation, etc.

There are approximately 150 XKEYSCORE sites around the world. These sites include
wire-taps at telecommunications companies’ peering sites (such as the AT&T case),
systems connected to friendly foreign intelligence agencies’ collection sites, and mid-
ocean fiber-optic cable taps (executed by F6, the joint CIA-NSA Special Collections
Service). Only information that is related to specific cases is sent back to the NSA’s
central database. The data in the local caches is available to analysts through federated
search while it is being stored (Gallagher 2013).

To perform a search request an NSA analyst creates a query. This query is sent to all the
XKEYSCORE sites. Analysts can search by hard selectors (e.g. email addresses) or soft
selectors (e.g. language). So if an analyst does not have a hard selector, such as an email
address or phone number for a known target, he/she can do a search for a category of
information, such as all encrypted Word documents or all VPN (virtual private network)
startups in a given country (NSA XKEYSCORE slides 2008). Any kind of query can be
created as long as the plug-in exists. XKEYSCORE combines and returns all the responses
to the query.

Using XKEYSCORE is apparently how the NSA can identify Tor users - this is a category
that can be queried. Another category that can be searched is exploitable machines -
“Show me all exploitable machines in country X” (NSA XKEYSCORE slides 2008). When
the NSA’s Tailored Access Operations (TAO) identifies a computer as a target it loads its
fingerprints, or unique identifiers, into XKEYSCORE'’s fingerprint ID engine. In the case
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of Microsoft system crashes XKEYSCORE identifies these error reports and sends an
automatic notification, enabling TAO to exploit the machine (Spiegel staff 2013).

Like Narus, XKEYSCORE performs best when it “goes shallow,” that is, fewer filters are
applied to determine which data packets are captured. This means that a lot of
information is collected, including, undoubtedly, information unrelated to NSA targets.
XKEYSCORE, therefore, classifies as bulk collection technology.

2.3 Findings

Based on information currently available on the above NSA surveillance technologies,
we have given them an initial and basic rating on a bulk collection to targeted
surveillance scale (see Figure 2.2).

The NSA’s use of splitters on the fiber-optic cables of companies like AT&T is clearly bulk
collection. This surveillance technology indiscriminately copies all data, sweeping up
vast amounts of data belonging to non-targets.

PRISM, by contrast, is a targeted surveillance method and is therefore placed at the other
end of the scale.

The NSA’s decryption program is a little less clear cut. The NSA does not have the
capability to unilaterally bypass all encryption. However, once it does have an
encryption key or a backdoor, for example, it can have access to far more data than just
that belonging to specific targets. For this reason, we have classified it as one step down
from the bulk collection surveillance of wiretaps.

The surveillance technology used for exploitation is targeted. However, as previously
stated, in some cases it may be aimed at groups of people, which include non-target
subjects. Therefore, we have classified exploitation as targeted surveillance but not
completely in the category of targeted.

Whether or not analysis tools and databases are bulk collection or targeted surveillance
is dependent upon the data that is put into them. Examining all databases is beyond the
scope of this paper. We have taken XKEYSCORE as an example and found that because it
sorts and stores volumes of data obtained via bulk collection methods, it is also bulk
collection technology.
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Figure 2.2. Classification of NSA surveillance technology

2.4 Conclusion

This paper aimed to create some structure for the many NSA surveillance programs
recently revealed in the Snowden leaks. It was an initial step to classify the surveillance
technologies and rate them according to bulk collection and targeted surveillance. We
found that in most cases (PRISM being the exception) several programs could be
classified under one technology category. Further, while some of these programs have
been portrayed as bulk collection, they are, in fact, targeted. Lastly, further research is
needed to determine if these technologies are effective.

23



24



Chapter 3
What Intelligence Practitioners are Saying...1

3.1 Introduction

Surveillance technology is pervasive in our society today, leading to fierce debate
between proponents and opponents. Government surveillance, in particular, has been
brought increasingly under public scrutiny, with proponents arguing that it increases
security, and opponents decrying its invasion of privacy. Since the Snowden leaks, critics
have loudly accused governments of employing surveillance technologies that sweep up
massive amounts of information, intruding on the privacy of millions, but with little to
no evidence of success. And yet, evaluating whether surveillance technology increases
security is a difficult task. How does one measure the value of one bit of intelligence that
contributes to the greater whole? How do we measure the role of intelligence in
informing decision-makers?

This paper focuses on what intelligence officials in the U.S. and U.K. themselves say about
the effectiveness of surveillance technology. In their own words, what are the criteria for
evaluating whether a particular piece of surveillance technology meets the goal that
motivated its deployment? Even in the absence of explicit evaluations, intelligence
bodies must constantly make judgments about effectiveness to determine if they will
continue to use and redeploy a particular surveillance technology. This evaluation of
effectiveness may be implicit, but it is there.

This study does not examine the veracity of officials’ statements, nor does it determine
whether or not a particular surveillance technology is actually effective. Our approach is
not to question the truth of what officials say, nor to judge actual effectiveness, but to
delve into the meaning and significance of intelligence officials’ statements, to identify
values they place on effectiveness and the measures they use to assess it, and their
reasoning. This study is not hostile to security forces, but an attempt to honestly
understand what considerations intelligence officials take into account when they speak
about the effectiveness of surveillance technology. Because so much surrounding
surveillance technology is controversial, how it is discussed matters.

1 This chapter has been published as Cayford, Michelle and Wolter Pieters. “The Effectiveness of
Surveillance Technology: What Intelligence Officials are Saying,” The Information Society, 34:2, 88-103.
2018.DO0I: 10.1080/01972243.2017.1414721
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The paper proceeds as follows: after briefly addressing related work, terminology is
defined and the research methods of this study are described. Thereafter what
intelligence officials are saying about effectiveness of surveillance technology is
examined. Next, statements about cost are analyzed to understand how officials factor it
into their assessments. This is followed by an analysis of what they are saying with
regard to proportionality. Lastly, officials’ statements regarding effectiveness, cost, and
proportionality are considered together and critiqued, and recommendations offered for
a more holistic approach.

3.2 Related Work

This section covers the parts within the broad literature on security and surveillance
literature that are most relevant to this paper. One of these is the privacy and security
debate, which has been at the forefront in recent years. Here, the issue of effectiveness
is central, as the basis for arguing for the use of any given surveillance program must be
that it is effective in increasing security. Moreover, any proportionality judgment must
consider the privacy intrusion of the program against its effectiveness. This literature
can be classified into three categories: 1) actual effectiveness 2) belief of effectiveness
and 3) statements of effectiveness.

Many authors have written on the privacy concerns raised by the intersection of
government surveillance and modern technology (e.g. Greenwald 2014, Berghel 2013,
Morgan 2014, Monahan 2016, Bigo et al. 2013). Some of these authors accuse Western
democracies of exaggerating the threat of terrorism to justify mass surveillance (e.g.
Greenwald 2014) and also of exaggerating its role in preventing terrorist activity (e.g.
Bergen et al.,, 2014).

A study of the U.S. Department of Homeland Security’s fusion centers, which are meant
to facilitate information sharing among relevant government agencies, finds that there
is confusion regarding legal and accountability frameworks that should be followed,
resulting in mission creep and privacy violations (Regan and Monahan 2013). Another
study on these fusion centers finds not only that mission creep occurs and thereby
potential privacy violations, but also that the centers are ineffective in their primary
tasks of information awareness and sharing (Monahan and Palmer 2009).
Ineffectiveness at achieving initial goals leads to subsequent efforts to make the centers
useful and effective in other ways, and thereby mission creep occurs with changes in
centers’ tasks.

The largest number of studies on effectiveness examine the actual effectiveness of
surveillance technology - assessments and measurements of whether or not a given
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security program accomplishes its security goal. There is a significant body of work on
evaluation of the effectiveness of counterterrorism measures. Lum et al. (2007), Van
Dongen (2009), and Van Um and Pisoiu (2011) identify the numerous challenges of
performing an effectiveness evaluation, propose approaches to measuring effectiveness,
and underline the lack of research in this field. Drakos and Giannakopoulos (2009)
establish a formal statistical framework to determine the probability of authorities
stopping a terrorist incident over time and the probability of human and property loss.
Predictive data mining has been analyzed as a counterterrorism method and argued to
be ineffective (Jonas and Harper 2006). One study purports to analyze the effectiveness
of counterterrorism approaches in six countries, but in reality, is an historical account of
the terrorism in each country and the counterterrorism policies and practices put in
place by the government (Alexander 2006). A second study by Van Dongen (2015)
constructs a new framework for evaluating counterterrorism policies and examines
whether there is a relation between the type of terrorist organization and the
effectiveness of the counterterrorism approaches applied to combating it.

There are some government-related reports that address the question of the actual
effectiveness of security measures. They include two in-depth reports by the U.S. Privacy
and Civil Liberties Oversight Board (PCLOB), which discuss measures of effectiveness
used by intelligence officials and present the Board’s own conclusions about the
effectiveness of NSA surveillance programs (PCLOB Jan. 2014 and July 2014). Another
report by the Congressional Research Service makes some rather obvious points, such
as increased expenditures in counterterrorism does not necessarily result in progress
(Perl 2007).

One way to evaluate the actual effectiveness of surveillance technology is a cost-benefit
analysis. Mueller and Stewart (2011) use risk assessment to determine the risk of a
terrorist attack and then gauge whether the costs of security measures are outweighed
by the benefit of a likely-prevented attack. They argue that the enormous amounts of
spending in the U.S. on anti-terrorist measures far outweigh the benefits gained. In the
law enforcement realm Edwards et al. (2014) point to a lack of evaluation of online data
mining technology. Hewitt (2014) looks at the actual effectiveness of law enforcement
tactics for dealing with the various types of terrorism in America and concludes that
whether or not different types of tactics are effective depends on the type of terrorism.
Additionally, Ekblom (2010), develops a framework for crime prevention and security
in the community and Sproles (1999), a method for establishing measures of
effectiveness that can be applied to any field.

A small body of work deals with the actual effectiveness of specific kinds of surveillance
technology. There are two RAND Corporation reports on measuring effectiveness in
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specific contexts. The first one is on assessing the effectiveness of U.S. Air Force remotely
piloted aircraft, more commonly known as drones (Lingel et al. 2012). The second one
is on measuring the effectiveness of border security (Willis et al. 2010). Tsvetovat and
Carley (2006) evaluate several information gathering programs to determine their
effectiveness in mapping the connections between members of covert organizations.
Stewart and Mueller (2011) conduct a cost-benefit analysis of a specific piece of
surveillance technology - full body scanners.

Lastly, there is literature on CCTV cameras and their effect on crime. As Gill and Spriggs
(2005) point out, studies on the effectiveness of CCTV have arrived at various
conclusions. Some find that CCTV has some effect in reducing crime (Armitage et al.
1999, Farrington et al. 2007), while others find it has no effect at all (Ditton and Short
1999, Gill et al. 2006, Phillips 1999). Certain recent studies, however, have identified
conditions in which CCTV operates most effectively (Gill and Spriggs 2005, Caplan et al.
2011). In two systematic reviews using meta-analysis Welsh and Farrington (2003,
2009) found that CCTV is most effective at reducing crime in car parks. Similarly,
Ratcliffe (2006) notes that CCTV literature, as well as CCTV studies referenced in his
paper, point to CCTV working best in small, defined spaces and against property crimes
rather than violent crimes.

All the above-mentioned studies deal with actual effectiveness. Effectiveness can also be
studied from the standpoint of belief. Bruce Schneier argues that terrorist attacks are
actually rare, and that security theater - implementing security measures that are not
proven to actually increase security, but give the public a sense of security - plays into
the hands of the terrorists by treating them as legitimate military opponents and
overreacting to their fear tactics (Schneier 2009). Putz (2012) argues the exact opposite:
what is important is that security practices appear to be effective, not necessarily that
they are. If the public, including terrorists, does not know which practices are actually
effective but perceives them to be effective, terrorist actions may be deterred, which will
result in actual effectiveness.

In the U.K,, a report produced by the National Policing Improvement Agency discusses
research on community policing, which encourages the public to cooperate with the
police and be socially responsible, leading to crime reduction in a cost-effective manner.
According to Myhill and Quinton (2011), public trust in the police rests less on the
perception of the police effectively fighting crime, than on the belief that the police acts
fairly when dealing with the public. Trust contributes to overall effectiveness in the long
term.
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The last category of studies concerns statements of effectiveness - what people
operating in the security domain say regarding effectiveness. How do they discuss the
effectiveness of their work? How do they define success? Sanders etal. (2015) argue that
intelligence-led policing in Canada has cultivated a culture wherein police services
define their success in terms of accountability rather than outcomes. In a study on
financial surveillance Amicelle (2011) notes that the “results count less than
demonstrations of codes of conduct” (p.173). Coaffee and Fussey (2015) examine the
resilience, security, and surveillance discourse, and conclude that since 9/11 there has
been a shift in vocabulary from “security” to the more positive “resilience,” while the
fundamental focus of security has remained the same.

Our current study focuses on statements by intelligence practitioners regarding the
effectiveness of their surveillance technology. It fills a gap by focusing specifically on
intelligence agencies and on their surveillance technology. It assesses their statements
in order to understand the measures by which practitioners evaluate effectiveness, as
well as their justification for their surveillance programs.

3.3 Terminology

In all the literature reviewed for this study only two papers defined “effective.” The EU
SURVEILLE project considers a surveillance technology to be effective when it “has the
technical capacity to deliver the intended security goals, and when employed for a
defined goal within the necessary context achieves the intended outcome” (Van Gulijk et
al. 2013, p.3). Van Dongen (2015) defines effective as “an impact that is desirable in the
eyes of the state... and can be observed in the terrorist actor” (p.85). We take “effective”
to be an impact thatis desirable and can be observed as contributing towards the sought-
after security goal. Since this paper focuses on the realm of intelligence, which deals with
gathering information, effectiveness comes to mean obtaining sought-after information,
which then contributes to achieving the overall desired security goal. Here it is
important to note that effectiveness — whether or not a surveillance technology achieves
its security goal - differs from performance - the technology’s technical capacity and
ability to function correctly (e.g. Currie and Stiefvater May 2003).

“Surveillance technology,” as used in this paper, can in principle, include a range of
technologies, from wiretaps to drones to satellites to all manner of cameras (hidden,
CCTV, etc.). In the material analyzed, however, intelligence officials are primarily
referring to systems dealing with communications data (surveillance systems
monitoring phone calls, emails, internet activity, etc.). These are the types of systems
Snowden exposed.
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Intelligence practitioners, as evidenced in this study, use the term “surveillance
programs” or “collection programs” when speaking about the systems that perform
surveillance. “Surveillance technology,” as such, is not spoken of. The term “program” is
broadly used, referring to either one kind of surveillance technology or to multiple
technologies used together to collect a particular type of data, or data from a particular
source. For example, traffic may be intercepted from the internet, filters applied to this
data, and certain data selected out and stored for a given period of time. All of this would
be referred to as a “program” (Omand Mar. 2015). Intelligence practitioners also talk of
“tools” - individual components that make up a program. Because intelligence officials
do not make clear distinctions between these terms, in this paper, the words “program”
and “technology” and “tools” are used interchangeably, unless otherwise specified.

Mentions of “agency” refer to intelligence bodies, such as the NSA, CIA, and GCHQ.
Intelligence “agency” and intelligence “body,” therefore, are used synonymously.

3.4 Methodology

Non-classified statements of intelligence practitioners were analyzed to address our
research questions: How do intelligence practitioners articulate effectiveness? How are
factors of cost and proportionality taken into account in their discussion?

The question of effectiveness is not determined in a vacuum. There are inevitably other
factors at play. Even if a technology is determined to be effective, the ultimate decision
of whether or not to use it is also based on considerations such as expense and
proportionality. Cost, although not discussed at length in the material analyzed, was
confirmed in interviews to be a factor that affects the choice of surveillance technology.
Proportionality was heavily discussed by officials in the materials analyzed. This paper
considers effectiveness in a strict sense (whether or not the technology achieves the
sought-after security goal), as well as with cost and proportionality in an overall
effectiveness evaluation.

This study analyzed statements made from 2006 to 2016 by directors and former
directors of the U.S.’s National Security Agency (NSA) and Central Intelligence Agency
(CIA), and the U.Ks Government Communications Headquarters (GCHQ), in the form of
speeches, congressional and parliamentary testimonies, articles, and books. The 2006-
2016 timespan was chosen to have a good amount of time (7 years) prior to the Snowden
leaks to enable a substantive comparison between the directors’ pre- and post- Snowden
statements. 2006 also marks the beginning of General Hayden’s term as director of the
CIA.
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Since 2006 there have been two directors of the NSA (Alexander and Rogers), four of the
CIA (Hayden, Panetta, Patraeus, and Brennan), and three of GCHQ (Pepper, Lobban, and
Hannigan). Of note are two former directors who have produced a number of documents
and made statements during this time frame - Sir David Omand, director of GCHQ from
1996-1997, and General Michael Hayden director of the NSA from 1999-2005 and
director of the CIA from 2006-2009. Their status as former directors is particularly
interesting as it gives them a bit more liberty to speak about the work of their respective
agencies. The reader will note that much of the UK. analysis is based on Omand
documents and statements, as he has been a much more prolific writer and speaker on
intelligence issues than his GCHQ counterparts.

The criterion for selecting speeches, statements, articles, etc. was that the subject matter
included elements of effectiveness, cost, or proportionality. This determination was
made by looking at the titles and scanning the material. For example, an article by Omand
on developing national resilience was not chosen, while an article on ethical guidelines
for using intelligence for public security was selected. Likewise, there are many
testimonies given by NSA and CIA directors before congressional committees on current
threats the U.S. faces. These were not selected. Selected material was then searched for
the following keywords: effective, efficient, success, works, surveillance, technology,
cost, budget, finance, privacy, proportionate, and balance.

The following web pages were searched for relevant material: the NSA and CIA
statements, speeches, and testimonies pages, the GCHQ speeches page, the transcripts
and public evidence of the Intelligence and Security Committee of the U.K. Parliament
page, the subcommittees (NSA, cybersecurity, and CIA) of the House of Representatives
Permanent Select Committee on Intelligence pages. Additionally, a Google scholar and
Scopus search was performed for each director by name, and statements by other
practitioners (non-directors of the GCHQ, NSA, and CIA and those from other agencies)
were extracted from a public workshop transcript and two reports issued by the PCLOB
on NSA programs.

In addition, the following officials were interviewed: a former senior U.S. government
official (Interview 5 2016), a former U.S. intelligence officer (Interview 3 2015), a former
senior police officer from a U.K. counter-terrorism network (Interview 1 2015), Her
Majesty’s Inspector of Constabulary (Interview 6 2015), and a former senior
investigation officer of the U.K. North West Counter Terrorism Unit (Interviews 7 & 8
2015). All interviewees were involved in the output of intelligence. Those from the U.K.
were from the police force, so while they worked on terrorism cases, sometimes
alongside MI5 agents, they did not speak directly from the perspective of an intelligence
agency and thus they are referenced less in the paper. Two additional interviewees from
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an international context - a high-level advisor and recipient of intelligence in Estonia
(Interview 2 2015) and a former cryptanalyst with the Dutch Military Intelligence and
Security Service (Interview 4 2015) - provided additional insight into the world of
intelligence. The responses of the interviewees supported, in private conversations,
what other intelligence practitioners were saying in public settings.

In total, 42 documents were analyzed and 8 interviews were conducted. The gathered
materials were then categorized to identify the ways of assessing effectiveness and
discussions associated with effectiveness, cost, and proportionality. Any differences in
the treatment of effectiveness between the U.S. and the U.K. were also analyzed.

3.5 What Intelligence Officials are Saying About...

3.5.1 What Intelligence is

Typically, law enforcement conducts investigations after a crime occurs, while
intelligence bodies collect information in advance of and even independently of any
“event” occurring. Today, particularly with the advent of modern terrorism, these lines
are blurred and overlap occurs in reality. Law enforcement now also engages in
performing intelligence work to stop terrorist attacks and dismantle terrorist cells
before an event occurs. One fundamental difference that does remain is that intelligence
agencies inform policy. That is, “intelligence exists solely to support policy makers in
myriad ways” (Lowenthal 2012, p.2) by providing them “deep-reached, nuanced,
strategic appreciations” (Hayden in Council on Foreign Relations, 2015).

Directors of the GCHQ, NSA, and CIA have underlined that the basic purpose of
intelligence is to help decision-making, while making clear that this information does not
dictate what action should be taken. It is for government officials to decide what action
to take based on the intelligence they are provided (Pepper Dec. 2010). As noted by
Omand (2014), “The most basic purpose of intelligence... [is] to help improve the quality
of decision-making by reducing ignorance... to help improve the quality of decisions, not
to guarantee that result” (p.14). In other words, intelligence work engages in gathering
information to inform. It is not in the business of investigating suspicious people, as is
the case in law enforcement. General Hayden states very frankly and clearly:
“‘Suspicionless surveillance’ doesn’t make sense. 'm not a law enforcement officer. I
don’t suspect anybody; I'm collecting information to keep the country safe. NSA doesn’t
just listen to ‘bad’ people; it listens to interesting people. The information is what we're
pursuing” (W&L Symposium 2015).
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As the purpose of intelligence is to inform decision-making, it operates within the realm
of politics. It cannot be separated from politics and politicians. “The policy maker is not
a passive recipient of intelligence but actively influences all aspects of intelligence”
(Lowenthal 2012, p.2). Effectiveness therefore must be considered in this context with
its particular complexities. The intelligence system is set up to be neutral - intelligence
agencies deliver the intelligence and policy makers decide what, if anything, to do with
it. However, policy makers can cherry-pick intelligence - select the intelligence that suits
their political agenda and ignore the rest (Interview 5 2016).

3.5.2 Strategic vs. tactical intelligence

There are two kinds of intelligence - strategic and tactical (or operational) - which are
quite different from one another. Tactical operations are more specific - targeted at
specific individuals or groups. Here individuals are put under surveillance because they
are, for example, suspected of plotting a terrorist attack or of being spies passing
classified information to foreign countries. There is a defined beginning and end to this
type of surveillance. Intelligence collected on a strategic level, however, is more broad -
conducted against a foreign government or military for an unspecified time period, for
example. While the goal is to gain information on the target entity’s activity, what will be
discovered is unknown. Strategic intelligence “determine[s] the nature of the threat,”
while tactical intelligence “relates to a specific operation” (Her Majesty’s Inspectorate of
the Constabulary 2015, p. 27).

Since the objectives of strategic and tactical intelligence are different, the criteria for
assessing their effectiveness must also be different. When it comes to tactical
intelligence, officials care if the job gets done. In other words, if surveillance technology
aids in providing information that shows that someone was passing along classified
information, or that a certain individual belonged to a terrorist group, it would be
considered effective (Interview 5, 2016).

When it comes to strategic intelligence, however, whose basic purpose is to inform, it is
much harder to evaluate effectiveness. One former intelligence official suggested that
this is probably not even possible. The goal of strategic intelligence is information
dominance. The goal is in “as many ways as possible, to gather as much information as
possible, to solve as many problems as possible” (Interview 5 2016). Further
complicating the issue, gathering strategic intelligence involves big systems, such as
satellites. These systems are tasked with multiple intelligence-gathering goals at the
same time, and their missions may change over time. Thus, any evaluation would involve
measurement against multiple goals (Interview 5 2016). (One could imagine a large
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system for gathering internet communications having the same challenge.)

Intelligence generated through a piece of surveillance technology may prove to be key
years after it was obtained. Intelligence officials often state that intelligence is about
putting together the pieces of the puzzle. So, by itself a piece of intelligence may not seem
so significant, but put together with multiple other pieces of intelligence it could become
crucial.

3.5.3 Effectiveness

One of the findings of this study was how much officials had to say on the respective
topics of effectiveness, cost, and proportionality. There was a lot of material on
proportionality, while very little about cost. The varying lengths of the following sections
- effectiveness, cost, proportionality - is reflective of this finding.

Effectiveness as a topic in and of itself was rarely discussed. It was addressed in a general
way, such as a particular technique being characterized as an “effective program.” Only
in one instance did intelligence officials specifically treat the question of effectiveness in
relation to certain surveillance programs. In other instances, surveillance techniques
were discussed in terms of proportionality and privacy, with officials arguing the
usefulness of the program.

The author’s own communication with a former senior U.S. government official indicates
that there is some consideration of effectiveness within the intelligence community.
However, the evaluation may be more of the performance of the intelligence agencies’
themselves rather than of specific surveillance technologies. This is in keeping with the
larger observation that officials tend to speak of evaluation of an intelligence agency as
a whole and not of specific surveillance technology or programs used by it (Hayden
2008). Generally, officials tend to see intelligence to be a product of aggregate work, as
it typically requires contributions from multiple sources and also good analysis. As some
interviewees noted, surveillance technology may collect golden information, but if it is
not properly analyzed it means nothing (Interview 2 2015, Interview 5 2016). So,
officials shy away from an evaluation of the technology itself, preferring to assess the
final analyzed product. Therefore, to evaluate effectiveness one must evaluate what the
agency produces, which means an evaluation of the agency as a whole.

Although officials rarely addressed effectiveness directly, seven measures of

effectiveness could nonetheless be identified from the data analyzed. These measures
can be grouped into three categories: counting, documents/ cases, and organizations.
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Counting

1. Thwarted attacks
In the wake of the Snowden leaks NSA director General Alexander cited the number of
terrorist activities - 54 - that had been disrupted as a result of information collected by
surveillance programs operating under Section 215 of the Patriot Act and Section 702 of
the Foreign Intelligence Surveillance Act of 1978 (FISA). This was meant to show that
the programs were effective - success stories showcased as evidence that these
surveillance programs were keeping the country safe.

However, since General Alexander’s statement, American intelligence officials have
emphasized that counting success stories is not a measure with which one should
evaluate a program’s effectiveness. Robert Litt, General Counsel, Office of the Director of
National Intelligence, cautioned: “[[]ndividual success stories are not the way to evaluate
a collection program and its utility” (PCLOB July 2014). Similarly, Rajesh De, General
Counsel, National Security Agency, argued: “I think the absolute wrong question is how
many plots did this tool stop” (PCLOB July 2014). U.K. officials share this view. According
to Omand, “It is less a question of how many terrorist attacks, criminal plots and cyber
attacks have been stopped because of specific interception of terrorist intent in their
communications and much more the unique contribution digital intelligence sources
make to the intelligence jigsaw and the painstaking process of ‘discovery’ of terrorist
cells and involved individuals” (Omand Mar. 2015, p.5).

2. Lives saved
The number of lives saved from detecting terrorist communications and subsequently
thwarting terrorist plots is another measure of effectiveness. For instance, Lobban et al.,
(2013) note that U.K. intelligence agencies depend on “the fantastic work that GCHQ do
to detect terrorist communications. That leads to us finding terrorist plots that we would
not otherwise find, that we are then able to thwart, which leads to lives being saved”

(p-17).

3. Terrorist (and criminal) organizations destroyed

In writing about targeted Kkillings using drones, Hayden argues that it has been a very
effective program. Drones are outfitted with cameras, both still and video, making them
a form of surveillance equipment. They can also be equipped with missiles, as in the case
of this targeted killing program. Hayden states that the program has not only disrupted
terrorist plots, but it also “reduced the original Qaeda organization along the
Afghanistan-Pakistan border to a shell of its former self” (Hayden 2016). Greatly
reducing or destroying such an organization is judged to be an effective outcome.
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Documents/cases

4. Output

Intelligence officials explicitly cite output that an intelligence agency generates for policy
makers as a measure of effectiveness. In the U.S., the Office of the Director of National
Intelligence (ODNI) has done studies to determine if resources are effectively allocated
within the intelligence community. One metric used is reports generated - by quantity
and by quality. With regard to quantity, ODNI looks at the number of reports generated
that cover the collection priorities? that the intelligence community has been given. If a
surveillance technology has been the collection source of numerous reports it is judged
to be effective. As regards quality, the ODNI looks at the nature of the information and
“its utility towards a whole variety of national priorities.” That is, it identifies the
collection source of important intelligence reports (Mr. Litt, quoted in PCLOB July 2014,
p.65).

In a discussion on equipment interference (the installation of malware on a device to
activate the microphone or camera, collect location information, etc.) Omand stated that
such capability is of “inestimable value to the intelligence agencies... Some 20% of
GCHQ’s output benefits from that kind of technique” (Omand Dec. 2015, pp.603-604).
Omand clearly considers equipment interference to be an effective technique, and the
measure of effectiveness he uses is how much this technique has contributed to the
agency’s overall output. Output here is not defined, but it can be presumed to mean
GCHQ’s output to its customers, such as intelligence reports. Also of note is the
percentage figure - contribution to 20% of output is considered to be an acceptable
number to qualify to be effective.

Another such effectiveness figure was given by General Hayden in a reference to the
NSA’s phone metadata program. Following the Snowden leaks on this program,
President Obama changed the provision for contact chaining3 from 3 to 2 hops out from
the original number. Hayden gave his professional judgment that this change “preserved
about 85% of the effectiveness of the program. And in the real world where politics
matter, that's OK” (W&L Symposium 2015). Although he judges the program to be
effective, he does not give the metric by which he makes this determination. Changing

2 Collection priorities are the policy issues and areas that policy makers task intelligence bodies to
collect intelligence on (Lowenthal 2012, p.57).

3 Contact chaining refers to the phone numbers in contact with the number under investigation. If
phone number 333 is beinglooked at, all those who were in contact with this number will also be looked
at. That is one hop. The second hop entails studying all the numbers that were in contact with the
numbers under the first hop.
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the number of hops lessens its effectiveness, but it is still 85% effective, which is a good
number according to Hayden.

a. Use in criminal cases
The U.K. Home Secretary stated that communications data was used in 95% of criminal
cases. Similarly, Omand characterizes communications data as “a very important
investigative tool” in terrorist trials (Omand Oct. 2014, p.6). Here the use of data in
criminal cases is seen as an indication of the effectiveness of the surveillance program
that gathered the data.

Organizations

5. Context
Intelligence professionals also look at how surveillance programs complement other
tools. NSA’s Rajesh De points out that “all intelligence tools are used in complementary
fashion with one another and to isolate one particular tool and evaluate its effectiveness
in isolation probably doesn’t do us justice as to what’s valuable and what’s not” (PCLOB
July 2014, p.65).

6. Support

Practitioners judge the support rendered to other agencies via intelligence collected by
a particular surveillance system to be a measure of effectiveness. Omand argues that
bulk collection is effective. One indication that this is so is that other intelligence
agencies and law enforcement depend on GCHQ and its bulk interception. The largest
part of the U.K. intelligence budget goes to GCHQ, so if these other agencies did not find
GCHQ’s activities, including bulk interception, to be useful, they would argue that they
could use the money better than GCHQ (Omand Oct. 2014).

7. Informed policy maker
One interviewee stated that ultimately effectiveness is decided by policy makers’ needs,
not by intelligence (Interview 5 2016). Another interviewee stated that intelligence is
positively evaluated if the customer (i.e. policy maker) feels informed (Interview 2
2015). In the same vein, a GCHQ director speaks of assessments based on “the quality of
service” (Pepper Jan. 2010, p.94).

Analysis of effectiveness

In this section general observations on the evaluation of effectiveness in the intelligence
community are analyzed, as well as the seven measures of effectiveness that were drawn
from the data. The latter are analyzed according to themes identified.
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General and complex

There was a tendency to speak of evaluations of an intelligence agency as a whole and
not of specific surveillance technology or programs used by it. This reflects intelligence
officials’ belief that surveillance programs should be evaluated in their complementary
relationship to one another, and not in isolation. If the effectiveness of a group of
intelligence tools is being assessed as a unit, where does that group end? At what point
is a surveillance technology excluded, deemed to not be complementary to other
technologies within the group? It is easy to see how eventually we arrive at evaluating
the agency as a whole, with the use of all the surveillance technologies it is equipped
with. This tendency of evaluating intelligence bodies as a whole means that surveillance
technology itself is not formally assessed for its effectiveness.

Further, our findings underlined the fact that intelligence operates within the realm of
politics. It cannot be separated from politics and politicians. Ultimately, then,
effectiveness is not tied to whether the surveillance program is delivering the security
goal, but to whether the policy makers are getting the intelligence they need to feel
informed. This may be judged according to how the information fits into their political
agenda, which can be influenced by the image they wish to project to their electorate.

To count or not to count

The findings show an interesting tension between counting and not counting.
Intelligence officials state that evaluation of intelligence should not be based on the
counting of successful cases. Yet, there is still a tendency to be drawn toward metrics
that involve counting — number of thwarted attacks, number of lives saved, number of
terrorist organizations destroyed, and number of criminal cases that drew on
intelligence gathered. This is indicative of at least two things. One, the inclination to
measure effectiveness quantitatively - an easy way to establish the success of something
is to count off the number of times it has given positive results. Two, it points to the
difference between strategic and tactical intelligence. Strategically there are no success
stories. There is information that informs a country’s leaders about a particular
government, economic situation, strife, military programs, etc. But it does not translate
into a success story that can be counted. Tactically, however, it can be possible to
quantify how many terrorists have been identified, how many plots thwarted, etc. It
seems intelligence practitioners tailor effectiveness evaluations to different kinds of
intelligence gathering.
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Measures and manner

The measure of context points to the way in which practitioners believe evaluations
should be conducted. Considering the context and complementary manner in which
surveillance technologies are used is a necessary condition for assessing effectiveness.

The data on GCHQ’s measure of support actually highlights two separate metrics of
effectiveness. One, the support GCHQ renders other agencies by giving them valuable
information gathered via its surveillance systems. Two, the other agencies’ support of
GCHQ and its surveillance systems as evidenced by their acceptance of the allocation of
the largest portion of the U.K.'s intelligence budget to it.

In the other points professionals make about effectiveness, some could be considered to
overlap. For example, lives saved carries us back to thwarting attacks and the issue of
counting. If counting attacks thwarted is not a measure of effectiveness, then lives saved
cannot be either because this remains in the realm of measuring effectiveness by
counting success stories. If counting disrupted plots is used as a measure then this raises
the question of whether measuring lives saved is not double counting, counting both the
attack prevented and the lives saved from the attack, both of which would be the result
of the same intelligence.

Effectiveness as a percentage

The percentages used by officials when speaking about effectiveness are interesting in
that they point to possible acceptable thresholds of effectiveness. If a surveillance
program contributes to 20% of an agency’s overall output, this is considered a good
figure, presumably well over the threshold. Likewise, a program that maintains 85% of
its effectiveness is considered acceptable. In a similar vein, communications data are
said to be used in 95% of British criminal cases, which is seen to be an indicator of
success, pointing to the effectiveness of the underlying programs. In other words, while
presumably a technology is effective in at least some percentage of the cases, in order to
be considered effective it must reach a persuasive threshold of percentage of successful
cases.

Effectiveness mapped

The measures for the effectiveness of surveillance technology mentioned by intelligence
officials are mapped in Figure 3.1. Measures that involve counting are separated by a
dotted line. The darker the dotted line, the more clearly the measure falls into the
“counting” category. If the evaluation is related to strategic intelligence, where
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“counting” measures are less relevant, the figure could be cut along any one of these
dotted lines to eliminate 1, 2, or all types of “counting” measures. Support is bi-
directional as indicated by the arrow, showing the support a surveillance technology
provides to an outside agency, as well as that outside agency’s support of that
technology. Evaluations should be done in consideration of technologies being
complementary to one another, as shown by the “context” domain.
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Figure 3.1. Evaluating effectiveness of surveillance technology as described by intelligence

officials

In summary, we could say that formalized evaluations of effectiveness seem to be
performed for intelligence agencies as a whole and not of specific surveillance
technologies. Measures of effectiveness identified in intelligence officials’ statements,
however, indicate that output is a central measure and that effectiveness is established
when the percentage of output to which that program contributes, reaches a persuasive
threshold, which remains undefined. Intelligence officials appear to value counts of
successful cases as a measure of effectiveness for tactical intelligence, but not for
strategic intelligence. On the other hand, effectiveness is not necessarily seen as being
tied to the security goal, but instead to satisfying the information needs of the policy
makers. This, arguably, could negate the need for any other measures.
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3.5.4 Cost

In the documents and speeches analyzed the subject of cost did not appear that often.
The few times that it did appear it was in general statements, such as, “Our Congressional
overseers... work every day to ensure that American taxpayer dollars are being spent
effectively and efficiently to keep our country strong” (Brennan 2014, non-paginated
transcript). In the one venue in which effectiveness was specifically treated as a subject,
James Baker, General Counsel, Federal Bureau of Investigation (FBI) said: “we have an
obligation... to spend our time and spend our money on programs that are effective and
not be wasting our time on things that are not” (quoted in PCLOB July 2014, p.85).

It is, however, no secret that intelligence agencies are constrained by budgets (even if
that budget is large). In interviews conducted by the author, all officials emphatically
affirmed that cost is most certainly a factor when it comes to deploying surveillance
technologies. This refers not only to the actual money spent, but also to manpower. In
reference to tactical operations in the U.K,, “resources are so limited and the volume of
potential terrorists is so high that your threshold has got to be very high to put
surveillance” (Interview 1 2015). Abroad, agencies want to ensure that a program or
operation is giving them intelligence, or is leading to supplying intelligence. If not, it will
be shut down (Interview 3 2015). A manager wants to know that his resources are being
applied effectively. But how do you know if the money is spent effectively? How do you
know what is the right number of people to put on a job? (One interviewee posed these
rhetorical questions, without answering them.) To some degree cost can determine the
quality of information obtained. That is, a more powerful satellite will give clearer
photos with a higher pixel number, giving a very clear image of what is on the ground
(Interview 5 2016).

Among these general statements, two revealed more specifics. An NSA surveillance
program, TRAILBLAZER, was eventually shut down due to being far over budget.
General Hayden, NSA director at the time, told a Senate committee that the costs, “were
greater than anticipated, to the tune of, I would say, hundreds of millions” (Mayer May
2011). In the U.K,, Omand noted that “the content of an encrypted message does not
represent a cost-effective target for the authorities” (Omand Mar. 2015, p.3). The cost of
attempting to read the content of an encrypted message is too high relative to any
information that might be gained.

Analysis of cost

On the one hand, it is not rocket science that cost, an important factor, is considered in
determining and evaluating surveillance programs. On the other hand, it is rocket
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science - or at least secret science - how this determination is made. Besides affirming
that intelligence agencies are limited by resources and manpower and therefore that
their analysts and agents focus only on the top tier targets, this study did not yield much
insight into the fine grain, nitty-gritty of how intelligence officials consider cost in the
overall assessment of effectiveness of surveillance programs.

One insight it did yield is that, at times, the judgment regarding whether a program was
effective or not was implicitly connected to its cost. For example, ODNI performs
evaluations of surveillance programs to check whether resources are allocated
effectively. Here effectiveness is not being considered in a vacuum but in the context of
cost.

3.5.5 Proportionality

Human rights lawyers and the media heavily stress the question of proportionality; the
crux of the criticism levied against the NSA and the GCHQ, in particular, centers on this
point. The accusations are that these agencies employ surveillance technologies that
gather huge amounts of data, but the number of cases in which this data has been shown
to protect the public is minuscule, and even here evidence of effectiveness is
questionable. Consequently, proportionality looms large in the statements of
intelligence officials as they respond to these accusations.

Addressed by law

Time and again, when intelligence officials are asked questions related to
proportionality and privacy, they refer to the law. For them, the law and oversight of
intelligence bodies establish what is proportional. They then act within these
parameters. Therefore, they themselves do not need to make judgments about whether
a surveillance program is proportional.

Directors of these intelligence bodies view their job as providing intelligence, while
working within the legal framework. What the law itself says is an issue for politicians
to debate, and if they so choose, to change. Lobban, former director of GCHQ, states,
“[Legislation] is an issue for politicians and not for us. We are not law makers. There are
strict criteria in the law which provides safeguards to protect privacy to the maximum
extent possible... If Parliament chooses to have a debate, fine by me. If Parliament
chooses to change the laws, so be it” (Lobban et al. 2013, p.18). In the U.S., Hayden
reflects this same view when he says that the space within which the CIA operates “is
defined by the policymakers that we all elect and by the laws our representatives pass”
(Hayden 2007, non-paginated transcript).
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...and by human beings

And yet, although the law establishes boundaries for intelligence agencies, officials
recognize that within these boundaries there is a human element that determines
proportionality. Firstly, there is the person signing the request - Home Secretary,
Foreign Secretary, or judge in the U.K,, or the Foreign Intelligence Surveillance Court
(commonly known as FISA Court) in the U.S. Secondly, directors themselves can make
judgments of proportionality. Hayden, as NSA director on 9/11 did this very thing. He
says that prior to 9/11 certain communications were not considered valuable but
thereafter they were deemed critical to national security. In other words, what he
viewed as reasonable (or proportionate) on the morning of Sept. 10 was different than
what he saw as reasonable on the afternoon of Sept 11. For instance, after 9/11,
collection of American phone metadata was determined to be lawful and proportionate
(W&L Symposium 2015; Hayden 2006).

Thus, while the law establishes proportionality (or establishes that any surveillance
must be proportional) on one level, within that legal framework personal judgments are
made on what is, in fact, proportionate. The aftermath of 9/11 is a good example of how
the judgment of where this line falls can change.

The issue of mass surveillance

Intelligence officials are firm in their stance that what they do is not mass surveillance.
“Mass surveillance is about pervasive observation or monitoring of the entire population
or a substantial sector of it. Observation implies observers, human beings who are
examining the thoughts and actions of the population” (Omand Mar. 2014, p.3).

1. The amount of data collected

With the issue of proportionality comes the question of how much data intelligence
agencies collect, particularly in regards to the collection of communications data off the
internet. On the one hand, modern digital communications have generated massive
flows of information. Hayden argues that the only way for agencies to handle these
volumes of data is to perform bulk collection (Hayden May 2014). On the other hand,
even in collecting this data in bulk, the NSA itself states that it touches a mere 1.6% of
internet traffic. Of that 1.6%, only 0.025% is selected for review and seen by an analyst.
In effect, NSA analysts see only 0.00004% of the world’s internet traffic (NSA 2013). In
a similar vein, Omand strongly denies the accusation that the GCHQ is processing data
about everybody (Omand Dec. 2015).
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The argument here is that while the NSA and GCHQ collect a significant amount of data,
it is a small fraction of the world’s internet traffic, and it is not everyone’s data. This is in
contrast to mass surveillance, which would begin with collecting everyone’s data.

2. What they collect
What intelligence agencies collect, as governed by law, further shows, according to
officials, that they are not conducting mass surveillance and that this surveillance is
proportionate.

Both the U.S. and Britain have very strict laws about the collection of their own citizens’
data. But there are some significant differences between them in the rules governing the
collection of foreigners’ data. In the U.S. there is a strong distinction between “U.S.
persons” - American citizens and foreigners who are in the U.S. - and non-U.S. persons.
Because of this distinct difference between these two categories of people, what foreign
intelligence collects related to these groups differs greatly. U.S. persons are protected by
the Constitution, which provides protection against unreasonable searches and seizures.
Accordingly, collection of U.S. persons’ data by the CIA and NSA is not allowed. (The FBI
is the agency that investigates people within the U.S. suspected of criminal activity.)
Anybody else is fair game. As Hayden put in stark terms, “Your privacy is simply not the
concern of the NSA director” (Hayden Feb. 2014).

The UK, however, does not make such a distinction in its collection of data. The
legislation governing the interception of communications by law enforcement is also
applied to all the intelligence agencies. If someone poses a security threat, British
intelligence will seek to intercept that person’s communications. If someone is not a
security threat and is not in contact with someone who is, intelligence agencies are not
permitted to intercept their communications. According to Lobban, “We are not entitled
to. That is true, actually, whether you are British, if you are foreign, and wherever you
are in the world” (Lobban et al. 2013, p.15).

UK. law - specifically RIPA 2000 - dictates what is classified as content of a
communication and what is not, and therefore what can and cannot be seen without a
warrant. A GCHQ analyst is authorized to look at the IP address of the suspect computer,
the user’s email address, when and where the communication originated, and the server
identity being accessed. Therefore, they can see that the user accessed Google, but not
what they searched for. In internet communications data, everything beyond the first
slash (e.g. beyond www.google.com/) is considered content and a warrant from the
Secretary of State must be obtained to access it (Omand Mar. 2014).
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3. How they collect

British intelligence officials have provided some detail as to how they collect data.
Several GCHQ directors have made the analogy of the internet as an enormous haystack
and of GCHQ looking for needles inside that haystack. GCHQ tries to gather hay from the
parts of this haystack it has access to which could potentially hold needles or parts of
needles. Queries are then designed to draw the needles out of this part of the haystack.
The surrounding hay may have been intercepted, but it will not be looked at. Only that
for which there is a specific authorization is looked at (Lobban et al. 2013).

Data collection performed by these agencies is “not indiscriminate collection of data
willy-nilly” (Omand Dec. 2015). Omand repeatedly draws a distinction between what is
collected by computers based on algorithms created to search for certain
communications, and what is, from that collection, selected according to certain criteria
(laid out in search warrants) and then seen by an analyst. Computers search through the
bulk data to find the sought-for communications. When they find it, the data is pulled
out. This filtered data is what is kept and what the analyst sees. Such selection of data is
based on what a warrant has authorized and this guarantees that privacy is respected.
According to Omand, it is an “unwarranted assumption that access in bulk to large
volumes of digital communications (the ‘haystack’) in order to find the communications
of intelligence targets (the wanted ‘needles’) is evidence of mass surveillance of the
population, which it is not” (Omand Mar. 2015, pp.8-9). Buffering, or keeping the bulk
data for a day or two while the computers search it, is necessary because it is not
technologically possible to do a real-time analysis of all the bulk data (Omand Oct. 2014).
Omand maintains that it is a “highly discriminating, selective use” of surveillance tools
in order to find the communications data of suspects and that bulk access “is not being
used as some giant fishing expedition” (Omand Oct. 2014, pp.2, 5).

The U.S. government takes this same view that the temporary acquisition of data in order
to search it according to specific “selectors”* does not constitute mass surveillance
(Presidential Policy Directive 2014). Furthermore, the government is not able to access
or make use of the collected communications other than to determine if they contain a
selector (PCLOB July 2014).

Analysis of proportionality

American and British officials rely on slightly different arguments to make their case to
their respective publics. The U.S. officials, targeting American audiences, outline the

4 “A selector must be a specific communications facility that is assessed to be used by the target, such
as the target’s email address or telephone number” (PCLOB July 2014, p.32).
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strict rules governing the collection of U.S. persons’ data. This is to reassure the U.S.
public that the NSA and CIA are not looking at their data - they are not allowed to and
oversight mechanisms ensure that they do not. To the rest of the world the message is
that while our laws do not restrict our gathering of your data, our limited resources do.
We are going after potentially dangerous targets and do not have the time or desire to
waste energy on lower tier targets.

In the U.K,, since the same laws govern the collection of citizens’ and foreigners’ data, the
issue becomes the necessity of bulk collection - the haystack. A responsible intelligence
agency should engage in bulk collection, as there is no other technical way to find
potential terrorists and other security threats. The individual’'s privacy is ensured
because computers do automated searching; human eyes only see what is selected. The
distinction made here between collection and selection raises the question of whether
or not the collection of data is surveillance. The argument seems to be that since human
eyes are not looking at it, the data in question is not under surveillance. Therefore,
proportionality is not an issue. This also brings into question whether or not this
program needs to be effective. If collection by computers is not surveillance, then the
equipment performing the collection is not surveillance technology and therefore does
not need to be evaluated for effectiveness.

3.5.6 The so-called balance

In assessments of the effectiveness of a surveillance technology, what do intelligence
officials say regarding the balance between the cost, proportionality, and actual
effectiveness of the technology?

In 20025 General Hayden addressed this issue in a Congressional testimony. He spoke of
finding the right balance between protecting security and protecting liberty, and asked
Committee members to talk to their constituencies and “find out where the American
people want that line between security and liberty to be” (Hayden 2002, non-paginated
transcript). Where this line is drawn has far-reaching consequences for how the NSA
carries out its mission - the focus of its activities, the standard for conducting
surveillance, the type of data it can collect, how it collects the data, the rules for retaining
and disseminating U.S. persons’ information (Hayden 2002).

Three years later, in 2005, he wrote an article addressing this very topic and entitled,

5 No material was found within the time frame of 2006-2016 in which American officials addressed the
“balance” question. These two documents from 2002 and 2005 were, therefore, included in the
analysis. One document by Omand from 2005 was also included.
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“Balancing Security and Liberty.” Here Hayden calls this a “pressing” question. He goes
on to addresses this question in the context of the NSA sharing data while at the same
time protecting U.S. privacy rights. Hayden says: “The oversight structure... has ensured
that the imperatives of national security are consistent with democratic values” (Hayden
2005, p.251). In other words, the law and oversight ensure that the right balance is
struck.

British intelligence officials, on the other hand, are not in favor of the term “balance.”
They point out that it is not a choice between security and privacy, but that the two go
together - in order to enjoy privacy, citizens must firstly have a secure society. Security
“provides the fundamental basis upon which other rights can be more easily secured. A
State that is suffering insecurity will be badly placed to deliver the protection of other
rights, including privacy” (Omand Feb. 2014, p.1). Here the notion of a balance between
the two ultimately is problematic because it implies that having more of one
automatically means less of the other. GCHQ directors emphasize that they believe that
their job is to provide both - deliver security while protecting privacy (Lobban 2014).

It is the combination of “practices, procedures, laws and regulations” that “helps to
ensure that intelligence activity is legal, ethical and effective” (Omand et al. 2012, pp.18-
19). The delivery of security while maintaining proportionality is achieved through laws
and regulations in concert with security practices and procedures. Periodic review of all
of the above contributes to maintaining this balance (Omand Feb. 2014).

Intelligence officials recognize that public perception plays a role in overall
effectiveness. That is, in a democracy, if the public does not trust their nation’s
intelligence agencies due to the employment of certain surveillance programs,
ultimately the operation of the intelligence agency will be greatly hindered (Omand
2005). The government needs “to lead in education for the public, because this will affect
the overall effectiveness of the security strategy” (Runciman 2012, p.37).

Analysis of “balance”

How this so-called balance is struck or how this dual-mission of attaining effectiveness
and privacy is achieved takes us back to the discussion on proportionality. On both sides
of the Atlantic intelligence officials agree that law and oversight ensure that this so-
called balance is kept. Where they differ is the notion of balance. In the U.S. the balance
between effectiveness and privacy is talked about freely, while in the U.K. it is rejected
because it implies that the furtherance of one is at the expense of the other. British
officials seek to deliver both effectiveness and privacy simultaneously.
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The terms officials use when addressing the so-called balance - “security and liberty” or
“security and privacy” - give reason for pause. The problem here is that the discussion
essentially remains in the realm of proportionality. What is needed is a true discussion
of balance (or triple-mission) that gives adequate attention to all three elements -
effectiveness, cost, and proportionality. In other words, the three elements should be
treated in triple tandem. Rather than just speaking of providing “security,” the debate
should be sharpened to discuss the effectiveness of the surveillance technology in
achieving the security goal. Firstly, assess if the technology is effective. If it is effective in
achieving the given security goal, then ask, is it proportional? Additionally, the question
of cost should be considered in this equation. Is the budget expended justifiable for the
security goal obtained? This is the kind of triple tandem in which all three elements must
be taken into account.

Public Perception

Cost —p Effectiveness — Proportionality

\

Effectiveness Privacy

Figure 3.2. Components of overall effectiveness

If the case of the ODNI can be taken as our prototype (being the most concrete example
we have of performed evaluations of surveillance programs), then cost is the ultimate
driver of formal evaluations of surveillance systems. What drives governments to
evaluate their surveillance technologies is not a desire to assess effectiveness, but to
determine if funds are being appropriately spent. This reality is expressed in Figure 3.2.
Here the role cost considerations play in prompting effectiveness concerns is indicated
by the arrow. Effectiveness both stands on its own and feeds into proportionality, which
encompasses both effectiveness and privacy. In other words, surveillance technology is
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evaluated for its effectiveness in advancing security. This effectiveness then becomes
part of proportionality in determining what is appropriate in terms of using the effective
surveillance technology and simultaneously protecting citizens’ privacy. Public
perception is shown to span all three categories of effectiveness, cost, and
proportionality, as how the public perceives how much is spent on surveillance
technology, how effective that technology is, and whether its use is proportional, all
ultimately influence the overall effectiveness of surveillance programs.

3.6 Conclusion

This paper analyzes U.S. and U.K. intelligence officials’ statements in the 2006 - 2016
time period regarding the effectiveness of surveillance technology - including
statements on cost and proportionality, which play into determinations of overall
effectiveness. Figure 3.3 plots over time intelligence officials’ statements related to
effectiveness, cost, proportionality, and “balance.”®
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Figure 3.3. Officials’ statements related to effectiveness, cost, proportionality, and “balance”

The key points of intelligence officials’ statements on the effectiveness of surveillance
technology are that, it is extremely difficult, if not impossible to evaluate the
effectiveness of surveillance programs. Intelligence work is like putting together pieces

6 Statements made by interviewees are not included in this figure because the discussions were
prompted by the author.
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of a puzzle - multiple seemingly insignificant parts come together to form an important
and critical picture. When it comes to effectiveness, it becomes difficult to evaluate one
small piece of the puzzle that by itself seems insignificant but is necessary for the
completion of the picture. Further, the purpose of intelligence is to inform policy makers,
to improve the quality of their decision making. Measuring the impact of strategic
intelligence on the decision-making process it informs is difficult.

Seven measures of effectiveness were drawn from intelligence officials’ statements:
thwarted attacks, lives saved, criminal organizations destroyed, output, context,
support, and informed policy-maker. Officials argue that counts of successful cases
should not be a measure of effectiveness. Yet, the tendency to do just that shows up in
the value they attribute to surveillance programs. This indicates a difference in
evaluation of tactical vs. strategic intelligence. Counting successful cases seems to have
some merit with officials as a measure of effectiveness of surveillance technology
employed for tactical intelligence purposes, but not for strategic intelligence. With all the
measures, the percentage of instances that serves as the threshold for deeming a
technology to be effective becomes important, as presumably any technology will be
effective in at least some cases.

Officials state that the law determines the boundaries of proportionality, and oversight
mechanisms ensure that the intelligence bodies stay within these limits. Further, there
is the distinction between bulk data collected by computers, and limited selected data
seen by human eyes. Lastly, cost considerations drive governments to perform
formalized evaluations of surveillance programs.

Addressing the empirical question of how intelligence officials articulate effectiveness is
a necessary starting point for any subsequent dialogue regarding the use of surveillance
technology. Other stakeholders are also making statements about the effectiveness of
surveillance technology. Privacy advocates are, in particular, critical of intelligence
agencies’ use of surveillance programs and their interpretation/application of
proportionality. To arrive at a consensus on how such technology should be used and
regulated, oversight bodies, the public, privacy advocates, and intelligence agencies
must begin with an understanding of how the others value and measure effectiveness.
This study provides such an understanding with regard to intelligence officials. Further
studies could investigate how the other groups address and treat effectiveness.
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Chapter 4
Oversight Bodies -
Evaluation through Compartmentalization!

4.1 Introduction

In September 2002 the U.S. Department of Defense received a Hotline complaint
accusing the National Security Agency (NSA) of “fraud, waste, and abuse” related to the
development of the TRAILBLAZER surveillance system, a data collection and processing
program. The complaint alleged that the NSA had wasted money on TRAILBLAZER and
had chosen TRAILBLAZER over the better (more effective) THINTHREAD program. As a
result of this complaint, one of the oversight bodies for the NSA performed an audit on
these two systems, concluding in favor of the complaint (Office of Inspector General
2004).

Recent years have seen an explosion of digital data. This has been followed by
intelligence agencies trying to keep up with the flood of information in their endeavor to
protect their countries against potential security threats. Rather than drown in the data,
they strive to use it to more effectively identify and inform on security issues. As the
flood of data rises, so too does the agencies’ surveillance of that data.

Subsequently, the increase in surveillance provokes an increased concern of risk of
abuse and privacy invasion - more surveillance powers to collect more data increases
the likelihood that innocent persons’ data may be swept up. To protect against this risk,
governments often introduce increased oversight. A law introduced in the Netherlands
in 2017 is a case in point. It gives more surveillance powers to intelligence services,
allowing them to collect all the data traffic in a certain area in search of a terrorist; to
hack the mobile phones of potential acquaintances of suspects; and to share collected,
unanalyzed data with foreign intelligence services. To counterbalance this increase in
powers, the law also introduces more oversight: the use of any of these new powers
requires the prior permission of a special, new committee composed of two judges and
a technical expert, in addition to the existing oversight of the Minister of the Interior and
the Review Committee (CTIVD) (Kraan 2017).

1 This chapter was published as Cayford, Michelle, Wolter Pieters, and Constant Hijzen. “Plots, murders,
and money: oversight bodies evaluating the effectiveness of surveillance technology,” Intelligence and
National Security, 33;7,999-1021.2018. DOI: 10.1080/02684527.2018.1487159.
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Both examples above demonstrate the key role oversight bodies play in intelligence
agencies’ use of surveillance technology. If this is the role (increasingly) given to
oversight bodies, then how oversight bodies perform their evaluations becomes
increasingly important. How, then, do these oversight mechanisms evaluate if a
technology is effective in achieving its security goal? And how do they consider cost and
proportionality in this evaluation? Do they consider all three in their oversight? Which,
if any, of the three take priority? This comparative study investigates these questions,
focusing on U.S. and U.K. oversight bodies, particularly those overseeing the NSA, CIA,
and GCHQ. Itis aimed at these two countries due to the Snowden leaks, which specifically
focused on the surveillance of American and British intelligence agencies.

This study complements the authors’ previous paper, which analyzed what intelligence
officials of these agencies state regarding effectiveness (Cayford and Pieters 2018). It
also compares the results of the previous study with what oversight bodies report on
effectiveness, cost, and proportionality. Whether these two groups focus on the same
things or different ones (e.g. counting money spent, plots thwarted, and murders
averted) may impact audit results, like the one on TRAILBLAZER. Understanding how
these groups consider the issue of effectiveness is an important first step for any
subsequent dialogue on the use of surveillance technology and its governing laws.

This study is not an evaluation of whether or not surveillance technologies are effective;
nor is it a judgment on how oversight bodies evaluate effectiveness. Rather, it is an
examination, through analysis of public documents, of how oversight bodies deal with
the question of effectiveness as part of their oversight function.

The next section of this paper presents related work in the fields of surveillance and
oversight. The study’s methods and approach are then presented, followed by an
overview of the oversight mechanisms of the American and British intelligence
communities. The data is then analyzed and the findings presented, followed by a
discussion of these findings.

4.2 Related work

Two bodies of literature were reviewed for this paper: evaluations of the effectiveness
of surveillance technology within the security domain, and existing studies on
intelligence oversight.

Within the broad body of security and surveillance literature resides a set that deals with
the strict effectiveness of surveillance technology. Strict effectiveness assesses and
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measures whether or not a given security program accomplishes its security goal. A
significant body of works exists, which strives to evaluate the effectiveness of
counterterrorism measures (Lum et al. 2006, Van Dongen 2009 & 2015, Van Um and
Pisoiu 2011, Drakos and Giannakopoulos 2009, Jonas and Harper 2006). In addition, two
government reports by the U.S. Privacy and Civil Liberties Oversight Board (PCLOB),
address the question of strict effectiveness of security measures, revealing measures of
effectiveness used by intelligence officials and drawing their own conclusions about the
effectiveness of NSA surveillance programs (PCLOB Jan. 2014 & June 2014). In the UK,
David Anderson, an Independent Reviewer of Terrorism Legislation, reviewed the utility
of the bulk powers used by the intelligence services (Anderson 2016). These powers
include intercepting and acquiring telecommunications, equipment interference, and
using personal datasets, all in bulk (“bulk” refers to large quantities of data, including
those not associated with current targets). Anderson concluded that these powers are
effective in achieving operational aims.

Mueller and Stewart (2011) evaluate the strict effectiveness of surveillance technology
through cost-benefit analysis. Methods and frameworks related to strict effectiveness
include Ekblom’s work (2011), which establishes a framework for crime prevention and
security in the community, and Sproles’ (1999), which develops a method of establishing
measures of effectiveness that can be applied to any field.

A small body of work deals with the strict effectiveness of specific kinds of surveillance
technology, including assessing the effectiveness of U.S. Air Force drones, of border
security (Lingel et al. 2012, Willis et al. 2010), of wiretapping programs (Tsvetovat and
Carley 2006), and of advanced imaging technology full body scanners (Stewart and
Mueller 2011). Lastly, there is an entire body of literature on CCTV cameras and their
effect on crime. Certain recent studies have identified conditions in which CCTV operates
most effectively, namely in small, defined spaces such as car parks, and against property
crimes rather than violent crimes (Gill and Spriggs 2005, Caplan et al. 2011, Ratcliffe et
al. 2009, Welsh and Farrington 2003 & 2009).

Our previous paper identified several measures that intelligence practitioners use to
measure effectiveness: thwarted attacks, lives saved, criminal organizations destroyed,
output, context, support, and informed policy-maker. The concept of effectiveness was
found to be strongly linked to cost, with the goal of evaluating surveillance programs
being efficient spending rather than effectiveness itself. Intelligence officials were found
to rely on the law to determine proportionality and to consider collection by computer
versus selection by human beings an important distinction. In the current paper, we
compare these findings with those of oversight bodies.
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Literature on intelligence oversight addresses the “basic problem” of “how to provide
for democratic control of a governmental function and institutions which are essential
to the survival and flourishing of the state but which must operate to a certain extent in
justifiable secret” (Leigh 2007). This question has raised considerable academic
attention within the intelligence studies since 1975, the American “year of intelligence,”
when major scandals led to reforms in the oversight system (Johnson 2008). A “pattern
of exposure, report, and strengthening of oversight” followed suit in many other
countries throughout the 1990s (Leigh 2005).

Scholars have focused on the historical development of oversight, as well as performing
comparative research (Barrett 2005, Johnson 2004, Kibbe 2010, Reid 2005, Snider 2008,
Prados 2013, Johnson 2008, Schwartz 2007). Comparing oversight systems and
practices in Argentina, Canada, Norway, Poland, South Africa, South Korea, the United
Kingdom, and the United States, Born et al. (2005) concluded that factors such as
independence from the executive, proper investigative powers, access to documents, the
possibility to keep secrets, and sufficient support staff make oversight “strong.”

Much of this research focuses on legal, formal, and institutional factors that influence the
institutionalization of oversight and control bodies (Born and Leigh 2005, Born and
Caparini 2007, Willis 2007, Born et al. 2011, Willis and Vermeulen 2011, Born and Willis
2012, Born et al. 2015, Gill 2016). It describes different systems of oversight, ranging
from parliamentary committees which exercise oversight on security and defense
policies in general, to specialized committees, and non-parliamentary bodies. The
research compares different aspects of these systems, such as their composition,
selection of members, resources, mandates, the criteria they use, and temporal
dimension (ex post or ex ante) (Willis and Vermeulen 2011).

Recently, several authors have started to research the cultural norms and social values
that may influence intelligence and security practices, thus exploring the “soft side” of
oversight and control (Davies 2004, O’Connell 2004, de Graff and Nyce 2016, Krieger
2009). Loch K. Johnson has shown how factors such as member motivation and
cooperation by the executive influence the success of oversight and control in the field
of intelligence and security (Johnson 2005). In the case of Dutch oversight it has been
explored how informality and the lack of political weight characterize oversight
practices (Hijzen 2014).

Much literature exists which examines the success of oversight bodies - how well do
they perform their functions, are they formally equipped and actually using their powers
to successfully oversee intelligence communities (Ford 2006, Ott 2003, Zegart and Quinn
2010, Dietrich 2016)? Aside from calls for modernization and “digitization” (Roy 2016),
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however, there is no literature on how oversight bodies assess whether intelligence
agencies’ use of surveillance technology is effective.

This current study works to fill this gap.

4.3 Framework and methods

Our conceptual framework relies on distinguishing different elements of effectiveness
on the one hand, and the roles of technology, programs, and institutions on the other.
This reflects the fact that the question of effectiveness is not determined in a vacuum.
Other factors, such as cost and proportionality, are inevitably brought into consideration
when determining whether or not to use a particular surveillance technology. We refer
to this as overall effectiveness. Ultimately a decision on overall effectiveness includes
considerations of strict effectiveness (whether or not the technology achieves the
security goal), as well as of expense and proportionality.

This study defines effective as “an impact that is desirable and can be observed as
contributing toward the sought-after security goal.” Note that this differs from
performance, which refers to the technology’s ability to function correctly. For example,
performance tells us whether a technology accurately captures targeted emails, while
effective considers whether capturing those emails contributes toward dismantling the
criminal organization.

Intelligence oversight is rarely properly defined - instead it is considered a catch-all term
for all kinds of practices and institutions and used alongside terms such as

” o«

“accountability,” “review,” and “control.” However, most authors understand it along the
lines of Hans Born'’s definition (Wegge 2017): “a means of ensuring public accountability
for the decisions and actions of security and intelligence services” (Born et al. 2005,

p.226).

In the documents analyzed for this study, the term “surveillance technology” as such, is
not used. Rather, oversight bodies refer to “surveillance programs” or “collection
programs.” A program could entail only one surveillance technology, but more often it
refers to several technologies that together perform a certain collection action, such as
collecting internet data, filtering it, and selecting and storing the pertinent data.
Consequently, this study often refers to surveillance programs rather than technology.
This is with the understanding, however, that the programs focused on here are
composed of technologies, and that considerations of effectiveness and the like can
equally be applied to both. The types of surveillance programs being discussed in this
paper are primarily those dealing with communications data (i.e. surveillance systems
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monitoring and collecting data on internet and phone activity). Figure 4.1 shows how
the different elements of this framework fit together.

Conceptual framework

Oversight
Bodies
aversee
Security
Intelligence Lo Decision on
Agencies technology

Surveillance programs deployment

Use

ST

Surveillance
technology (ST)

ST

ST

Figure 4.1. Conceptual framework of effectiveness, surveillance, and oversight

This study analyzes public documents and statements issued from 2006 to 2016 by the
oversight bodies of the NSA and CIA in the U.S. and of the GCHQ in the U.K. These
oversight mechanisms include the following: the British Intelligence and Security
Committee (ISC), Investigatory Powers Tribunal (IPT), Interceptions Communications
Commissioner, and Intelligence Services Commissioner; the American NSA and CIA
General Counsels and Inspectors General, Director of National Intelligence (DNI),
Attorney General, Department of Defense Office of Inspector General, NSA and CIA
offices of privacy and civil liberties, Privacy and Civil Liberties Oversight Board (PCLOB),
Foreign Intelligence Surveillance Court (FISC), and House of Representatives and Senate
Select Committees on Intelligence. The timespan of 2006 to 2016 was chosen to provide
a good amount of time (7 years) prior to the Snowden documents to potentially compare
differences in evaluation pre- and post- Snowden. It is also the same timespan analyzed
in the authors’ paper on intelligence practitioners, allowing for possible comparison
between the two studies.
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The documents reviewed include all the documents available on the websites of the
House and Senate Committees on Intelligence, excluding documents on their rules of
procedure (47 documents reviewed). As concerns the FISC, all available - i.e. declassified
- orders and opinions were analyzed (30). For the remaining U.S. oversight bodies, any
available statements oral or written by these authorities were examined (27). One
source - the audit on TRAILBLAZER - dating from 2004 was analyzed due to its extreme
relevance. For the U.K, 13 ISC sources were reviewed, 10 reports by the Intelligence
Services Commissioner, and 17 documents produced by the Interception of
Communications Commissioner. All relevant judgments of the IPT were analyzed (7) -
i.e. those in which the GCHQ was the defendant - as well as the two existing IPT reports.

Analysis was performed by identifying all mentions of effectiveness, cost, and
proportionality. These statements were then evaluated, identifying measures of
effectiveness and reoccurring themes in all three categories.

4.4 Overview of intelligence oversight bodies

Before presenting our findings, we briefly introduce the American and British oversight
mechanisms and the bodies charged with overseeing the NSA, CIA, and GCHQ. The U.S.
intelligence oversight mechanism is expansive and fairly complicated. Here we focus on
the oversight bodies studied in this paper.

As the U.S. government has three branches - executive, legislative, and judicial - so does
oversight. U.S. oversight can be considered as layers of an inverted pyramid. That is, the
first layer of oversight is within the respective agency itself, and from there each
successive layer fans out into increasingly broader layers (see Figure 4.2). There are
several layers of oversight within the executive branch, including boards with particular
oversight mandates, such as the PCLOB. The next layer of oversight is judicial - the
Foreign Intelligence Surveillance Court (FISC) - but it is also partial, as its jurisdiction is
limited to certain forms of investigative actions, such as electronic surveillance for
foreign intelligence purposes. The final oversight layer is legislative and consists of the
Permanent Select Committees on Intelligence in the House of Representatives and
Senate.
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Figure 4.2. U.S. oversight layers

The British intelligence oversight mechanism consists of four pillars, which operate
somewhat in successive order, from ministers to judicial commissioners, Parliament,
and the Investigatory Powers Tribunal (IPT) (see Figure 4.3).

British oversight begins with ministerial oversight. For an intelligence agency to perform
any given surveillance activity, a warrant or authorization is required. This
authorization is given by certain designated ministers. The requested power is granted
only ifitis 1) legal, 2) necessary, and 3) proportionate. The second pillar is composed of
Commissioners who review the agencies retrospectively, auditing their compliance with
the law. The Intelligence Services Commissioner reviews all intrusive actions except
interception; interception oversight falls to the Interception of Communications
Commissioner. Under the new Investigatory Powers Act the Investigatory Powers
Commissioner (IPC) will take over the responsibility of both the Intelligence Services
and Interception of Communications Commissioners. Warrants will require the
approval of both the IPC and a judicial commissioner. The Intelligence and Security
Committee (ISC) of Parliament forms the third pillar. The ISC oversees the
administration, policy, spending, and activities of the intelligence bodies. Lastly, the IPT
exists for individuals to make complaint against the intelligence agencies if they believe
they have been the victim of unlawful action or human rights infringement. The Tribunal
then investigates and rules whether or not the complaint is justified, issuing orders for
the agency in question, if necessary (IPT website).
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Figure 4.3. U.K. oversight pillars

4.5 What Oversight Bodies are reporting related to...

4.5.1 Effectiveness

As a whole, it was found that oversight bodies minimally treat the question of the
effectiveness of surveillance programs. The PCLOB was the only oversight body found to
explicitly and of its own initiative address the effectiveness of specific surveillance
systems, recognizing this as a necessary step to address proportionality (PCLOB Jan.
2014 & June 2014). The Board’s reviewing of these programs was initiated by requests
from Congress and the President, which was a result of public outcry following the
Snowden leaks. In the context of its oversight mandate related to privacy protection, the
Board was tasked with reviewing two NSA surveillance programs - the bulk collection
of domestic phone metadata under Section 215 of the Patriot Act, and the collection of
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foreign electronic communications under Section 702 of the Foreign Intelligence
Surveillance Act (FISA).

The one other instance found of an oversight body evaluating the effectiveness of a
surveillance system was initiated by a Defense Hotline complaint. The hotline is for
reporting fraud, waste, or abuse anonymously. The complaint alleged that the NSA
surveillance program TRAILBLAZER was more costly and yet inferior to the
THINTHREAD system, but the NSA chose it over THINTHREAD regardless. The Inspector
General of the Department of Defense consequently performed an audit on these two
systems related to cost and effectiveness. Overall the audit’s findings seem to agree with
the complaint that TRAILBLAZER was not the best system. TRAILBLAZER was created
specifically to effectively exploit the global network. It was a question of which of the
two systems was most effective at achieving this goal. The report notes that a separate
study “observed that the TRAILBLAZER was poorly executed” (Office of Inspector
General 2004, pp.27, 29).

It is significant that this is only the second example we have of an oversight body
evaluating the effectiveness of a surveillance technology, and that this evaluation was
prompted by a complaint - i.e. it was not a systematic review. Likewise, the origin of the
PCLOB’s reports was public outcry. These effectiveness evaluations were reactive and in
response to someone crying foul.

In the two reports above and in other instances where oversight bodies’ reports do point
to effectiveness certain trends were identified. These trends are indicated with italics.
Oversight bodies place value on surveillance systems providing information that results
in the identification of criminals and terrorists and their plots, knowledge about the
functioning of their organizations, and the prevention of criminal acts occurring. The U.K.
Surveillance Commissioner testifies in his reports of the importance of these collection
programs: “I have been impressed... by how interception has contributed to a number of
striking successes. It has played a key role in numerous operations including... the
prevention of murders, tackling large-scale drug importations... gathering intelligence...
on terrorist and various extremist organisations,... serious violent crime and terrorism”
(Interception of Communications Commissioner “Report for 2006,” p.11). In his 2010
report the Commissioner describes an investigation that successfully utilized
interception technology, which led to members of the drug organization being identified,
a better understanding of the organization’s operations and interactions with other
criminal organizations, the prevention of a murder, the seizure of drugs, and the arrests
and convictions of principle members. The ISC judged bulk interception to be effective
because it has exposed plots (ISC Mar. 2015).

60



Likewise, in the U.S,, the Attorney General’s Office argues that Section 702 is effective
based on it yielding information about the identities and plans of terrorists, and the
support and functioning of their organizations. It equally makes an argument for the
effectiveness of the metadata collection program when it states that the FBI has opened
27 international terrorism investigations from May 2006 through the end of 2008 based,
at least in part, on tips gained from this program (Assistant Attorney General 2009).

The PCLOB found the Section 215 metadata collection program to be ineffective based
on, in its seven years of existence, there not being a single instance in which it
significantly contributed to a counterterrorism investigation, to identifying an unknown
terrorist plot, or to disrupting a terrorist attack, and there being only one instance in
which a semi-unknown terrorist suspect was identified (PCLOB Jan. 2014). Conversely,
the Board reported that Section 702 collection led to identifying terrorists or plots in
approximately 30 cases, and that it contributed to existing investigations in about 20
cases, ultimately judging it to be “valuable and effective” (PCLOB July 2014, p.2).
Additional measures of effectiveness identified are knowledge gained about the target,
as well as the location and movements of suspects.

Oversight bodies also consider the number of reports generated to be a measure of
effectiveness. That is, a surveillance program can be measured to be effective or not
based on the number of reports generated containing information the system has
gathered. Programs that are “effective” are implied to be those that result in reports,
testimonies, and briefings of Congress (Dept. of Justice 2012). The PCLOB states that
over one fourth of the NSA’s reports on international terrorism “include information
based in whole or in part on Section 702 collection” (July 2014, p.108). The British ISC
cites the GCHQ’s increased number of reports and the quality of analysis as an indication
of the agency’s effectiveness (ISC “Annual Report 2011-2012,” p.16). This is a judgment
in relation to the agency as a whole and not to surveillance technology, but it indicates
what the oversight body considers to be a measure of effectiveness.

The PCLOB’s report on Section 215 established seven “categories of success” by which
to measure the value of a counterterrorism program (PCLOB Jan. 2014, p.146). In
addition to categories covered in the preceding paragraphs these include measures of
enabling negative reporting, adding or confirming details, and triaging. “Negative
reporting” refers to establishing that a known terrorist does not have a U.S. nexus.
Triaging refers to prioritizing leads based on urgency in a time-sensitive scenario. In the
Section 702 report the Board places value on the flexibility of the program, which allows
the government to continue monitoring suspects when they change modes of
communication, and to the execution speed of the Section 702 process, which is faster
than the traditional warrant process and therefore saves resources (PCLOB July 2014,
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pp.104-106). In reference to a certain kind of data collected, the ISC reports that this data
helps the agencies quickly determine who is a potential target and who to filter out (ISC
Feb. 2013). Here again value is given to speed and resources.

Oversight bodies rarely evaluate the effectiveness of surveillance programs themselves.
In the documents analyzed, there were no indications that any of the U.K. oversight
bodies explicitly perform evaluations of effectiveness. And even in the U.S. the two cases
cited above - the PCLOB reports and the Department of Defense Inspector General’s
audit - appear to be the exceptions to how oversight bodies handle the question of the
effectiveness of surveillance technology. The norm is not to perform evaluations of
effectiveness themselves, but to depend on the intelligence agencies to do so.2

For example, the U.S. Congressional Committees do not themselves determine
effectiveness, but press the intelligence community to do so. In one Senate Committee
report, effectiveness is very specifically mentioned as something intelligence agencies
should assess in a detailed way, to include measures of effectiveness:

26. Measures of effectiveness
The Committee continued to press the Intelligence Community... to establish
quantitative measures of effectiveness to provide insight into how effectively
a program is performing... The Committee is pleased that the IC is developing
more meaningful measures of effectiveness for its programs (Senate
Committee Mar. 2011, p.30).

It is worth mentioning here, a report produced by David Anderson evaluating the
operational use of bulk powers used by British intelligence services (GCHQ, MI5, MI6).
At the request of Parliament, Anderson reviewed these bulk powers (bulk interception,
bulk acquisition, bulk equipment interference, bulk personal datasets) to assess whether
they were useful for the operations in which they were used, and whether or not other
techniques could have been used in their place. Anderson found these powers to be
effective and necessary, using as his measure of effectiveness whether using the power
in question “has made a significant contribution” to the process of identifying potential
threats or sources of intelligence, understanding more fully the intelligence picture, or
taking action (Anderson 2016, p.74). More specific activities identified were discovering
targets, gaining knowledge about targets, detecting anomalies, analyzing networks, and
triaging and prioritizing. Although not listed specifically as a measure, in his evaluation

2 The Dutch oversight body mentioned in the introduction - CTIVD - states specifically on its website
that it does not evaluate effectiveness. It is interesting that its function so definitely does not include
this, and that it so pointedly wants to distance itself from any expectations of effectiveness evaluations.
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Anderson clearly also places value on speed - the speed at which a given power provides
the information over an alternative method. These are, obviously, many of the same
measures identified above. This report is significant in that it focuses specifically on
evaluating the effectiveness of surveillance programs within intelligence agencies, and
it is public - a rarity - however, it is not produced by an oversight body, and thus does
not strictly fall within the bounds of our research.

In the court documents analyzed for this study (i.e. those publicly available), the
question of strict effectiveness is assumed by the U.S. FISC and the U.K. IPT. The
documents consider the government’s national security needs, but not whether the
program in question is effective in contributing towards meeting those needs. The
program is assumed to be effective and to therefore contribute towards national
security. It is unknown whether non-public documents by the FISC might address
effectiveness. In the case of the IPT it has not been called upon to address effectiveness
(Anderson 2016). It is hypothetically possible that it could, although this seems unlikely
since its mandate revolves around investigating complaints of unlawful action and
human rights infringement.

To summarize, oversight bodies rarely treat the question of the effectiveness of
surveillance technology. Rather, they expect and press the intelligence agencies to do so.
When effective or successful programs are spoken of, oversight bodies place value on
systems that thwart plots, provide knowledge on criminal organizations, and result in
reports generated. Validating information gathered by other means, negative reporting,
prioritizing leads, and speed are additional measures of effectiveness important to
oversight bodies.

4.5.2 Cost

Oversight related to cost is a frequent subject in the reports of the parliamentary arms
of oversight - the British Intelligence and Security Committee and the American Senate
and House Committees. Their mandate includes overseeing the spending of the
intelligence agencies. The ISC’s annual reports review the spending of each intelligence
agency. In some instances, exact amounts are classified, but the reports document the
relative increases or decreases in relation to previous years. One report criticizes an
agency for failing to effectively manage its expenditures for the fourth consecutive year
(ISC “Annual Report 2010-2011"). Another states that the Committee’s most significant
concern is related to a collaborative savings program, which requires the intelligence
agencies to achieve 220 million pounds of savings. It reports that “considerable
improvements” are needed if the agencies are to meet this goal by the deadline (ISC
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“Annual Report 2012-2013,” pp.4-5). Other issues include “an SIS payment of several
million pounds relating to an operation with a foreign intelligence service which was not
adequately documented; spending in excess of Treasury limits on advertising and
marketing” (p.34).

One of the Senate Committee’s main set of reports is on the Intelligence Authorization
Act for each fiscal year. While the Committee itself does not authorize spending, it
reports on the authorizations and recommends whether the bill pass. Each report
contains a classified section detailing the authorizations. One example of titles within the
report further illustrate the cost focus: Budget and Personnel Authorizations; Increase
in employee compensation and benefits; Major System Cost Reports (Senate Committee
July 2010).

These parliamentary oversight bodies link the value of surveillance programs to their
cost. The ISC reports on value for money and the efficiency of the agencies’ spending
(“Annual Report 2006-2007"). In one report it requested the National Audit Office to
assess specific projects for value to money (“Annual Report 2010-2011"). In another it
chides an agency for putting efficiency and “value-for-money gains at risk” (“Annual
Report 2008-2009,” p.16). The Senate Committee calls for vulnerability assessments of
major systems in order to determine “whether funding for a particular major system
should be modified or discontinued” (July 2010, p.13). Another report requests cost and
feasibility studies related to the adoption of certain business systems (Nov. 13, 2013).
These are assessments of the value of a program in relation to its cost.

This leads to the matter of effectiveness being discussed in the context of cost by
oversight bodies. While “effectiveness” is mentioned, the focus is really more a question
of cost than of strict effectiveness. The ISC reports that the government was developing
“a framework for monitoring efficiency and effectiveness across the Agencies,” and then
goes on to discuss resources being used in an effective and efficient manner. Thus, it is
actually cost-effectiveness that is being examined. The Committee assesses how the
British agencies have performed, stating, “[I]t is essential that this level of funding can
be justified” (ISC “Annual Report 2012-2013,” p.4). Likewise, the Senate Committee, due
to budget cuts, calls for data “on the effectiveness of all of the intelligence disciplines...
relative to their costs to the taxpayer... Therefore, the Committee directs the ODNI to
complete a detailed analysis comparing the effectiveness and costs of the Geospatial,
Human, Measurement and Signatures, Open Source, and Signals Intelligence disciplines.
The study must include detailed analysis of the costs and effectiveness of
subcomponents and major programs” (Senate Committee Nov. 13, 2013, pp.20-21).
Although effectiveness analysis is called for it is relative to and in the context of cost.
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The previously mentioned Department of Defense audit of the TRAILBLAZER and
THINTHREAD systems is the only example we have of an oversight body performing a
cost evaluation of specific surveillance technology. The audit’s findings seem to agree
with the complaint that TRAILBLAZER was a costly system.3 The report quotes another
study which states “that the TRAILBLAZER was poorly executed and had an overly
expensive [classified]” (Office of Inspector General 2004, p.29). The audit includes a
whole classified section devoted to a cost analysis of THINTHREAD.

4.5.3 Proportionality

Ensuring that intelligence agencies stay within the bounds of the law is a central function
of oversight. There are several aspects of conducting legal surveillance, such as following
the correct procedure and covering only the permitted persons and communications.
Surveillance can be conducted legally according to conditions such as these, and yet be
disproportionate. Proportionality refers to the impact on privacy versus the benefits for
security. Proportionality can be clearly built into the legal statute, or can be more
vaguely referenced as something to be sought after, but not specifically required for
legality. When proportionality does appear it is a sub-category of legality - as such, it is
difficult to treat proportionality without also mentioning the broader subject of legality.

We observed that some statements by oversight bodies have more of a legal focus, while
others concentrate on the sub-category of privacy and proportionality. Some U.S.
oversight bodies seem to address either legality generally or proportionality in
particular, while all the U.K. oversight bodies appear to address both broad legality and
the proportionality sub-category equally.

Legality

Examples abound of various oversight bodies determining the lawfulness of intelligence
agencies’ actions. The ISC investigated allegations that GCHQ acted illegally in regards to
accessing information gained through PRISM, and found that contrary to the allegations,
GCHQ acted legally (ISC “Statement on PRISM”). The Intelligence Services Commissioner
yearly reports on the lawfulness of the issuing of warrants by the intelligence agencies.
In all of the IPT’s judgments the Tribunal considers the legality of the actions of the
intelligence agency concerned.

3 TRAILBLAZER was eventually abandoned after over $1 billion had been spent on the program.
(Mayer 2011)
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The NSA Inspector General’s report on the President’s Surveillance Program states that
the NSA General Counsel, the DOJ Office of Legal Counsel, and the NSA Inspector General
all arrived at the conclusion that the President’s authorization for collection of
communications with one end in the U.S. was legal (NSA Inspector General 2009). The
FISC found the metadata collection program to be lawful 35 times (Pauley 2013). Even
U.S. Congressional Committees’ jurisdiction includes aspects of legal oversight, although
they do not render legal opinions (e.g. reviewing FISC orders authorizing targeted
collection of communications entering or leaving the U.S. if there was probable cause of
one of the parties being a terrorist (Senate Committee Mar. 2009)).

Compliance is a common subset theme of legality. Certain oversight bodies produce
yearly compliance reports. For example, the Attorney General and DNI jointly produce a
semiannual assessment of the NSA’s compliance with procedures and guidelines related
to Section 702. These reports detail and number the errors, and determine whether or
not intentional violations have been made. Based on one declassified report we can
deduce that these reports also detail the more significant incidents of non-compliance,
i.e. those involving U.S. persons (Attorney General and DNI 2013).

The U.K. Interceptions of Communications and Intelligence Services Commissioners
report on compliance that relates to their respective jurisdictions. Both produce an
annual report documenting the number of errors made by the intelligence agencies.
They contextualize the errors by categorizing them and highlighting the severity of the
error and the degree of privacy intrusion; examples of errors are also detailed. One such
example is that of a GCHQ internal monitoring system of staff communications capturing
more information than authorized. The Commissioner concluded this was a technical
error. GCHQ deleted the relevant data and reconfigured the system to ensure compliance
(Intelligence Services Commissioner 2015).

U.K. and U.S. reports are similar in that they both discuss the types of non-compliance,
the number of incidents separated by agency, give examples of the errors, and describe
what action was taken to correct the error and to prevent it from happening again. The
difference is that the U.K. reports are originally intended for the public, while the U.S.
reports are classified.

The term “compliance” is used in discussing errors made that subsequently mean that
the agency’s actions were not according to the law. Interestingly, it seems that “legal” is
used most often to refer to a surveillance program as a whole or the carrying out of
surveillance duties as a whole. “Compliance” is used primarily to refer to the mistakes
made within these legal programs.
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The oversight documents that report on compliance also address integrity and whether
or not the errors were intentional. In all the reports reviewed, the oversight mechanisms
stressed the integrity of the intelligence personnel and their desire to act within the law.
The language was found to be slightly stronger when the report’s audience was the
public at large.

The Interception of Communications Commissioner reported that he found no evidence
of a desire to act unlawfully within the intelligence agencies, but rather a clear desire to
ensure that their actions are within the law (2007). The Intelligence Services
Commissioner takes care to stress that in instances of non-compliance, “None of the
cases involved bad faith or any deliberate departure from established practices” (July
2008, p.9). The Attorney General and DNI state that NSA agency personnel demonstrate
“a focused and concerted effort” to comply with requirements, and report that they
found no intentional violations in the instances of non-compliance (2013, pp.22, 37).

Privacy and proportionality

Proportionality falls within this broader theme of legality. It is closely associated with
the notion of privacy protection, the (widely-held) belief being that if surveillance is
proportional, the privacy of innocent citizens will better be protected. In the U.S. it is
most often the PCLOB and FISC that address proportionality and privacy. In both the U.S
and the U.K,, oversight bodies seek for privacy protections to be built into surveillance
systems. The ISC called for privacy protections to “form the backbone” of new legislation
being drafted for investigatory powers, and not be handled as a mere “add-on” (ISC Feb.
2016, p.3). The Interceptions of Communications Commissioner considers it his role to
ensure that systems are in place to protect the privacy of British citizens (2007).

The FISC imposes certain measures on NSA surveillance systems to protect privacy, such
as instituting regulations regarding accessing and storage of metadata, as well as
requiring random spot checks and authorizations for certain activities. The Court
recognizes that the data collected by the NSA under the telephone metadata program
will be broad, but qualifies that “the use of that information for analysis shall be strictly
tailored to identifying terrorist communications” and must be carried out according to
prescribed procedures (Judge FISC May 3, 2007, p.7). The NSA is only permitted to
search this metadata when it has reasonable suspicion that a telephone number is
associated with a terrorist suspect.

While privacy controls are in place for various surveillance systems, our research
revealed that whether these controls are adequate, and whether in given instances the
privacy invasion is proportionate to the security concern, is a matter of human judgment.
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This judgment is passed by judges, commissioners, oversight committees, and board
members.

The ISC judges that the privacy concerns of examining datasets containing large volumes
of data of people of non-interest outweigh the practical considerations (significantly
increasing the number of warrants and therefore also time and cost) of the intelligence
agencies; the intrusion merits requiring a specific warrant (ISC Feb. 2016). The
Intelligence Services Commissioner testifies that the question he focuses on in his
oversight is that of proportionality, assessing whether the agencies have correctly
balanced the security necessity against the privacy invasion (ISC Dec. 21, 2015, p.806).

In a report to the FISC, the Attorney General makes a proportionality judgment
supporting the NSA’s balancing of security needs, cost, and protection of privacy:
destroying credit card information contained in call records requires personnel, time
and resources, which “are not justified given the operational need for certain
information” and the measures taken to ensure the records are secure (Assistant
Attorney General 2009, p.65). A FISC judge finds that a two-year rather than five-year
retention of upstream acquisitions “strikes a more reasonable balance” between
security needs and protecting privacy (Judge FISC Oct. 2011, p.13).

The PCLOB found the Section 215 program to be disproportionate - one instance of
identifying a not entirely unknown terrorist suspect hardly justifies the broad collection
of phone metadata. This instance, in particular, is a good example of human judgment at
play, because two of the Board’s five members wrote dissenting opinions disagreeing
with the conclusion that Section 215 was disproportionate.* One found that the limited
amount of information collected by the program, along with the existing and PCLOB-
recommended privacy protections renders the privacy intrusion small, while the
potential benefit of the program remains significant (PCLOB Jan. 2014).

All the above examples indicated that while laws and measures may be in place to
protect privacy and ensure proportionality, the actual determination of whether or not
proportionality is achieved must ultimately fall to individual human judgment. And,
naturally, different individuals will often arrive at different conclusions.

Proportionate <» legal

One finding of this study is that there is a significant interplay between legality and
proportionality. In the UK. case, what is legal is determined, in part, by what is

4 They also disagreed with the conclusion that Section 215 is not an effective program.
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proportional. While proportionality is not the only aspect that determines legality,
without proportionality being achieved neither can legality be achieved. U.K. law
stipulates that any surveillance performed with surveillance technology must be shown
to be firstly necessary, and secondly proportionate to what it seeks to achieve. Thus, the
case for proportionality is built directly into the law. The IPT states that “indiscriminate
trawling for information... would be unlawful” (IPT June 2015, p.77). “Indiscriminate
trawling” is considered to be disproportionate which therefore makes it unlawful.

Across the Atlantic, the role of proportionality is more vague. The FISC states that to
assess reasonableness (proportionality), a court must consider “the nature of the
government intrusion and how the government intrusion is implemented. The more
important the government’s interest, the greater the intrusion that may be
constitutionally tolerated” (Judge FISC Oct. 3,2011, pp.69-70). The court goes on to state
that if the privacy protections are adequate “the constitutional scales will tilt in favor of
upholding the government’s actions” (p.70). If, on the other hand, the protections are
inadequate to protect against the risk of error and abuse, the balance will tip towards a
judgment of unconstitutionality. Determining whether a program is constitutional or
legal, therefore, includes determinations of proportionality. The law requires U.S.
intelligence agencies to implement measures to protect privacy. Whether or not a given
program is found to be legal or not, however, is based upon whether these measures are
deemed to be adequate in light of the government’s interests. If a program is determined
to be proportional it is considered constitutional. If it is determined to be overly invasive
it will be found to be unconstitutional.

4.6 Discussion

This section contains themes that were identified across all three elements of
effectiveness, cost, and proportionality, and compares the results of this paper with the
authors’ previous study on intelligence practitioners.

While this study intentionally covered a pre- and post- Snowden timespan, no significant
differences were found in how oversight bodies dealt with the three aspects of overall
effectiveness (strict effectiveness, cost, proportionality) in these two different periods.

4.6.1 Oversight bodies and intelligence practitioners compared

Comparing the results of this study with the findings regarding intelligence practitioners
revealed some notable similarities and differences.
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The question of the effectiveness of surveillance technology is rarely treated by
oversight bodies and intelligence practitioners alike. In their investigation of two of the
NSA’s surveillance programs, the PCLOB specifically raised the question of whether
these programs were effective. The Board’s hearings, in which they posed this question
to intelligence officials, is the sole instance found of intelligence practitioners specifically
addressing this question. The PCLOB’s reports are also only one of two instances found
of oversight bodies doing so. Instead, discussions turn around cost or privacy and
proportionality issues, or focus on existing or new oversight mechanisms to implement.

Among the measures of effectiveness identified, oversight bodies and intelligence
practitioners signal several of the same measures. Thwarting plots, identifying and
locating criminal and terrorist suspects, and providing knowledge of the structure and
workings of criminal organizations are considered by both to be ways of evaluating
effectiveness. The number and quality of reports generated based on information gained
from a surveillance program is also considered to be an important measure of
effectiveness by both stakeholders.

Both groups also revealed cost as a driver of evaluations of effectiveness. Effectiveness
is evaluated not so much out of concern for effectiveness itself, but out of concern for
cost. Oversight bodies call for assessments evaluating value to cost, and practitioners
evaluate systems because both parties only want money spent on programs that are
effective.

Proportionality judgments involving individual human judgment was a theme apparent
in both studies. Itis individual human beings who ultimately decide what is proportional
both within oversight mechanisms - courts, boards, legal offices - and within the
intelligence agencies - e.g. directors.

One notable difference is in the interplay between legality and proportionality.
Intelligence practitioners state that proportionality is determined by the law: they
themselves do not make proportionality judgments; they simply act according to what
the law prescribes. The law determines what is proportional, and this is enforced by
oversight. Our research findings on oversight bodies seem to reveal the reverse of this
logic. That is, that legality is determined, in part, by what is proportionate. The law lays
down certain procedures (e.g. FISC guidelines), but there is still room for, and it is even
necessary to have, judgments of what is proportional. These proportionality judgments
are part of what determine legality.
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4.6.2 Dependency

Although many oversight elements are independent of intelligence agencies and
therefore their work is independent, our research revealed that they are heavily
dependent on the intelligence community for the documents and testimony necessary
to carry out their oversight. Likewise, they are dependent on intelligence agencies to
determine the effectiveness of surveillance technology. The technical expertise
necessary to perform these evaluations lies largely within the intelligence agencies.
While some oversight bodies draw on outside technical support (e.g. the PCLOB held a
public forum which included a panel of technology experts), these experts do not have
access to classified material and therefore are not advising specifically on the
surveillance systems in question.> A notable exception is the I0CCO, which includes
technical experts as part of its inspection team. However, the IOCCO does not explicitly
evaluate effectiveness.

The Senate Committee’s conducting of its oversight of NSA electronic surveillance was
assisted by briefings by the NSA and access to court documents (Senate Committee Mar.
2009). The PCLOB’s reports on NSA surveillance programs relied on testimony, hearings,
and evidence received from the members of the intelligence community. Likewise, the
ISC concluded that media allegations that GCHQ circumvented British law were false
based on evidence given by GCHQ (ISC “Statement on PRISM”).

This inter-relatedness is also evident in the measures of effectiveness unearthed in our
two studies. At least part of the reason both practitioners and oversight bodies come up
with similar measures of effectiveness, is that the oversight bodies are relying on
intelligence officials to indicate how to evaluate the effectiveness of surveillance
programs.6

This dependency does not equate to oversight bodies giving the agencies a green pass at
every turn. Examples abound of oversight bodies finding fault with surveillance
programs: the audit on TRAILBLAZER, the PCLOB 215 report, FISC and IPT judgments,
and compliance issues raised by the FISC and the U.K. Commissioners. It is, however, an
interesting point that, in order to conduct their oversight (including any conclusions on
effectiveness), oversight bodies must rely on the intelligence agencies themselves for
testimony, documentation, error reporting, and the like. This dependency seems
inevitable. It is the members of the intelligence agencies who carry out the surveillance

5 An exception to this was Anderson’s independent review, whose team, which had access to classified
documents, included a technical expert. However, as stated previously, this review was not performed
by an oversight body.

6 This is also true of Anderson’s independent review.
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actions and use the technology. Arguably, therefore, they know best the functioning of
the systems, what actions they have taken, errors they have made, and the subsequent
documentation. This inter-reliance, however, explains why certain groups and
individuals claim that oversight bodies no longer serve their purpose and have been co-
opted (e.g. Greenwald). It also points to an issue of trust.

4.6.3 Trilemma

Many oversight bodies are given a mandate that focuses on one of the three elements of
effectiveness, cost, and legality /proportionality.” For example, the IPT was established
to handle complaints regarding unlawful or disproportionate actions by the intelligence
agencies. The NSA General Counsel is charged with providing legal advice. Consequently,
their activity focuses on the given element. Any given report tackles only one and
occasionally two of these elements together: the U.K. Commissioners’ reports address
compliance; the ISC annually reviews the intelligence agencies’ spending; the PCLOB
reports on NSA surveillance programs analyze effectiveness and legality; the Inspector
General’s audit on TRAILBLAZER and THINTHREAD reviews the cost and effectiveness
of the programs. The Bulk Powers Review, although not produced by an oversight body,
was launched to investigate effectiveness and specifically excluded proportionality. A
final example is that of the Senate Committee initiating an in-depth review of the legality
and cost-effectiveness of intelligence collection programs (Senate Committee 2015).
This example is particularly interestingly because it is a review specifically of
surveillance programs and it focuses on cost and legality, but not on strict effectiveness.
In the documents studied, oversight bodies were never found to address all three
elements of effectiveness, cost, and proportionality simultaneously. Mechanisms
designed to deal with all three, like the Senate and House committees, never evaluated
all three at once.

The fact that no agency or oversight body addresses all three elements together reminds
us of a well-established theory in macroeconomics - the impossible trinity, or trilemma.
This theory states that policymakers in open economies must choose two out of three
conflicting, yet desirable goals: monetary independence, exchange rate stability, and
financial integration. Because it is impossible to have all three, policymakers must decide
which one they will give up (Aizenman and Ito 2012, Obstfeld et al. 2004). No such
formal framework exists in the security realm; however, the same reality is present.
While oversight bodies (and intelligence practitioners) speak of simultaneously

7 Continuing from section 4.5.3 on proportionality, which covered the categories of legal and
compliance, the proportionality element here includes legal and compliance.
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delivering effective surveillance, in a cost-efficient manner, while maintaining
proportionality, these are, in fact, conflicting goals.

Both domains contain three conflicting goals, and in practice, stakeholders address only
two of the three goals simultaneously. This trilemma concept points to why many
oversight bodies are tasked with performing only one of these activities, such as
overseeing the protection of privacy or of legal compliance. Others are tasked with two
or all three missions, but alternately perform them one (or possibly two) at a time. This
allows oversight mechanisms to successfully treat the issue at hand without having to
enter into the impossible task of successfully addressing all three elements.

4.7 Conclusion

As digital data has become increasingly important to society, so too has it become central
to the work of intelligence agencies. As their surveillance of this data increases, so does
the importance of the work of oversight bodies. Consequently, how oversight bodies
consider and evaluate the overall effectiveness (including effectiveness, cost, and
proportionality) of surveillance technology is a crucial question.

Oversight bodies were found to minimally treat the question of strict effectiveness.
Instead they rely on the intelligence agencies to perform evaluations of effectiveness.
Measures of effectiveness that oversight bodies were found to value are: thwarted plots,
knowledge gained, reports, validating and prioritizing information, and speed. These are
similar to the measures identified for intelligence practitioners, pointing to a
dependency of oversight bodies on intelligence officials to indicate how to evaluate
surveillance programs. Oversight bodies are equally dependent on the agencies for the
documentation and testimony necessary to perform their oversight.

Overseeing spending is the specific mandate of certain oversight bodies. In this context
they speak of the value of surveillance programs in relation to their cost. Evaluations of
surveillance technology focus on cost to value considerations. This is another similarity
found with intelligence practitioners.

Ensuring agencies and their surveillance technology stay within the bounds of the law is
an important and central function of oversight. In addition to ensuring the legality of
surveillance programs, oversight mechanisms report on compliance, enumerating and
investigating errors made within legal programs. Oversight bodies ultimately rely on
judgments of proportionality to help determine legality, while intelligence practitioners
demonstrate the reverse, relying on the law to determine proportionality.
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Oversight mechanisms typically have a mandate concerned with one of the three
elements of effectiveness, cost, and proportionality. If their mandate includes more than
one of these three, in any given report they only evaluate one or two of the three, but
never all three simultaneously. Successfully addressing all three is an impossible
trilemma.

The results of this study, along with those of the authors’ previous paper, are an
important component of the ongoing discussion surrounding surveillance technology.
Understanding how intelligence practitioners and oversight bodies treat questions of
effectiveness, cost, and proportionality, and weigh these elements against one another,
is crucial to creating meaningful dialogue between these groups and others, such as the
public and privacy advocate groups. Such dialogue is necessary to build trust, without
which the use of surveillance technology might undermine the democratic culture it is
meant to protect.
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Chapter 5
The Public Wants It All1

5.1 Introduction

Amidst the anguish and anger following terrorist attacks such as 9/11 and Charlie
Hebdo, erupt calls for more government action to prevent such events. This, in turn,
leads to increased surveillance by intelligence agencies. Months or years later, leaked
classified documents, such as in the Snowden case, result in privacy advocates decrying
the government’s surveillance actions as a violation of privacy. A debate ensues in which
security is pitted against privacy. Such is the current discussion on government
surveillance, which turns around privacy versus security.

The public is one actor in this debate. On both sides, other actors claim to act in the
public’s interest, either accusing the government of privacy rights’ violation and
demanding a cessation of activities, or defending these surveillance programs as
necessary to keep citizens secure against current threats. Both sides seek to influence
whether or not the public accepts these surveillance programs, basing their arguments
in the context of the privacy vs. security trade-off.

Within the privacy-security debate there is a less-heard debate: that of the effectiveness
of the surveillance programs in question. Is the surveillance technology effective in
accomplishing a given security goal? Different actors hold different views, and how to
evaluate effectiveness is in itself a complex question (Cayford and Pieters 2018). The
public’s perception of effectiveness has significant social implications, as this potentially
plays a role in its acceptance of the technology; judgments on acceptability may depend
on judgments of effectiveness. This, in turn, could influence the legitimacy and continued
use of such technology. In democratic societies the public’s view matters. Its views
influence policy and the making of law.

This study explores how the public perceives the effectiveness of surveillance
technology, and how people’s views on privacy and their views on effectiveness are
related. Likewise, is there a relation between perceptions of effectiveness and opinions

1 This chapter was published as Cayford, Michelle, Wolter Pieters, and P.H.A.]J.M van Gelder. “Wanting
it all - public perceptions of the effectiveness, cost, and privacy of surveillance technology,” Journal of
Information, Communication and Ethics in Society, 18:1, 10-27. 2019. DOI: 10.1108/JICES-11-2018-
0087.
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on acceptable cost of surveillance technology? This paper analyzes the results of surveys
completed by a group of Dutch undergraduate students and their parents. It is one of
only two studies investigating views of the Dutch public in relation to surveillance, and
the first known study to analyze public views regarding effectiveness and the
correlations between effectiveness, privacy, and cost. Findings show some significant
differences between the parent and student generations, as well as correlations that
suggest that the public does not engage in the trade-offs imbedded in the privacy-
security debate. Rather, the public wants it all - effectiveness and privacy at a reasonable
cost, all delivered simultaneously.

The paper is structured as follows: Section 5.2 presents related work, followed by
methodology in Section 5.3. The study’s results are then given accompanied by analysis
in Section 5.4, followed by a discussion of the results in Section 5.5 and finally,
conclusions in Section 5.6.

5.2 Related Work

The question of the effectiveness of surveillance technology is closely linked to the
debate over the values of security and privacy. On one side of this debate are those who
argue that access to telecommunications is necessary for stopping organized crime and
terrorism. On the other side of the debate are those who argue for the right to privacy.
The privacy-security debate is expansive, and the literature reflects this, spanning
discussions of privacy and security and technology (Friedewald and Pohoryles 2013,
Schneier 2013), privacy and data retention law (Tene 2011, Mitrou 2007), the question
of balance that should be struck between the two (Guerrier 2016, Stalla-Bourdillon et al.
2014), whether or not there is or should be a trade-off between the two (Verfaillie and
van den Herrewegen 2013, Van Lieshout et al. 2013), ethics (Stahl 2007, Landau 2014),
dealing with cryptology (Diffie and Landau 2007), and the balance between liberty and
security with regard to law (De Hert 2005, Poullet 2004).

This debate enters the political sphere as countries decide which balance to strike and
accordingly adopt laws that restrict or allow, as the case may be, intelligence agencies’
access to communications (Mansfield-Devine 2015). This is where the people come in -
in democratic societies the people’s view of intelligence agencies and the surveillance
technology they employ affects this debate. If the public perceives surveillance
technologies as effective and the associated agencies as trustworthy, negative impacts
on privacy are more likely to be accepted.

Public perception is a topic in and of itself, which includes actual versus perceived
effectiveness, and influences on perceptions such as politics, the media (Altheide 2006),
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culture, place and situations (Orru 2013). Here, the goal is not to focus on these
influences, nor to enter into a discussion of perceived versus actual effectiveness. Rather,
it is to continue previous research of investigating different stakeholders’ views of
effectiveness. All stakeholders perceive effectiveness in some way, and these various
views influence the debate around the use of surveillance technology.

A review of the existing literature treating surveys of the public related to surveillance
reveals that they primarily focus on privacy issues, and that many are concentrated
around the Snowden leaks. One such study surveyed students in various countries
(Germany, Spain, Sweden, Japan, China, Taiwan, Mexico, and New Zealand) regarding
their views on privacy and state surveillance following the Snowden leaks (Adams et al.
2017, Murata et al. 2017, Kavathatzopoulos et al. 2017, Gunasekara et al. 2017). The
study’s questions probed general privacy attitudes and investigated knowledge and
evaluation of Snowden’s actions. The surveys found, among other things, that attitudes
toward privacy varied in different countries, and that most respondents approved of
Snowden’s actions and a majority would act as he had, except for those in China and
Japan. A separate study surveyed students in Slovenia in order to understand public
perception of cyber-surveillance pre- and post-Snowden, and found that more people
felt threatened by domestic and foreign intelligence services post-Snowden (Zavrsnik
and Levicnik 2015).

The Pew Research Center in the U.S. surveys public opinion and has produced several
reports of survey results related to National Security Agency (NSA) surveillance, privacy,
and Snowden. One such report revealed that a small majority (50%) approved of the
government surveillance programs collecting phone and internet data (Pew July 26,
2013). Another survey (Madden 2014) indicated that Americans are concerned about
government and businesses’ surveillance of their communications. A Pew report focused
on Americans’ views of NSA surveillance and privacy and security (Gao 2015) found that
a majority do not believe they need to sacrifice privacy and freedom to be safe from
terrorism, while also stating that anti-terrorism policies do not do enough to protect
them. Additional Pew surveys polled Americans’ views on NSA surveillance programs
and of Snowden’s actions (Desilver 2014, Pew June 10 and 17, 2013), of monitoring
Allied leaders’ phones (Pew Nov. 4, 2013), whether they think the government is
monitoring their calls and emails (Olmstead 2017), and their concerns of security versus
privacy (Doherty 2013, Rainie and Maniam 2016, Rainie 2016).

Outside of student surveys and Pew surveys, Reddick et al. (2015) examine American
public opinion related to NSA surveillance programs, studying the correlation between
engagement in political discourse (and therefore political efficacy) and approval of these
programs. Brooks and Manza (2013) write about American public opinion on
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counterterrorism. Through surveys conducted in 2007, 2009, and 2010 covering ten
counterterrorism policies and practices, their research found strong support for NSA
surveillance of telephone conversations between U.S. citizens and suspected terrorists,
as well as for the Patriot Act, which was described as facilitating government access to
phone and email records. The authors believe that the persistence of the high-intensity
counterterrorism strategies put in place following 9/11 are in large part explained by
high levels of public support.

In all the above studies and surveys, themes emerge of investigating views on privacy,
acceptance of surveillance programs, and the impact of the Snowden leaks. They tend to
be conducted within the context of and with an implicit understanding that citizens
weigh and exchange their privacy vs. their security. This is the notion of trade-off. This
notion implies that in order to have more privacy some security must be given up and
vice versa. A small set of studies probes this understanding, using surveys to examine
how citizens assess surveillance technology, including whether they evaluate
surveillance technologies according to the security-privacy trade-off model.

The first study (Pavone and Degli Esposti 2012), suggests that the public’s assessments
are context-specific, reflecting their trust or distrust of the institution conducting the
surveillance, and that the public does not perform a trade-off. Those who are distrusting
see their privacy being infringed upon by the surveillance technology without their
security being increased - in other words, the technology is both ineffective and privacy-
invasive - while those who are trusting considered the technology to be effective
without infringing on their privacy. Through a citizen summit in Spain, Degli Eposti and
Santiago Gomez (2015) investigated the public’s perceptions of CCTV and deep packet
inspection (DPI), including whether they considered these two technologies effective
national security tools. The study found that more participants (63%) considered CCTV
to be an effective security tool than DPI (43%), and that half the participants held a
security-privacy trade-off approach, considering these technologies to both enhance
security and invade their privacy. The rest either viewed the technology as highly
invasive and not really effective, or as very effective without infringing on privacy.
Finally, Degli Espostietal. (2017) report on surveys conducted in six European countries
investigating public perceptions of DPI. They found that a technology’s perceived
intrusiveness negatively impacts its perceived effectiveness, and that security and
privacy are “compatible rather than antagonistic dimensions” (p.72).

Similar to the above studies, Van den Broek et al. (2017) surveyed EU citizens using real-
life scenarios of security issues, but without explicit references to security or privacy.
Among the authors’ conclusions were that acceptance of surveillance and views of
privacy intrusion depend on the security issue, that trust plays a role, and that those with
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a high degree of privacy awareness are less likely to be accepting of surveillance while
those with a high level of security concerns are more accepting. The authors conclude
that “EU citizens assess security and privacy aspects as rather independent values that
both need to be secured” (p.29).

This current research contributes to the work investigating the public’s views on
surveillance technology, zeroing in specifically on the question of effectiveness, and the
relationship between perceptions of effectiveness and privacy. As with the notion of the
privacy-security trade-off, it examines if the public engages in a privacy-effectiveness
trade-off, exchanging more effectiveness for less privacy and vice versa. This study also
investigates how the public views the cost of surveillance technology and if there is an
effectiveness-cost relation in which the public is willing to spend more money if it
considers the surveillance technology to be effective and vice versa.

In addition to governments, internet service providers, businesses, employers,
advertising, social media, and personal devices all introduce and perform forms of
surveillance (Asghari et al. 2012, Bendrath and Mueller 2011, Trottier & Lyon 2012,
Trottier 2012, Fuchs and Trottier 2017). This study also explores whether people
differentiate between types of surveillance - whether they feel differently about privacy
and effectiveness with government surveillance versus commercial surveillance versus
individuals’ surveillance using mobile devices.

5.3 Methodology

This paper analyzes the results of a survey, designed to explore the public’s views on
surveillance technology in relation to effectiveness, privacy, and cost. The survey polled
a group of bachelor’s students and their parents in 2014, 2015, and 2016. The students
were part of a Safety, Security, and Justice (SSJ) minor run jointly by Delft University of
Technology and Leiden University in the Netherlands. In 2014, SS] minor students were
enlisted to distribute surveys to non-SSJ minor students and their parents. Both 43 non-
SS] minor students and 43 of their parents completed the survey. In 2015, only students
completed the survey. In total, over the three years, there were 359 respondents, of
which 200 were students. Among the respondents, 164 were females and 195 were
males. The survey was conducted in English.

The survey’s first three questions explored how bothered people were by different
parties - ISPs; the Dutch intelligence services, Algemene Inlichtingen- en
Veiligheidsdienst (AIVD); and the American NSA - potentially having access to their
online activity. The aim was to explore differences and relations between how people
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felt about privacy intrusion by private companies versus domestic intelligence versus
foreign intelligence services.

Two yes/no questions explored attitudes related to the effectiveness of surveillance
technology. In order to learn more about why participants considered a particular NSA
technology to be effective or not, we added a free text response. Three additional
questions focused on privacy attitudes related to individuals’ use of their mobile devices
to record and report crime and speeding. Likert scale responses were used to gauge the
degree to which respondents were bothered or comfortable with different surveillance
actions.

Two years into conducting the survey, our research on the effectiveness of surveillance
technology was indicating cost to be an important question with other stakeholders. A
question on cost was, therefore, added in 2016 to explore attitudes of the public related
to the cost of surveillance technology. The final two questions investigated expectations
of security, with the intention of studying any correlations with this and perceptions of
effectiveness.

As our data were not normally distributed, non-parametrical statistical tests were used
to test the above hypotheses. Mann-Whitney tests were used to compare means between
different groups of respondents. Spearman tests were used for correlations. Wilcoxon
signed ranks test and sign test were used for pairwise comparisons. Z-tests were used
for comparing population proportions, and a parametric Levene’s test was used for
comparing the variance between different subpopulations. The null hypothesis is
rejected if the p-value (probability of rejecting the null hypothesis given that it is true)
is less than a predetermined significance level of 5%. Exact p-values will be reported,
unless the p-value is below 1%o2. In that case the p-value will be reported as p<.001.
Finally, to analyze the free-text responses, the responses were coded to identify themes.

5.4 Results and analysis

This section presents and analyzes the results, with the associated hypotheses presented
at the beginning of each sub-section.

2 Due to an editing error, this was incorrectly reported as “1%” in the published version of this chapter.
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5.4.1 Privacy

It was expected that attitudes regarding privacy would vary depending on who was
accessing people’s data. This is inherently linked to a question of trust - those who trust
a given institution are more likely to be less bothered by potential privacy intrusion.

H1. People are more bothered by the NSA potentially accessing their online
activity, than by the AIVD.

H2. People are more bothered by both the NSA and the AIVD potentially
accessing their online activity, than by ISPs and internet companies.

H3. Parents, being closer to a pre-internet era and a time when intelligence
agencies were more trusted, will be less bothered than students by potential
NSA and AIVD access, and more bothered than students by ISP and internet
companies’ access.

The response results of the first three survey questions are shown in Figure 5.1. From
left to right, the bars show respondents being least bothered (“not at all,” corresponding
to a score 1) to most bothered (“so much that I would or have taken action,”
corresponding to a score 4). For Q1 (M= 2.20, SD = .797) most respondents reported
being “a little” bothered by ISPs and internet companies having access to their online
information - 47%. Q2 (M= 2.15, SD = .916) also showed the highest number of
respondents being “a little” bothered by AIVD access - 37%. While the means for Q1 and
Q2 were similar, the figure suggests that responses for the AIVD are more spread.
Indeed, the standard deviation for Q1 was .797, and that for Q2 was .916, meaning that
responses for Q2 tended more toward the extremes, with more people reporting that
they were “not at all” bothered by the AIVD and that they were so bothered that they had
taken action, such as using encryption, than those who reported the same for ISPs and
internet companies. In regards to the NSA Q3 (M= 2.54, SD = .918) most were bothered
“alot” - 42%. As expected, respondents were significantly more bothered by the NSA
than by both private companies and the AIVD (p < .001), according to a pairwise
Wilcoxon signed rank test.

Mann-Whitney tests were run to test hypothesis H3. While there was no significant
difference in the means between students and parents for Q1 and Q2, the standard
deviation showed differences in variance. Related to internet providers and companies,
the 197 students (M = 2.18) had a standard deviation of .726, while the 160 parents (M
=2.21) showed a higher standard deviation of .879 (p < 0.001). As regards the AIVD, 199
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students showed, M = 2.15, SD = .851, and 160 parents also showed a higher standard
deviation, M = 2.17,SD = .992 (p < 0.001).

One of the goals of this study was to investigate relationships between responses related
to effectiveness, privacy, and cost. This included correlations in responses to questions
on the same subject, such as privacy (hypotheses HI1-H3). This was done by using
Spearman’s correlation coefficients. These tests did indeed reveal some interesting
correlations. There was a significant correlation between Q1 (ISPs) and Q2 (AIVD)
(r(357) = 467, p < .001), as well as between Q1 and Q3 (NSA) (r(357) = 460, p <.001).
The correlation of how people answered Q2 and Q3 was even stronger, r(358) =.624, p
<.001. This suggests that those who are bothered by others having access to their online
information tend to be bothered regardless of whether it is an ISP or internet company,
a domestic government, or a foreign government. And likewise, those that are more
accepting, are accepting regardless of the party accessing the data.
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Figure 5.1.

(a)(Q1) To what extent are you bothered by Internet Service Providers and Internet
companies having access to all your online activity?

(b) (Q2) To what extent would you be bothered if the Dutch AIVD had access to all your online
activity?

(c) (@3) To what extent would you be bothered if the American NSA had access to all your
online activity?
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5.4.2 Effectiveness

This study anticipated that attitudes concerning privacy invasion would correspond
with perceptions of effectiveness of the institution or technology involved.

H4. Those who find NSA surveillance to be effective are less bothered by potential
NSA access to their online activity.

H5. Those who find NSA surveillance to be effective are less bothered by potential
AIVD access to their online activity.

H6. Those who consider using private mobile devices to record crime scenes and
speeding vehicles to be effective for security find this action to not be
particularly invasive.

H7. Those who consider using private mobile devices to be effective for security
are more comfortable with the police using such recordings to issue speeding
fines and investigate crime.

The two survey questions specifically addressing the question of effectiveness produced
fairly different results [Figure 5.2, graphs (a) & (b)]. Respondents were nearly equally
divided regarding whether NSA wiretaps with wide filters were an effective form of
surveillance technology, with 50% responding “yes,” and 47% responding “no” (3% gave
no answer). However, many more thought that use of mobile devices by individuals to
record crime and infractions was an effective use of technology for security purposes.
Close to 80% responded “yes,” with a bit over 20% saying “no.” Most people found this
to be less or as equally invasive as CCTV (M= 1.83, SD =.740). Only 20% reported it was
more invasive [Figure 5.2, graph (c)]. There was considerable difference, however,
between how comfortable people were with police using videos from private individuals
to issue speeding fines versus investigating crime [Figure 5.2, graphs (d) & (e)]. A
comparison of means showed a strong significant difference with p <.001. Only 14%
were “very comfortable” and 26% “a little comfortable” with police using private videos
to issue speeding fines. The rest were closely divided between using such videos “only
in cases of extreme speeding,” or “not at all.” In contrast, regarding police using private
videos to investigate crime, a strong majority was “very comfortable” at 44%, and 34%
were “a little comfortable.” The remainder were equally split at 11% each, with being
comfortable only in cases of bodily harm or not at all. A difference in the spread of
responses between students and parents emerged related to police using private videos
to issue speeding fines with parents showing more variance than students (p = .045):
198 students (M = 2.78, SD = .998) and 160 parents (M = 2.76, SD = 1.103). This same
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difference in variance did not emerge related to police using private videos to investigate

crime.

It was anticipated that those who considered NSA wiretapping surveillance technology
to be effective would also be less bothered by NSA access to online activity (hypothesis
H4). Indeed, there was a significant correlation between the responses, although this
correlation appears to be associated with age/generation. Parents showed a strong
correlation, r(151) = .278, p < .001, while the student population had no significant
correlation. Although the question on effectiveness was specifically related to the NSA,
we hypothesized that there would still be a correlation between this question and that
dealing with privacy related to the domestic intelligence agency (hypothesis H5). This
was, in fact, the case, with those who consider wiretaps to be non-effective, also being
more likely to be bothered by AIVD access to their online activity (r(348) = .120, p =
.026). Once again, this correlation is associated with age - when looked at separately,
students had no significant correlation, while their parents showed a strong correlation,
r(151) = .229, p = .005. Although there was not expected to be a correlation between
views on the effectiveness of NSA surveillance technology and ISP access to online
activity, this same pattern was found of there being no significant correlation with
students, but a significant correlation existing with their parents, r(151) =.165, p =.043.

The study’s second question on effectiveness concerned the effectiveness of recordings
on private mobile devices for security purposes. As expected (hypothesis H6), those who
consider private recordings of crime to be effective for security, found this action to not
be particularly invasive - less invasive than CCTV (r(358) = .124, p = .019). Likewise
(hypothesis H7), those who considered it effective were more likely to be more
comfortable with police using private videos to issue speeding fines (r(357) =.205, p <
.001) and investigate crime (r(356) =.226, p <.001).
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Percent

(a)(Q4) The NSA collects vast amounts of data by
setting the filters wide for their wiretaps. Do you
consider this to be an effective form of surveillance?

(b)(Q5) Using mobile devices, individuals can now
take photos and films of crime scenes, speeding
vehicles, etc. Do you consider this to be an effective
use of technology for security purposes?

(c)(Q6) Do you consider the above activity (see Q5)
to invade your privacy more than, for example, a
CCTV camera in a public space?

] T T T
Very Alittle Notatall Onlyin (d)(Q7) How comfortable are you with police using
comfortable cgi‘:ﬁl;’f videos from private individuals to issue speeding
(e) harm fines?

(e)(Q8) How comfortable are you with police using
videos from private individuals to investigate
crime?




5.4.3 Cost

Perceptions of effectiveness and expectations of security influence how much money
citizens are willing for the government to spend on surveillance technology; attitudes
related to privacy may also influence attitudes toward cost.

H8.  Those who find NSA wiretaps to be effective place less importance on the cost
of surveillance technology, and those who find NSA wiretaps to be ineffective
place more importance on cost.

H9. Those that expect the government to prevent every possible terrorist attack
place less importance on the cost of surveillance technology.

H10. Those that place more importance on the cost of surveillance technology are
more likely to be bothered by potential AIVD and NSA access to their online
activity.

Responding to how important the cost of surveillance technology is in relation to
security [Figure 5.3, graph (a)], 31% said that cost is “very important” (that is,
surveillance technology should only be deployed if the costs are reasonable), while 56%
said it is “somewhat important” (surveillance technology that improves security can be
somewhat costly). Only 13% responded that cost was “less important,” and that any
surveillance technology that improves security should be deployed (M = 1.82, SD = .643).
Here again, a difference in variance between students and parents manifested itself, with
parents having a wider distribution (p =.038): 46 students (M = 1.87, SD = .582) and 45
parents (M = 1.78, SD =.704).

Respondents were pragmatic in not expecting the government to be able to prevent
every possible terrorist attack [only 10% said yes - see Figure 5.3, graph (b)], and in
their reaction when a terrorist attack occurs - only 8% said their response is that the
government should have been doing a better job and prevented it [Figure 5.3, graph (c)].
A majority (56%) said that their reaction when a terrorist attack occurs is that the
government is doing the best they can, while the remainder (37%) said their reaction is
that something should be done to prevent this from happening again.

To test hypothesis H8 we calculated the correlation in the responses to the question
concerning the effectiveness of NSA surveillance technology and that investigating the
importance of the cost of surveillance technology. That is, are those who considered NSA
surveillance to be effective also willing for more money to be spent on surveillance
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technology. Contrary to our hypothesis, no significant correlation was found. However,
the expected correlation between privacy and cost did appear (hypothesis H10), with
those who were more bothered with AIVD surveillance of their online activity being
more likely to say that cost is very important and surveillance technology should only be
deployed if costs are reasonable (r(91) =-.280, p =.007). Interestingly, though, there was
only a significant correlation between the cost question and the question related to
domestic intelligence, not between cost and foreign intelligence.

A final correlation related to cost was identified: those who expected the government to
prevent every possible attack were also more likely to consider cost as very important
and that surveillance technology should only be deployed if the costs are reasonable
(r(91) =.222, p = .035). This is contrary to hypothesis H9, which anticipated that those
who expect the government to prevent every possible attack would be more likely to
consider cost to be less important and that any surveillance technology that improves
security should be deployed.

Percent

~ Very Somewhat Less Yes No
important  jyportant  important
(a) (b)
Figure 5.3.

(a)(Q9) As a taxpayer, how important
is the cost of surveillance technology
. to you in relation to security?

(b)(Q10) Do you expect the
government to be able to prevent
every possible terrorist attack?

: ; : (c)(Q11) When a terrorist attack
Government Something Government occurs what is your reaction?
should have should be doing best
prevented done to they can
attack prevent
future attacks (©
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5.4.4 Minor vs. non-minor students

In 2014, there were two groups of students surveyed - one group were students in the
SS] minor and the other group were not in the minor. It was anticipated that there would
be some differences in the responses of these two groups. Those in the minor studied
security and privacy issues surrounding surveillance technology, which we anticipated
would make a difference in their responses.

H11. There will be a difference in the responses of SS] minor students vs. students
not in the minor.

This turned out to be the case with several of the questions. Among the 68 SS] students
far more found private mobile devices recording crime and speeding to be effective for
security purposes than not (82% found it to be effective, 18% not). A smaller majority
of the 43 non-SS] students found it to be effective (65%). According to a z-test for two
population proportions (two tailed), the difference between 82% and 65% is significant
(p=.042). The reverse was found regarding the effectiveness of NSA surveillance
technology with 60.5% of non-SS] students considering it to be effective, while only 46%
of SS] students considered it effective, although this difference is not significant (p=.136).
A significant difference between the two groups was found regarding whether or not
they expected the government to be able to prevent every possible terrorist attack
(p<.001). A quarter (26%) of the students not in the minor expected the government to
stop every attack versus only two students (3%) in the minor. The difference in means
to responses to the next - and related - question mirrored these responses. Nine percent
of SS] students said the government should have been doing a better job versus 16% of
non-SSJ students, although this difference is not significant (p=.262). The opposite end
of the spectrum for this question was that the government is doing the best it can - an
occasional terrorist attack will always get through. Sixty-two percent of SS] students
gave this answer, while only 40% of non-minor students gave this response, which is
significantly different (p=.0394). Interestingly, differences that were expected in views
of privacy invasion related to ISPs, the AIVD, and the NSA, did not appear.

5.4.5 Qualitative data

Respondents were asked to give free text responses as to why they considered NSA
wiretapping surveillance technology with wide filters to be effective or not. We analyzed
these responses by categorizing them according to themes. Strikingly, one of the most
commonly stated reasons - a lot of data are collected - was given as an explanation both
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for why the technology was effective and ineffective. This was the number one reason
that respondents gave for why they considered NSA wiretapping technology with wide
filters to be effective - this technique yields a lot of information (30% gave this
response). These answers stated that it is necessary to monitor all this information in
order to find the crucial information you are seeking - only by monitoring the haystack
will you find the needle. For this same reason many considered the technology to be
ineffective - too much data are collected to be effective (15%). Two particular responses
that underline the same reason given for both sides of the argument were:

Only by collecting vast amounts of potentially relevant data, will you end up with
having that one phone call on tape that you happen to need.

It is like looking for a needle in a haystack.

The second response implies that the haystack should not be collected as it is so much
information just to try to identify one small needle. While the first response argues that
the only way to find that needle - that one important piece of information - is to collect
the haystack.

Additional frequently given responses for why this technology is effective were that
collecting information with wide filters allows the NSA to find what or who it is looking
for, and that it is a preventative measure against crime and attacks. Interestingly,
preventing crime and attacks was the 2nd highest reason given for effectiveness in 2014
and 2015, but in 2016 not one person gave this as a reason for effectiveness.

Other reasons people gave for considering the technology to be effective was that it
allows the NSA to see everything and it identifies and predicts patterns. Several gave
security as a reason, with some saying that anything that might increase security should
be employed: “if there’s a 1% chance that it would stop a terrorist attack or something
like that, it is worth it.” A small number reported that it was fast and easy and one person
said the technology was cheap.

A number of respondents gave qualified “yes” responses. That is, this technology is
effective, but... It is effective, but not ethical, or it is effective, but it invades privacy, or
whether it is effective or not depends on how it is used or on the analysis of the data.
Others said it was maybe or a little effective.

The first reason for ineffectiveness was that it invades privacy (18%). The second reason
was that it collects too much data. The third reason given for it not being effective was
that it yields a lot of unnecessary data (13%). (Note that we created two categories -
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“too much data” and “unnecessary data” - but if the two were combined “too much data”
would also be the number one reason for ineffectiveness.)

Other reasons that a significant number of people gave were that targeted surveillance
is more effective, that criminals can work around filters and wiretaps, that it takes too
much resource (time, money, and manpower), and that it makes it more difficult to find
the important data. A smaller number of people said that such a large amount of data
cannot be effectively analyzed, that this technique is not productive, and that it yields
irrelevant information which results in false leads.

5.5 Discussion

The results from the three questions treating how bothered people were by private
companies, the AIVD, and the NSA may point to matters of trust and politics. While not
having all the capabilities of the NSA, the AIVD appears to be fairly advanced in their
surveillance techniques and in cooperating and sharing information (Van Riezen and
Roex 2012, Derix etal. 2013, Kraan 2017). Given the AIVD’s capabilities, it does not seem
likely that the difference in response toward the two agencies is related to surveillance
powers. Rather, the fact that fewer respondents were bothered by the AIVD than by the
NSA may indicate more trust in the Dutch AIVD, which would be expected - one would
trust one’s own country’s intelligence agency more than a foreign one, particularly with
all the bad press for the NSA around the Snowden leaks. The difference in variance
between the AIVD and the ISPs might point to the AIVD being more of a political issue,
and thereby evoking stronger feelings in both directions. More people being “not at all”
bothered by the AIVD (28%) than by ISPs and internet companies (19%) could indicate
more trust in the AIVD, or could again point to a difference in trust in domestic vs. foreign
as some internet companies are foreign and even based in the U.S. (e.g. Google, which
was mentioned in the survey as an example of an internet company). An alternative
explanation could be that people feel they have no choice but to accept ISP access to their
data. Based on their decision to accept this reality, people will adapt their values to view
their decision positively (Adams 2014). Thus, they would be only a “little bothered,” as
most respondents were. All the post-Snowden discussion around privacy may also give
people the impression that, contrary to ISP access, they do not have to accept AIVD
access to their data, but can limit it through the democratic process (in reality, this could
also be done for ISP access).

The correlations we discovered between responses related to effectiveness and privacy
- e.g. those who considered NSA technology to be effective were also less bothered by
potential NSA access to online activity, and vice versa - are similar to a finding of Pavone
and Degli Esposti (2010) that people tend to be divided into two groups of being either
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trusting or concerned. Their study found that those who were trusting (of the
institutions concerned and the technology’s legitimacy) believed both that the
surveillance technology was effective in increasing security and that their privacy was
not infringed upon. Those who were concerned saw the technologies as an invasion of
privacy without increasing security. Our findings suggest that those who are concerned
about privacy (and perhaps see no added security value) are concerned regardless of
who is looking at the data. And conversely, those who do not see a privacy invasion hold
this view regardless of the institution involved. The Pew surveys cited earlier in this
paper indicate American youth (ages 18-29) are more concerned about privacy and
more disapproving of NSA surveillance programs than older adults. These reports,
however, did not look for correlations between responses related to privacy and
effectiveness. Our findings may suggest that the categories of being trusting or
concerned, and therefore viewing surveillance technology as either both effective and
non-privacy invasive, or the reverse, may be age-related; that students are not yet
divided into groups of being trusting or concerned across the board, while their parents
are. This could be because students are still forming and developing their views on issues
and in politics, and are, as yet, not polarized. Their parents, on the other hand, have well-
formed views and furthermore, some of these questions around security may be
politicized, resulting in more polarization. This could also be an explanation for the
difference noted above in the spread of responses between students and parents for Q1,
Q2,Q7,and Q9.

As multiple authors have found (Pavone and Degli Esposti 2010, Van den Broek et al.
2017, Anderson 2015), and as these results suggest, trust is a core issue in surveillance.
Trust in government institutions appears to equate to both trusting them with one’s
privacy and trusting that their surveillance technology is effective; distrust results in the
reverse. The differing results according to age perhaps also speak to trust in political
parties - a trust or distrust in the current governing political party.

At first review there was no correlation between effectiveness and cost. However, this
might have been due to the effectiveness question zoning in on NSA surveillance
technology, and the respondents being Dutch, and there, therefore, being no link
between their taxpayer money and NSA technology. This interpretation is supported by
the correlation found between cost and privacy as concerns the AIVD, while no
correlation was found between cost and privacy related to the NSA. Further, there was
a correlation between cost and expectations that the government would prevent every
terrorist attack.

Expecting the government to prevent every possible terrorist attack points to
respondents’ expectations of effectiveness. The correlation this study discovered - that
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those who held this expectation were also more likely to consider the cost of surveillance
technology as very important - is noteworthy. Although the sample size in this case is
too small to make generalizations (the cost question only appeared in 2016), it merits
further exploration to examine whether the public holds similar views related to cost
and effectiveness as related to privacy and effectiveness/security (Van den Broek et al.
2017). That is, citizens do not treat the two as a trade-off, but as two independent
elements, which both need to be attained.

Expectations that the government prevent every terrorist attack were significantly
higher among non-SSJ students vs. SS] students. One possible explanation is that, as a
result of their studies, students of the minor were more conscious of the difficulties of
preventing every possible terrorist attack, leading them to more realistic expectations.
Of course, it is also possible that students who already held these views were more
inclined to take the minor, and thus the differences are not the result of the studies. If
this difference is a result of their studies, however, it is noteworthy that these studies
did not significantly influence results in views on privacy and the effectiveness of NSA
surveillance technology.

Among the whole respondent population, 56% said that their reaction when a terrorist
attack occurs is that the government is doing the best they can. This majority could
reflect a cultural aspect (e.g. the Dutch are a pragmatic people) and/or could be a result
of there being no recent terrorist attacks in the Netherlands.

The contrast of respondents being considerably less comfortable with private videos
being used to issue speeding fines than to investigate crime could indicate a
consideration of more serious offenses meriting more invasive measures. An alternate
explanation is that people are more averse to surveillance that touches them personally
versus surveillance that does not concern them - i.e. we are probably all guilty of
speeding, while few have committed a crime.

Limitations of this study include that its participants were exclusively in the
Netherlands. Some of these findings, therefore, might only hold true for the Dutch. One
study examining Dutch attitudes toward privacy and surveillance immediately following
the Snowden leaks found them to be similar to attitudes in the U.K. (Mols and Janssen
2017). Obviously, many national factors can influence attitudes toward privacy and
surveillance, such as surveillance law, history, scale of terrorist attacks, etc. Future
research could compare this paper’s findings with similar studies in other countries.

Survey questions on the effectiveness of surveillance technology focused on one type of
technology, and on private mobile device use in two scenarios. Other types of
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surveillance technology or different scenarios might yield different results. Although the
results related to SS] minor students vs. non-minor students indicate significant
differences in some areas and not others, further studies are needed to confirm these
findings, as well as to determine to what degree student findings across all years might
be influenced by most students being in security studies. As previously mentioned, the
cost question only appeared in one year. The results related to participants’ views on the
acceptable cost of surveillance technology merit further research to investigate if the
lack of trade-off between cost and effectiveness holds true with a larger sample size.

5.6 Conclusion

Surveying the public on the effectiveness, cost, and privacy implications of surveillance
technology yielded some noteworthy results. This study’s findings support other studies
which have found that people tend to be either trusting (believe surveillance technology
to be effective and non-invasive) or concerned (find surveillance technology to be
ineffective and invasive), and do not engage in a privacy-security trade-off. This paper
found that this non-trade-off extends from privacy-security to privacy-effectiveness. It
also suggests that the public being divided into groups of either trusting or concerned is
age/generation dependent - students are not yet either trusting or concerned across the
board, and show no correlation between effectiveness and privacy. Another key finding
is that as with privacy-effectiveness, also with effectiveness-cost - the public does not
engage in a trade-off here either, but rather expects both to be achieved.

Only one significant difference revealed itself between SS] minor and non-minor
students, with the first group having lower expectations of effectiveness. Lastly,
respondents gave the same top reasons for both why NSA surveillance technology was
effective and ineffective - collection of a lot of data.

This study’s findings contribute to the surveillance debate in investigating these
questions and correlations for the first time. They support recent literature in the
privacy-security debate, which shows that the public does not engage in trade-offs
between the different values involved, but rather, wants it all. The results merit further
investigation, particularly as regards the age-correlation. It is a significant finding that
groups of trusting or concerned people appear to be age-related. The differences
between parents and students, and between students in and outside the minor also
suggest that this is an age when views on security matters are shaped and with time are
increasingly solidified. To have real and inclusive dialogue, policy-makers should move
away from a trade-off mentality and engage in dialogue with the public sooner rather
than later.
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Chapter 6
Fettered by Bureaucracy!

6.1 Introduction

Surveillance is a necessary function of any intelligence agency. Through surveillance
intelligence services strive to know the intentions and capabilities of potential
adversaries without themselves being known. Surveillance is also, however, a
controversial topic with some stakeholders railing that certain surveillance measures
are too invasive, while others declare they are necessary for effective security.
Intelligence agencies seek to carry out their mission of defending the nation, while
parliamentary bodies pass laws to ensure intelligence services are accountable and kept
in check. The public demands its privacy be protected, at the same time expecting
effective surveillance practices to deliver security. It appears, however, that no one is
assessing if, in fact, the surveillance technology employed is effective in achieving its
security goal.

Previous studies reveal that effectiveness is minimally treated by both intelligence
practitioners and oversight bodies (Cayford and Pieters 2018, Cayford et al. 2018).
Additionally, intelligence agencies’ goals often clash and practitioners appear to pass the
buck on proportionality, asserting that proportionality judgments are not theirs to make
(Cayford and Pieters 2018). These and other findings beg for explanation. Why do these
institutions operate in this way? Why is effectiveness evaluation of surveillance
technologically so absent? Is it impotent politicians unable to develop policy, poor
oversight, or government officials who just do not care if surveillance is effective? This
article seeks to dive below the surface to seek out the underpinning explanations.

These institutions operate in the context of a democracy, ultimately being beholden to
the people to carry out specific mandates, while following the law and limitations laid
down by a democractic government. A possible explanation to the questions posed
above is that democratic bureaucracy is itself to blame. A bureaucracy that is required
by we, the people. The manner in which the effectiveness of surveillance technology is
handled could be related to the bureaucratic constraints under which these institutions
operate. Thatis, the bureaucratic system itself, necessary for the operation of democratic
government, may be a root cause. To test this hypothesis, this article analyzes James Q.
Wilson’s book, Bureaucracy (1989), in the context of evaluating the effectiveness of

1 This chapter has been accepted for publication with Intelligence and National Security.
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surveillance technology. This study looks at how government practice in surveillance
can be interpreted in light of Wilson’s observations and explanations on the workings of
bureaucratic government.

This article proceeds with a brief review of key findings on the evaluation of the
effectiveness of surveillance technology, followed by a presentation of pertinent
elements from Wilson'’s observations on bureaucracy. These elements are then analyzed
in the context of the key effectiveness findings. Finally, a discussion section considers
differences between American and European bureaucracy and draws on additional
theories and literature from economics and governance to further develop the article’s
findings.

6.2 Previous research

The lack of effectiveness evaluation is reflected in the broader surveillance discussion
with existing surveillance literature minimally touching this subject. Authors have
written about the intersection of privacy and modern technology and the challenges that
arise (Greenwald 2014, Berghel 2013, Morgan 2014, Monahan 2016, Bigo et al. 2013),
on mission creep (Regan and Monahan 2014, Monahan and Palmer 2009), and the
success of intelligence oversight (Ford 2006, Ott 2003, Zegart and Quinn 2010, Dietrich
2016). Existing studies on effectiveness tend to be counterterrorism centered (Lum et
al. 2007, Van Dongen 2009 & 2015, Van Um and Pisoiu 2011, Jonas and Harper 2006) or
focused on specific technology (Lingel et al. 2012, Willis et al. 2010, Tsvetovat and Carley
2006). Effectiveness has also been discussed in the context of cost-benefit analysis
(Stewart and Mueller 2011, Mueller and Stewart 2011).

This article takes its place in this broader discussion by examining the overall picture of
the government’s handling of effectiveness in relation to surveillance technology and its
root causes.

The authors’ larger research study, of which this article forms a part, focused on
intelligence agencies in the U.S. and U.K,, and the surveillance technology they employ
(Cayford and Pieters 2018, Cayford et al. 2018, Cayford et al. 2019). It examined the
question of how the effectiveness of surveillance technology is treated by stakeholders,
as well as how considerations of cost and proportionality figure in their assessment. The
term “surveillance technology” included a broad range of technologies, including drones,
satellites, wiretaps, cameras, etc. In the data analyzed the majority of the technology
under discussion was that dealing with communications data, such as surveillance
systems monitoring internet activity, phone calls, etc.
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Effective in this study was defined as, “an impact that is desirable and can be observed
as contributing toward the sought-after security goal.” This differs from performance
which refers to the technology’s ability to function correctly. Effectiveness is never
determined in a vacuum. Officials determine to use or not a particular technology, not
based solely on strict effectiveness, but on considerations of costand/or proportionality.
Because these factors play a role in any evaluation, how they are treated was also
analyzed. This study refers to these three elements as overall effectiveness (composed
of strict effectiveness, cost, and proportionality).

According to one understanding of proportionality, effectiveness could be considered as
included in assessments of proportionality. That is, proportionality is an assessment of
balance between the expected harms (privacy intrusion, economic cost) and benefits
(security and economic gains). This is particularly pertinent as regards the U.K., where
law enforcement is required to perform a proportionality assessment prior to the
deployment of any surveillance technology. Using this understanding it could be argued
that effectivess is already assessed, in the context of security benefits.

This article and its greater study does not take this approach for several reasons. Firstly,
effectiveness is an important element and deserves to be evaluated on its own. The
danger of considering it only within the context of proportionality is that it is
immediately obscured by the question of privacy. It is no longer a question of whether it
is effective, but whether it is effective vis-a-vis privacy. This risks drowning out many
important questions. Assessing effectiveness is complex, raising questions such as how
is it evaluated, against which measures is it assessed, who is judging and determining
effectiveness, what is the threshold of effectiveness, are different measures used for
strategic versus tactical operations, and how to evaluate technology used for multiple
purposes. These questions risk being lost or over simplified if effectiveness is only
treated as a security benefit in the context of proportionality. Secondly, effectiveness and
proportionality are potentially conflicting elements. They are both desirable and sought
after goals, and yet a technology may be effective, but not proportional, and vice versa.
As such, effectiveness should be evaluated independently before being assessed in the
context of proportionality. Finally, focusing strictly on effectiveness necessitates a
security goal. To determine effectiveness a technology must be measured against the
specific goal it is meant to achieve. Addressing effectiveness only by including it in
assessments of proportionality makes it easier for the security goal to be overlooked and
to gravitate toward broad and general statements, such as a program “increases
security” or this is an “effective agency.”

The larger research study focused on three intelligence agencies in the U.S. and the U.K.
- the NSA, CIA, and GCHQ. These countries and agencies were chosen due to the attention
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they received following the Snowden leaks and the consequent availability of data. The
study investigated how three different groups of stakeholders view and evaluate the
effectiveness of surveillance technology. Firstly, statements of intelligence practitioners
were examined to gain insight into their criteria for determining effectiveness. The
second group studied was oversight bodies and their determinations of effectiveness.
Finally, surveys were conducted to discover how the public views questions of
effectiveness.?

The findings of these three papers evidences two differing perspectives regarding the
effectiveness of surveillance technology: one recognizes a trilemma and that all three
elements cannot be delivered at once; the other rejects a notion of trade-off. This
difference of perspectives between the public and government agencies causes one to
search for the source of this log jam. Further, one would expect government agencies to
evaluate effectiveness and yet there is a remarkable lack of such assessment.

This article seeks elucidation for the following key findings:

(1) Effectiveness of surveillance technology is minimally addressed in intelligence
agencies.

(2) Oversight bodies rarely evaluate effectiveness, but rather call on the intelligence
agencies to do so.

(3) Intelligence agencies appear to have conflicting goals of performing effective
surveillance, at low cost, with minimal privacy intrusion.

(4) Intelligence officials consider proportionality to be addressed by the law and not
a decision that they themselves must make.

(5) Oversight bodies and intelligence agencies do not simultaneously address
effectiveness, cost, and privacy, inherently recognizing a trilemma; the public,
however, does not perform a trade-off but expects all three to be simultaneously
delivered.

This article hypothesizes that these findings can be explained by bureaucracy and the
restraints it places on government institutions.
6.3 Observing bureaucracy

To test this hypothesis, this article turns to James Q. Wilson’s seminal work on the
bureaucratic nature of democratic government - Bureaucracy (1989). In this book

2 A more detailed summary of these three studies is included here in the version of this chapter
submitted for publication. It is omitted here since such a summary is unnecessary.
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Wilson examines how bureaucracy works, explaining why government agencies
function the way they do, often in a seemingly inefficient and /or inept manner. This book
was chosen due to Wilson being the most authoritative figure on bureaucracy. According
to Google Scholar Bureaucracy has been cited 6478 times. Pietro S. Nivola of the
Brookings Institute states that this book is “Still widely regarded as more or less the last
word on the subject” (Nivola 2012). Additionally, what Wilson does mirrors what this
paper seeks to do - explain why a government institution behaves the way it does.
Wilson, of course, studies and explains the behavior of many bureaucratic offices, while
this article focuses on five aspects in one area of bureaucracy. The advantage of this is it
allows for the examination of intelligence agencies against the key features of
bureaucracy, as opposed to perhaps concluding that any findings are bureaucratic
features unique to intelligence bodies. One potential limitation to this book choice is that
Wilson focuses on U.S. bureaucracy, while our research examines both U.S. and U.K.
government agencies. However, the five key findings cited above apply to both the U.S.
and the U.K. Thus, if this current article finds that Wilson’s work helps explain these
previous findings vis-a-vis the U.S,, this could hold true for the U.K. as well. This point is
further discussed in the Discussion section of this article.

Reading through Wilson’s enlightening book, naturally, not every point, although
interesting, is relevant to this present study. Specific elements were chosen from
Bureaucracy for analysis here, based on their ability to shed light on the evaluation of
surveillance technology in government agencies. This section presents these factors, and
the following section analyzes them in light of effectiveness evaluation of surveillance
technology.

Goals

Wilson observes that government agencies are likely to have “general, vague, or
inconsistent goals” (Wilson 1989, p.26). For example, the Department of State’s goal is
to “Promote the long-range security and well-being of the United States” (p.32). And
within the Department of Housing is the goal to “Develop viable urban communities by
providing decent housing and a suitable living environment” (p.32). These general,
vague, or inconsistent goals exist because people disagree not only on the meanings of
words (what does “security” or “advantage” mean?), but also on how these goals should
be attained. Should other goals be sacrificed to reach these ones? For example, should
“decent” housing be provided regardless of the cost (p.33)?

Wilson argues that in the absence of clear and specific goals, employees’ work will be
shaped by circumstances (as well as by personal beliefs and experiences). Circumstances
include the clients’ behavior and the tactics available to the worker. Regardless of what
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the agency’s goals are, these factors will shape what the workers will do. Even with
clearer goals, the situation can define a worker’s tasks if a certain way of performing the
job seems easier (Wilson, p.42). Wilson cites the Occupational Safety and Health
Administration (OSHA) as an example. OSHA was created to protect worker safety and
health. At the time of its creation, dangers to worker health (e.g. scores of workers dying
due to exposure to hazardous chemicals) was considered to be a greater threat than
occasional injury due to safety issues. But in the years since its formation OSHA has
focused much more on rules surrounding safety rather than health. This is because it is
easier. It is easier to assess the cause, cost, and solution to a worker falling and breaking
a leg, than to do the same for a worker who develops cancer after years of working at a
chemical plant (p.42).

Government agencies are brought into existence to serve certain goals. However, an
agency is expected not only to serve its primary goal but also contextual goals. These
define the context, or state of affairs, the agency must maintain while seeking its primary
goal. For example, a police department’s primary goal is to prevent crime and arrest
criminals, but it must also protect the rights of the arrested person, ensure its records
remain confidential, and provide health services to those arrested (Wilson, p.129).

In addition to an agency’s primary and contextual goals, the government overseeing and
directing it often has a plethora of its own objectives. Discussing the case of the U.S.
Postal Service, which was previously under Congress and the president, Wilson points
out that Congress’ goal was not simply to speedily deliver the mail at the lowest possible
cost. Rather, it wanted to satisfy different categories of mail users, as well as
constituency demands to maintain many small post offices, address wage increase
demands, and respond to public dissatisfaction with the mail service.

Congress could not provide a consistent rank-ordering of these goals,
which is to say that it could not decide on how much of one goal (e.g.
keeping prices low) should be sacrificed to attain more of another goal
(e.g. keeping rural post offices open). This inability to decide is... the
inevitable consequence of Congress being a representative body whose
individual members respond differently to different constituencies
(Wilson, p.125).

Constraints over tasks

Government agencies operate under a considerable number of constraints: their
revenues cannot legally benefit the organization’s members, they must serve goals that
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the organizations themselves have not chosen, and they cannot allocate resources
according to their preferences (Wilson, p.115).

All these constraints and the contextual goals mentioned above have an effect on the
management of public agencies. Managers have reason to be more concerned with
constraints than tasks. This means that the process becomes more the focus than the
outcome. While outcomes are often “uncertain, delayed, and controversial[,] procedures
are known, immediate, and defined by law or rule. It is hard to hold managers
accountable for attaining a goal, easy to hold them accountable for conforming to the
rules” (Wilson, p.131).

Constraints also result in fairness becoming more important than efficiency. This is
because fairness is easier to judge than efficiency. For example, it is easier to judge
whether every student got the same textbook than it is to judge whether the students
were educated (Wilson, p.132).3

Standard operating procedures (SOPs) are a very tangible result of constraints. In order
to ensure that constraints and contextual goals are not violated, SOPs are put in place.
According to Wilson, these rules are a way to hold agencies accountable to
constituencies, punishing those who upset the constituencies (Wilson, p.133).

Visible output and invisible outcome

Wilson classifies government agencies into four groups according to whether the
employees’ activities (output) and the results of those activities (outcome) is observable
or not to managers. We argue that two of these categories apply to intelligence agencies
- coping organizations, in which neither the output nor the outcome is observable to
managers, and procedural organizations, in which outputs are observable, but not
outcomes. With regard to agents in the field an intelligence agency is a coping
organization, with neither the agent’s daily actions nor the outcomes of his/her actions
visible to management. Intelligence analysts, however, work in an office under the
observation of the manager. But it is still difficult for the manager to know whether the
analyst’s actions gave the country strategic advantage over its adversaries. According to
Wilson, in procedural organizations, what becomes more important is how the

3 Wilson speaks of efficiency. Although efficiency and effectiveness have two different meanings, in this
context effectiveness could be used in place of efficiency. That is, it is easier to judge matters of fairness
(every student getting the same textbook) than to judge whether the education system is effective in
educating students.
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employees do their jobs, rather than whether the execution of the job results in the
desired outcomes. When the results of the work are unseen or hard to determine then it
is difficult to convince others that what the agency is doing really works or is effective.
In this case, rules take on more importance - SOPs become “pervasive” - while managers
seek to convince political superiors that their agencies are faithfully following the rules
(Wilson, p.164).

Rules without trade-offs

According to Wilson, delivering a public service can either be improved by rules or
contracts. It is rules and not contracts that pervade agencies because government
institutions find rules to be more rewarding. A rule appears to immediately respond to
a constituent’s grievance. And it usually does not have to be reconciled with other rules,
freeing political institutions from having to make difficult choices among contending
goals. Government bodies imposing the rules do not need to address issues of feasibility.
A contract, by contrast, has to reconcile at least some major tradeoffs - time and money,
cost and quantity. Political actors, however, do not consider trade-offs. They want to see
all of their interests protected (Wilson, p.363). And the government itself “is required to
act as if all preferences can be accommodated simultaneously” (p.364).

Political environment

Wilson points out that much of the difficulty of bureaucracy arises from the fact that the
government is a democracy. It is not simply a management problem, but a governance
problem (Wilson, p.376). A government agency must maintain political support. A
typical agency, however, is not in an easy position to gain political support as it often:

must do something that is unpopular (e.g., collecting taxes) or difficult
(e.g., managing foreign affairs) and that a half dozen other agencies are
doing (e.g., gathering intelligence or catching drug dealers), and it must
do these things under the watchful and critical eyes of countless
subcommittees, interest groups, and journalists. It faces inadequate
budgets, complex tasks, several rivals, and many constraints (p.181).

To “fix” these problems - grant a simple and clear mission, minimize constraints, judge
officials on outputs rather than inputs, etc. - political actors would have to function
contrary to their own interests. They would have to relinquish seeking to expand their
own influence, turn down influential constituents, and seriously consider the feasibility
and political popularity of any proposed new program. This scenario seems highly
unlikely both because politicians have no incentive to bring it about and because “there
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are certain tasks a democratic government must undertake even if they cannot be
performed efficiently” (p.376).

The bureaucracy of government is a result of the political system and of we, the people,
who require it to be so (Wilson, p.133). Democratic government must gather intelligence
and perform surveillance, it must respond to the demands of its constituents and their
differing goals and preferences, and it is required to operate under numerous
constraints imposed by the people. Constraints rather than the tasks themselves become
the focus, fairness takes priority over effectiveness, and circumstances rather than goals
shape employee’s work. Bureaucracy comes part and parcel with democracy and has a
direct effect on effectiveness evaluation.

6.4 Analysis

These identified elements from Bureaucracy shed light on some of the key findings of
this larger study’s research on the evaluation of the effectiveness of surveillance
technology. This section interprets these findings in light of Wilson’s observations on
bureaucracy. A summary of previous research findings explained by Wilson’s concepts
is found in Table 6.1.

Goals (in intelligence agencies)

Applying Wilson’s concepts to key finding #3 (Intelligence agencies appear to have
conflicting goals of performing effective surveillance, at low cost, with minimal privacy
intrusion) one observes that intelligence agencies are also clearly affected by the goals
of elected officials in the legislative body. Because politicians have a vast constituency
and seek to please all their constituents, they do not just have one goal, but many
conflicting goals - effective surveillance technology, low cost surveillance, protected
privacy. As a collective body, elected officials cannot decide which goal has priority, and
which goal should be sacrificed at the cost of another. The result is that intelligence
agencies themselves pursue conflicting aims.

In recent years, intelligence agencies’ surveillance practices have been under fire on
grounds of privacy and proportionality (e.g. Greenwald 2014, Bergen et al. 2014, Berghel
2013). Intelligence officials consider proportionality to be addressed by the law and not
by themselves (key finding #4). Wilson’s observations bring understanding to this
finding - protecting innocent civilians’ privacy is not a primary goal of intelligence
agencies - it is a contextual goal. They cannot perform surveillance willy-nilly - the
condition under which they must keep the nation secure is that their surveillance must
be carried out in a proportionate manner. This sheds some light on how intelligence
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practitioners treat proportionality. It is not their primary goal because protecting the
privacy of citizens is not the agency’s mission. But it is a contextual goal under which
they must carry out their primary goal of securing the nation. Intelligence practitioners
view questions of proportionality and privacy as addressed by the law and not by
themselves. That is, the law and oversight bodies establish parameters for what is
proportional, and they act within these limits. For intelligence practitioners, their job is
to provide intelligence, while operating within the legal framework, and not to make
judgments on proportionality. This is in keeping with proportionality being a contextual
goal. A further point to consider is that if this was an additional primary goal it would
conflict with the goal of securing the nation, which would arguably lead to agency
paralysis.

Observations on goals help explain why intelligence officials’ handle privacy and
proportionality as being treated by the law and not by themselves - it is a contextual, not
primary goal. They also reveal the effect on intelligence agencies of elected officials
having conflicting goals - no one goal is given priority. Because proportionality is a
contextual goal and not a primary one, intelligence services avoid paralysis. But the fact
that the contextual goal still conflicts with the primary goal nonetheless introduces an
aspect of impossibility of attempting to satisfy conflicting goals.

Effectiveness minimally treated

Intelligence officials were found to minimally treat the question of effectiveness (key
finding #1). Intelligence agencies appear to not formally evaluate the effectiveness of
surveillance technology; evaluations that do consider effectiveness focus on intelligence
agencies as a whole, rather than particular surveillance programs or technologies.
Compliance reports, on the other hand, do clearly exist. Intelligence agencies must
regularly report if there have been any breaches of compliance, what these breaches are,
and what they have done to remedy the problem (Cayford and Wolters 2018).

Several of Wilson’s observations explain this phenomenon. The first explanation
concerns circumstances shaping employees’ work, particularly when goals are vague or
general. In this scenario workers will perform a task in the way that seems easiest. This
principle can be applied to intelligence agencies in a broad sense. Effectiveness is
difficult to evaluate. Is the surveillance technology considered effective if it provides X
amount of information? How is X’ determined? Or if it only leads to one key piece of
information? Did that information play a key role in dismantling a criminal organization?
Was the information crucial to informing policy? It is easier to judge legal issues and cost
than if, or to what degree, particular technology has contributed to effectiveness.
Whether a surveillance program has stayed within budget or is too costly, or whether its
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use has complied with legal requirements is much easier to judge than whether or not it
has contributed to meeting a said security goal.

Similarly, the constraints under which managers in government agencies operate result
in fairness becoming more important than effectiveness because it is easier to judge than
effectiveness. This aspect of managers tending toward the more easily measured
element applies to intelligence agencies. In managing surveillance programes, it is easier
to pay attention to following rules (law) and budget than to judge effectiveness. For both
workers and managers judging effectiveness is more difficult than paying attention to
rules and budget. Consequently, effectiveness is minimally treated.

A third explanation relates to Wilson's classification of four types of government
organizations. Intelligence agencies move between two of the categories - coping and
procedural - depending on the type of employee. Analysts’ work is observable to
managers, while agents’ work in the field is not. This paper focuses on the work of
analysts because the principle kind of surveillance technology discussed in the greater
study was that dealing with communications data. Analysts are the employees that
handle this data. Their administrators can observe how the analysts use the surveillance
technology. Determining the outcome of their work or the effectiveness of using a
particular technology, however, is more elusive. In some cases it may be clear that
certain actions contributed to the successful outcome of a tactical operation. More often,
however, it may be difficult to determine if the use of the technology resulted in the
dismantling of a criminal organization. And for strategic operations it may be impossible
to measure if the action resulted in strategic advantage or a change in government policy.
What or how much of an outcome to attribute to a particular technology is difficult to
evaluate. Wilson classifies agencies in which the employees’ work is observable, but the
outcome of their work is not, as procedural organizations. Because this greater study
focused on surveillance technology used by analysts, for the purposes of this paper - that
is, in this particular context - intelligence agencies are classified as procedural
organizations.

According to Wilson, standard operating procedures (SOPs) pervade procedural
organizations. This may be less the case with intelligence agencies since they are not
exclusively procedural organizations, but this does explain why compliance reports
seem to exist in abundance, while effectiveness reports do not. The use of surveillance
technology, particularly in regards to internet-related surveillance, is observable and
therefore is subject to procedural rules. Analysts must follow strict guidelines in their
use of this technology. Compliance reports are produced on a fixed-term basis,
documenting instances in which the rules were breached and correctives taken.
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Minimal treatment of effectiveness in intelligence agencies is explained by the fact that
both employees and managers tend toward the more easily measured elements of cost
and legality, as well as by intelligence agencies being (in part) procedural organizations,
in which analysts’ actions are observable, but not the result of their actions, leading to
an abundance of compliance reports.

Complex oversight

This study’s research on oversight bodies found that intelligence oversight bodies rarely,
if ever, evaluate effectiveness (key finding #2). Instead, they push the intelligence
agencies to do so. Intelligence oversight concentrates on matters of cost and legality,
calling out agencies and programs that have gone over budget or who have had breaches
of law. But it does not evaluate effectiveness within these procedural organizations.
Wilson points out that procedural organizations present an oversight problem.
Oversight bodies can and do put rules and procedures in place to direct how tasks are
carried out. But they do not help in evaluating how well the job has been done. For
example, the U.S. Congress required the Marine Corps to change its training methods
after determining the training was too abusive. But it could not evaluate which training
method produced the best marines (Wilson, pp.245-246). This matches the findings of
this greater study’s research on intelligence oversight bodies: they were found to rarely
evaluate effectiveness - or how well the job was done - themselves (Cayford et al. 2018).

This suggests that the difficulty with intelligence oversight is not only, as so many claim,
that intelligence agencies operate in secret, but also that they are (in part) procedural
organizations in which the outcome cannot be judged. It is difficult to oversee and fully
hold accountable, an organization which performs tasks, the success of which is difficult
to determine.

Operating under politics in a democracy

Discussions surrounding surveillance are well-known for the discourse of trade-off: if
more effective surveillance is desired, some privacy must be given up and vice versa.
This study’s article on the public investigated its view of the concept of trade-off off
between effectiveness and privacy, and effectiveness and cost. The findings suggest that
people do not perform this kind of trade-off, but rather want effectiveness, cost, and
privacy delivered simultaneously. All three elements appear to be given equal priority
by the public (key finding #5).

It is, perhaps, sometimes forgotten that intelligence agencies are also influenced by
politics. As Wilson points out, parliamentary bodies have many constituents with many

106



differing views, and each politician wishes to satisfy his/her constituency. Politicians
and officials seek to be reelected and to influence policy making. Consequently, Congress
(or Parliament) itself has multiple goals, and it is unable to prioritize which of these goals
is most important. In the case of surveillance technology, which goal should have priority
- that the technology is effective, that it is low cost, or that it is proportional in its
invasion of privacy? Congress cannot arrive at a unanimous decision. This may not be
just a result of some people wanting effectiveness to be prioritized while others want
privacy first, but of citizens wanting it all.

Further, as Wilson highlights, there are some tasks a democracy must perform, even if it
cannot do so efficiently (or effectively). It must carry out intelligence operations using
surveillance. In a democracy the people demand effective security, that the carrying out
of that security not waste their tax money, that it is kept within certain bounds and not
abused, and therefore that oversight is put in place, and that the public’s privacy is not
infringed upon at the expense of that security. Hence surveillance finds itself in an
impossible trilemma of needing to simultaneously meet these conflicting demands as a
result of being part of ademocracy. A democratic government must perform surveillance
and must strive to meet its constituents’ conflicting demands. Congressional bodies are
unable to prioritize one goal over another, both because they represent many
constituencies and because the public appears to not prioritize one goal over another.
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Research finding

Applicable concept from
Wilson

Interpretation of finding
using Wilson’s concept

Intelligence officials
consider proportionality
as addressed by law

Contextual goals

Proportionality is a contextual,
not primary goal

Conflicting goals in
intelligence agencies

Conflicting goals of elected
officials

Legislative body cannot decide
which goal has priority
resulting in intelligence
agencies having conflicting
goals

Effectiveness minimally
treated

Workers choose easiest way to
perform task

Managers evaluate more easily
measured elements

In procedural organizations
outcomes are difficult to
evaluate

Effectiveness is more difficult to
evaluate than measuring
accordance with rules and
budget

Outcomes of analysts’ actions
are unobservable resulting in
compliance reports but not
effectiveness reports

Oversight bodies do not
evaluate effectiveness

Procedural organizations are
difficult to oversee - oversight
says how job should be done,
but does not evaluate if it is
done well

Intelligence oversight is unable
to judge the success of agencies’
tasks

The public does not
perform a trade-off
between effectiveness,
cost, and privacy

Congress has multiple, un-
prioritized goals, due to
representing many
constituencies

Surveillance finds itself in an
impossible trilemma of needing
to simultaneously meet three
conflicting demands

Table 6.1. Wilson’s concepts applied to research findings

108




6.5 Discussion

Differences across the pond?

Wilson’s work focuses on U.S. bureaucracy. This study has centered on both American
and British intelligence agencies and their oversight bodies. This arguably leaves room
for some of Wilson’s observations to not be applicable to all of this research. The
elements drawn from Wilson for this article, however, have more applicability on both
sides of the pond than not. These countries are both democracies, meaning they are
subject to the rule of the people and their institutions are influenced by politics.

In discussing accountability and transparency in a European context, Christiansen and
Lodge (2016) employ Wilson’s categorization of government agencies into four groups
(production, procedural, craft, and coping). The authors examine three different types
of government agencies - intelligence, flood defense, and food safety - across five
European countries (U.K., Germany, Denmark, Sweden, Norway). They argue that with
intelligence agencies it is difficult to measure outputs and outcomes. This is according to
Wilson’s categorization system. It is also one of the classifications we have given
intelligence agencies - that is, a coping organization. In their analysis, the authors found
that variation occurs related to the type of organization and its tasks, rather than
according to the countries. This suggests that despite differences in government types,
the agencies across these countries and their ways of operating are more similar than
not. This finding, in addition to the authors’ use of Wilson’s categorization of agencies in
a European context, supports the applicability of Wilson’s work to the U.K. portion of our
larger research study.

Wilson himself addresses differences between American and European bureaucracy.
One difference he highlights is that European government agencies are beholden to
fewer contextual goals than their American associates (Wilson, p.130). This research,
however, analyzed the contextual goal of proportionality. Proportionality is a clearly
stated contextual goal for British intelligence services (Cayford and Pieters 2018).

While the U.S. and the U.K. are both democracies, they are of different types. The U.S. is
a presidential democracy while the UK. is a parliamentary democracy. In a
parliamentary democracy the authority to make and implement policy is concentrated
in the hands of the executive. The prime minister and parliament are not rivals. In the
U.S. the executive and legislative branches are rivals, each trying to limit the other’s
power while increasing their own, and serving as a check and balance to one another. In
a presidential democracy Congress has power independent of the president, while
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Parliament has little authority and cannot investigate agencies if the prime minister
objects (Wilson, p.298).

British oversight bodies, then, are under the command of the prime minister, while the
American ones are divided between the executive and legislative branches. One could
imagine the Congressional oversight bodies to be more critical and strict than their
British counterparts, as they seek to keep in check the executive branch, under whose
direction the intelligence community lies. For example, one might suppose that Congress
would conduct evaluations of effectiveness to “prove” or “disprove” that certain
surveillance actions are effective. As this article underlines, however, this is not the case.

Conversely, one could imagine that the reason British oversight bodies do not evaluate
effectiveness is that the intelligence agencies are beholden to the prime minister, who
does not want to bring to light below par performance. According to this logic, however,
all oversight bodies across the whole government would be pointless, as they would not
be holding agencies accountable. Furthermore, the intelligence oversight arms of the
Interception of Communications Commissioner and the Intelligence Services
Commissioner (now grouped under one Investigatory Powers Commissioner)
investigate and report on compliance and proportionality issues. These reports are
annual, accessible to the public, and can be critical of transgressions committed by the
intelligence services (Cayford et al. 2018). Therefore, it is not likely due to differences in
government structure that effectiveness is not evaluated in the U.K,, but more probably
that Wilson’s observations about U.S. bureaucracy analyzed in this article are also
applicable in the U.K.

Further dimension added by additional theories

Wilson’s observations reveal that the structure and nature of bureaucracy is a large
factor in the lack of effectiveness evaluation of surveillance technology. Theories from
other domains further explain why this lack exists. These theories provide explanation
from other angles. Bureaucratic elements are perhaps the most fundamental reason;
these additional theories provide increased depth as to why effectiveness evaluation is
so elusive.

Intelligence agencies and oversight bodies do not seek to simultaneously evaluate and
obtain the three conflicting goals of effectiveness, cost, and proportionality not only
because of bureaucracy, but also because it is impossible. The trilemma concept from
macroeconomics states that only two of three conflicting goals can be simultaneously
achieved (Aizemann and Ito 2012, Obstfeld et al. 2004). Monetary independence,
exchange rate stability, and financial integration are all desirable goals in open
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economies, yet it is impossible to simultaneously achieve all three. Therefore,
policymakers must decide which one of the three they will give up. This same reality
exists in the security realm, and is reflected particularly by oversight bodies. The
impossibility of obtaining effectiveness, cost, and proportionality simultaneously leads
to addressing a maximum of two goals at a time.

To avoid engaging in a trade-off, oversight bodies are compartmentalized to deal with
specific issues. Steenhuisen (2009) found that oversight bodies distance themselves
from trade-offs. This study’s findings support this argument, concluding that intelligence
oversight bodies are either created to deal with only one of the three elements of
effectiveness or if they are tasked with overseeing all three elements, only evaluate one
or possibly two at a time. Examples include the Privacy and Civil Liberties Oversight
Board, which as the name suggests, focuses on protecting the privacy of Americans in
matters of surveillance; the U.K. Intelligence Services Commissioner produces yearly
reports on the legality of warrants issued; the Dutch oversight body, CTIVD (Intelligence
and Security Services Review Committee), states explicitly that it does not evaluate
effectiveness. This research found no oversight reports that dealt with evaluating the
effectiveness, cost, and proportionality of surveillance programs simultaneously. Having
a compartmentalized approach allows oversight bodies to avoid engaging in a trade-off
and successfully address the issue at hand, rather than having to enter into the
impossible trilemma. Oversight’s distance from trade-offs is an additional feature of
bureaucracy - one not specifically addressed by Wilson.

The concept of trade-off is also found in governance literature, which discusses values
and value conflict. Graaf and Wal (2010) argue that effective governance and ethical
governance clash; that public governance cannot reach its objectives while being “good.”
“Truthfulness, decency, and transparency do not characterize the spirit of effectiveness.
What is more, infractions such as rule-bending, selective honesty, and the resetting of
agendas allow those in power to ‘get things done’” (Graaf and Wal, p.625). An example is
the Dutch Minister of Finance acquiring ABN AMRO Bank in 2008 without informing
Parliament. This was against the law, but time was short due to the impending credit
crisis. In order to effectively govern, the minister broke the law. His governance was
effective, but not ethical. If he had been ethical, he would not have been effective (Graaf
et al. 2016). This same clash of values appears in matters of surveillance. What is more
important - effective surveillance technology that obtains the needed information to
thwart criminals and inform policy makers or protecting the privacy of unconcerned
civilians to the extent that needed information is potentially missed? And what takes
priority - keeping the cost of such technology low or spending more taxpayer money to
invest in technology that better protects privacy and/or more effectively supplies
needed information? The value conflict reveals a further dimension - while policy
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makers struggle with the bureaucratic aspect of satisfying diverse constituents, they and
society as a whole also struggle with these three elements as conflicting values and
which to give priority.

These different theories, along with Wilson’s work, shed light on why there is so little
evaluation of the effectiveness of surveillance technology, why any evaluation that is
done is performed almost exclusively by the intelligence agencies themselves, why
legislative bodies are unable to give one goal priority, and why these agencies are caught
in this trilemma of being called on to equally address these three elements of
effectiveness, proportionality and cost and yet are forced to perform a trade-off. The
structure and nature of bureaucracy is a large contributor, while the trilemma theory
states that achieving all of three conflicting goals is impossible, and the trade-off concept
argues that public governance must be either ethical or effective, but cannot
simultaneously be both. These support what Wilson identifies as an inherent problem
with governments and governing - desirable, yet conflicting values and the
government’s duty to meet them all despite the fact that they are incompatible. This
suggests that certain elements of effectiveness evaluation will not change since
surveillance cannot extricate itself from bureaucracy.

Implications for the surveillance debate

This article’s findings impact the broader surveillance discussion by revealing that
government behavior related to surveillance effectiveness is not something that can just
be changed by a new law or new proscriptives. Realizing that there are bureaucratic
constraints that obstruct evaluating overall effectiveness, influcences the discussion.
The surveillance discussion should take this factor into account, thinking in innovative
ways to include effectiveness evaluation, while at the same time realizing there will
always be bureaucratic elements to contend with (e.g. elected officials who report to
their constituencies, intelligence agencies with primary and contextual goals, the
unobservable outcomes inherent in intelligence work). More research is needed that
addresses this overarching question of evaluating the effectiveness of surveillance
technology in intelligence agencies. Future work could explore how effectiveness can
realistically be assessed alongside considerations of privacy issues and cost. Possibilities
could include investigating how intermediaries, such as private companies or
individuals, might be employed as independent third parties to assess effectiveness. An
example is the case of David Anderson Q.C. in the U.K. - Independent Reviewer of
Terrorism Legislation - who was asked by the Home Secretary to evaluate and report to
the prime minister on the effectiveness of four bulk powers (Anderson 2016). The
Reviewer is completely independent from the government, and has a high-level security
clearance, providing access to classified information. As the title indicates, the U.K.
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Independent Reviewer’s role is to review and inform on terrorism legislation, not
surveillance technology per say. However, in this particular report Anderson was asked
to review the effectiveness of surveillance programs. A powerful element of Anderson’s
report is that it is designed to inform the public. It is not a classified document with only
portions made public. A drawback it that it explicitly excludes considerations of
proportionality. Future work could consider such an independent type review of
effectiveness that includes proportionality and cost considerations. Moving the issue of
effectiveness evaluation outside the government to an independent third party may help
free it from some of the encumbering bureaucratic elements.

Wilson’s conclusions regarding effectiveness being difficult to evaluate are, of course,
applicable to all procedural government institutions, not just intelligence agencies.
Wilson himself does not specifically discuss intelligence agencies. This paper has applied
his discussion of bureaucracy and effectiveness directly to intelligence agencies. The
realm of intelligence is often perceived as a black hole by the public and merits having a
direct link made with Wilson’s discussions of bureaucracy and effectiveness.

6.6 Conclusion

Evaluating the effectiveness of surveillance technology in intelligence work appears to
be nearly non-existent both by the intelligence agencies themselves and by their
oversight bodies. Why is this so? And why do intelligence agencies have apparently
conflicting goals, and intelligence officers speak of proportionality as a goal they
themselves do not address? This article began with a hypothesis that the concept of
bureaucracy could shed light on these findings. To test this hypothesis, it examined
several observations about bureaucracy in James Q. Wilson's book Bureaucracy.
Applying these concepts to this larger study’s previous research findings revealed that
intelligence agencies have conflicting goals because the legislative bodies who direct
them cannot decide which goal, among a multitude, to give priority. Effectiveness is
minimally treated because intelligence agencies are procedural organizations in which
outcomes are difficult to evaluate, and because both workers and managers tend toward
what is easier to perform and to measure (e.g. cost and legality rather than
effectiveness). Intelligence agencies being procedural organizations also means that
they are difficult to oversee. Oversight bodies put rules and procedures in place
regarding how to perform tasks, but they do not help in evaluating how well the job has
been done. Intelligence oversight, therefore, has a fundamental problem of not assessing
the effectiveness of a completed task. Lastly, politics in a democratic government play a
role. Parliamentary bodies represent constituencies with various and opposing views
and therefore cannot arrive at a consensus regarding which goal should be given
priority. Further, a democracy must carry out certain tasks, including conducting
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surveillance. The public demands that it does so effectively, at low cost, while protecting
privacy. Being beholden to meet these conflicting demands is a result of operating in a
democracy.

The current status of evaluation and lack of evaluation of the effectiveness of
surveillance technology will likely continue as the status quo. Democratic bureaucracy
will continue to be in deadlock over which goals take priority, oversight bodies will
persist in avoiding the difficult task of assessing effectiveness, as well as in avoiding
making trade-offs, workers and managers of intelligence agencies will continue tending
towards the more easily measured elements of cost and legality, and security will remain
as a primary goal of intelligence agencies while proportionality remains contextual. The
necessity of making a trade-off and of not being able to simultaneously address all three
elements of overall effectiveness will remain. These are the fetters of bureaucracy.

This is not to say that all is hopeless static. There are perhaps certain adjustments or
changes that could be made to improve or make possible evaluations of effectiveness,
which future research could explore. However, it should be done knowing that
intelligence agencies operate in a democracy, and that, therefore, certain elements of
bureaucracy are at play, which cannot be altered.
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Chapter 7
Conclusion

This dissertation has brought together two themes: the surveillance debate, which often
turns around questions of privacy and proportionality and if this must be exchanged for
greater security; and the effectiveness of surveillance technology. These two themes
were joined in the research question, How is the effectiveness of surveillance technology
evaluated in intelligence work?

This concluding chapter will summarize the findings of previous chapters, linking them
to the two themes of the surveillance debate and the effectiveness of surveillance
technology. This will be followed by reflections on additional actors in the surveillance
discussion that were not included in this research, as well as on the utility of frameworks
- in this case, frameworks of effectiveness evaluation. The chapter finishes with the
scientific and societal implications of the dissertation’s findings, and considerations for
future research.

7.1 Summary of Findings

Chapter 2 was written in the aftermath of the Snowden leaks, which were, in fact, the
driver behind this chapter. The chapter examined various NSA surveillance technologies
discussed in the press and classified them on a scale of bulk collection to targeted
surveillance. In the months following Snowden’s release of classified documents, media
reports were full of accusations of mass surveillance by the NSA and its U.K. counterpart,
GCHQ. The information obtainable from the leaked documents was piecemeal, and the
media reports often appeared to jump to conclusions without much in-depth inquiry and
consideration of what the documents might mean. Likewise, there were many different
surveillance programs, resulting in a confusing array of technologies and an impression
that every technology was sucking up all the information of every innocent citizen.

The purpose of this chapter was to create some sense out of all the hype and to categorize
the surveillance programs according to whether they performed targeted surveillance
or bulk collection or something in between. In order to talk about effectiveness, one must
first know what kind of technologies are in question. Understanding how they operate
and the general security purpose they serve is a necessary first step. The technologies
discussed here is a sampling of the kinds of surveillance technologies intelligence
officials, oversight bodies, and the public are talking about in the following chapters of
this thesis (Chapters 3-5).
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Chapter 2 found that certain NSA technologies classified as targeted, while others
categorized as mass surveillance/bulk collection, and still others fell mid-spectrum.
Further, the position of certain technologies on the scale varied according to how they
were used in a given case. Subsequent research revealed additional nuances to these
classifications, such as how one defines “mass” surveillance, and if a database is a
surveillance program if the information has previously been collected by another
technology. This chapter treated the database XKEYSCORE as a surveillance technology
because it was often mentioned as such in reporting of the time, in discussions of mass
surveillance. However, it could easily be argued that this system should not even be
discussed as surveillance technology as it performs no actual collection itself. Rather, it
processes data that has been collected by other technologies.

Later research (see next chapter) also shed light on the gross disparity between privacy
advocates on one side accusing intelligence agencies of conducting mass surveillance
through the use of such technologies, and intelligence officials on the other side
emphatically denying such claims. This chapter’s classification of technology should bear
these nuances and differences in mind - i.e. the category of “bulk collection” is what
privacy advocates have called “mass surveillance,” and as previously mentioned,
databases could be left out of this discussion since they are arguably not surveillance
technology.

In principle, the research in this dissertation applies to all kinds of surveillance
technology. In practice, however, most of the data collected and analyzed is related to
the kinds of technology discussed in this chapter. Beginning with a classification of
technologies provides a knowledge of the types of technologies in question when
discussing effectiveness. It also allows for later research to evaluate the technology’s
effectiveness according to its position on the scale.

Chapter 3 examined what American and British intelligence officials have to say about
the effectiveness of surveillance technology. It analyzed public material - speeches,
articles, etc. - as well as drawing on interviews conducted by the author, to determine
how intelligence practitioners themselves consider and evaluate effectiveness. This
chapter coined terms of “strict effectiveness” and “overall effectiveness.” The former
refers to whether or not a given surveillance technology achieves the desired security
goal. However, this is not the sole criteria to determine whether or not to employ the
technology. Effectiveness is never determined in a vacuum. The cost of the technology
and questions of proportionality play into whether it is effective “overall” and therefore
deployable. Overall effectiveness, thus, includes considerations of strict effectiveness,
cost, and proportionality.
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Intelligence officials were found to minimally treat the question of strict effectiveness. It
was rarely addressed in the material analyzed for this study. Officials stated that
evaluating effectiveness is extremely difficult, if not impossible, especially when it
concerns strategic intelligence (as opposed to tactical intelligence). Measures of
effectiveness used by officials were identified by teasing them out of practitioners’
discussions of surveillance programs. The following seven measures were identified:
thwarted attacks, lives saved, criminal organizations destroyed, output, context,
support, and informed policy maker. Cost, although rarely discussed, was confirmed
through interviews to be a significant factor in determinations of surveillance
technology employment. Much of practitioners’ statements turned around questions of
proportionality and privacy, which is not at all surprising given that most were made in
the years following the Snowden leaks.

Key findings of this chapter illuminated the dilemma mentioned above between privacy
advocates and intelligence officials’ opposing statements regarding mass surveillance.
Privacy advocates argue that huge amounts of data are collected, including the data of
innocent, unconcerned people. Because filters are set wide on deep packet inspection
type technology, this is a sort-of indiscriminate collection of data, sweeping of mass
amounts of (unnecessary) information. Intelligence officials, on the other hand, call this
bulk collection, and argue that it is not mass surveillance because 1) the definition of
mass surveillance is collecting everyone’s data, which this does not do, and that while it
does collect a lot of data it is a very small fraction of the amount of data flowing over the
internet - in the case of the NSA, 1.6% of internet traffic. 2) This captured data is not
seen by human eyes, but is collected by computers based on algorithms. Analysts then
search this data according to certain, specified criteria (in the case of GCHQ laid out in
search warrants). Only data which matches these criteria is shown to the analyst. Thus,
human eyes see only a very small percentage of data, which must match specific criteria
- in the case of the NSA only 0.00004% of the world’s internet traffic is seen by analysts.

These findings shed light on how a critical stakeholder - intelligence practitioners - in
the surveillance debate considers questions of overall effectiveness. Equipped with this
understanding, other stakeholders can better engage with intelligence officials, resulting
in more fruitful discussion.

Chapter 4 turned to oversight bodies and how they evaluate the effectiveness of
surveillance technology. Oversight bodies were found to avoid evaluating strict
effectiveness. Only two instances were found in which oversight bodies specifically
addressed effectiveness. Once was in response to an internal complaint; the second was
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in response to public outcry in the wake of the Snowden leaks - the PCLOB assessed the
effectiveness of two NSA surveillance programs in order to address proportionality.
Aside from these instances, oversight mechanisms push the intelligence bodies
themselves to evaluate effectiveness. Although oversight bodies themselves rarely
evaluate effectiveness, they were found to value the same measures of effectiveness as
intelligence officials. This is not surprising given that oversight bodies depend on
intelligence practitioners to assess effectiveness, as well as to convey how to measure
effectiveness. Practitioners are closest to the technology, possessing the necessary
expertise and understanding of its (potential) value. This, as well as an (inevitable)
reliance of oversight bodies on intelligence agencies to supply the necessary documents
and testimony for investigations, results in an interdependence between the two
entities. This does not mean that oversight bodies do not find fault with intelligence
agencies’ actions, but it does help explain why certain privacy advocates distrust
oversight.

A significant finding was that oversight avoids addressing effectiveness, cost, and
proportionality simultaneously. It does not like engaging in trade-offs and thus
addresses only one or at most two elements of overall effectiveness at once. It thus
avoids entering into the impossible trilemma of successfully evaluating all three
simultaneously. This is reflected in the fact that oversight bodies are created to address
only one issue: the PCLOB, as the name suggests, deals with matters of privacy; the
Interception of Communications and Intelligence Services Commissioners both report
on legal compliance; other bodies’ mandate is to oversee spending.

This chapter began to develop the trilemma concept. This concept exists in
macroeconomics - three conflicting, yet desirable goals which cannot all be achieved
simultaneously. Here it was applied to the security realm. This was found to be an
important concept in this thesis, as it explains the dilemma, or rather, trilemma, that the
intelligence community is in related to surveillance technology. In principle, no
stakeholder is against effective, cost-efficient, proportionate surveillance technology.
However, in reality it is not possible to have all three at the same time. Thus, parties must
choose two out of the three. Which two are chosen depends on which stakeholder is
doing the choosing, as well as on things like the political climate, recent events, etc. Other
stakeholders may not agree with this prioritization and cry foul play.

A final stakeholder was analyzed in Chapter 5 - the public. The study explored the
public’s perceptions of surveillance technology effectiveness, as well as possible
correlations between perceptions of effectiveness and privacy, and between
effectiveness and acceptable cost of the technology. Conducting surveys of Dutch
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university students and their parents, this research found that the public does not
engage in trade-offs in this debate. That is, it does not accept less effective surveillance
technology for more privacy and vice versa. Rather, it expects the government to employ
effective technology, at a reasonable price, while protecting citizens’ privacy.

Significantly, notable differences were found between the student and parent
generations. This appeared in correlation analysis between effectiveness and privacy.
Parents were found to be divided into groups of trusting or concerned - either they were
trusting of intelligence bodies and ISPs’ handling of their data (i.e. they did not feel their
privacy was breached) while simultaneously they viewed surveillance technology as
effective, or they were concerned that their privacy was being invaded while at the same
time they considered the technology to be ineffective. In other words, participants did
not consider that the technology was effective, but they were having to give up their
privacy - i.e. make a trade-off - rather, the technology was both privacy-invasive and
ineffective. However, this correlation did not hold true for students. Students were not
either fully trusting or concerned and showed no correlation between effectiveness and
privacy. This may reflect that students are still forming their views on security matters,
while their parents’ views are already solidified and perhaps politicized, as questions
around security often become highly political.

Other significant findings were that students in the SS] minor showed lower
expectations of effectiveness on the part of the government than students not in the
minor. Finally, both participants who judged NSA surveillance technology to be effective
and those who considered it ineffective gave the same top explanation as to why - too
much data collected.

The public is an important stakeholder as its views on the effectiveness of surveillance
technology potentially influence its acceptance of the technology, and ultimately laws
and policy governing the technology’s use. Government officials often speak in terms of
trade-off. Knowing that the public does not, in fact, think in terms of trade-off related to
any of these elements of effectiveness, cost, and proportionality/privacy is crucial for
these parties to engage in meaningful dialogue.

Chapter 6 investigated the underlying reasons for the lack of effectiveness evaluation.
Starting from the hypothesis that the institution of bureaucracy may explain this lack,
this chapter applied concepts from James Q. Wilson’s book Bureaucracy to previous
chapters’ findings. The resulting conclusion was that effectiveness evaluation is, in fact,
fettered by bureaucracy. Bureaucracy, a necessary institution in democracies, issues in:
1) intelligence agencies having multiple, conflicting goals because their governing
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legislative bodies cannot decide which goal to give priority; 2) intelligence bodies being
procedural organizations with unobservable outcomes, which means that success is
difficult to evaluate and the agencies are difficult to oversee; 3) intelligence employees
and managers gravitating towards the easier, more measurable benchmarks of cost and
legality, rather than effectiveness. Oversight bodies require rules and procedures to
follow, but do not evaluate the success or effectiveness of completed tasks. And while
intelligence agencies are not political bodies, they are affected by the politics of
democracy as seen with the aforementioned legislative bodies, which do not prioritize
conflicting goals, and with the inherent conflict of being beholden to satisfy conflicting
demands made by the public.

Additional theories buttressed and gave further dimension to these findings. Oversight
bodies are compartmentalized to address specific issues and distance themselves from
trade-offs. Governance literature discusses value conflict, arguing that effective and
ethical governance clash. Applied to the security realm, not only do policy makers
struggle with the bureaucratic aspect of satisfying the conflicting demands of their
constituents, but they and society as a whole struggle with the conflicting values of
effective surveillance, privacy, and cost, and which to prioritize.

This chapter ends with a proposal to explore engaging independent third parties to
conduct overall effectiveness reviews, which would examine the strict effectiveness of
given surveillance technologies, while at the same time incorporating considerations of
cost and proportionality. This would not be a solve-all-problems solution, but it may be
a way to free effectiveness from some of the fetters of bureaucracy. Any proposal to
introduce or improve evaluations of effectiveness should be done knowing that
bureaucratic constraints are at play, which cannot be eliminated.

In summary, the initial response to the main research question of how the effectiveness
of surveillance technology is evaluated in intelligence work, is that it rarely is. Digging
deeper, however, reveals that stakeholders do hold measures by which they inherently
evaluate effectiveness. Intelligence practitioners and oversight bodies hold very similar
measures of effectiveness. They also both live in the reality of the security trilemma,
never assessing effectiveness, cost, and proportionality simultaneously, and
consequently often speak in terms of trade-off. The public, on the other hand, carries an
opposing perspective of not engaging in a trade-off and expecting all three elements to
be delivered together. As far as its own evaluation of effectiveness, the public has
perhaps entirely different measures - measures based on political party or leanings, on
trust in government, on more absolute positions regarding privacy and security (e.g.
being concerned about privacy regardless of the institution), or on some unknown value.
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Perhaps no stakeholder considers the role played by bureaucratic constraints and the
realities imposed by bureaucracy.

7.2 Reflections

7.2.1 Additional Actors

This dissertation examined the views on effectiveness of several stakeholders in the
surveillance debate - intelligence practitioners, oversight bodies, and the public.
Additional stakeholders that could have been included but were not were, notably, law
enforcement, privacy advocates, and private companies. This section reflects on these
additional actors.

Law Enforcement

Law enforcement’s inclusion as a stakeholder could be debated. The focus of this thesis
is on surveillance technology employed in intelligence work. Intelligence work is
primarily the work of intelligence agencies, not law enforcement. The purpose of
intelligence is to inform - it comes before any action is taken and informs officials and
policy makers. Based upon the intelligence they make a decision. Law enforcement’s
function is to respond to a specific incident or indication of criminal activity. Intelligence
agency action could be said to be pre-incident, while law enforcement action is post-
incident. These differences and others are summarized in the table below.

Law Enforcement Intelligence Agencies

Foreign policy - intelligence collection
influences and directs foreign policy
decisions

Court of law - what LE collects has to
stand up in a court of law

Investigate to prosecute - must always
have a mind to holding information in
evidential form

Investigate to collect info, inform heads
of state, for policy decisions

Domestic International
Transparency - has to show operatin
b y wop g Secrecy
according to law
Tactical - almost exclusively Strategic & tactical

Table 7.1. Differences between law enforcement and intelligence agencies
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However, current security threats, particularly terrorism, have resulted in a shift in
which law enforcement is engaged more in intelligence. At times, law enforcement and
intelligence agencies work together to surveille a suspected terrorist group and collect
evidence against them. The obvious goal with counterterrorism work is to use
intelligence to preemptively stop a terrorist group from acting. The place of intersect for
law enforcement and intelligence agencies are these pre-emptive tactical operations.
Two interviews conducted for this thesis, focusing on a British counterterrorism case -
Operation Pathway - highlight this intersection. This case was conducted conjointly with
law enforcement and MI5, Britain’s domestic secret service.

Initial investigation into these types of law enforcement investigations suggests that
effectiveness evaluation might be more present than it is with intelligence agencies.
Interviews were conducted with a British Detective Superintendent who had been part
of a counterterrorism unit. The results of these interviews indicated that British law
enforcement monitors and reviews the operational benefits of its surveillance
technology. This includes assessing the technology during deployment to determine if it
is achieving the desired goal, seeking advice and support from other police forces and
security service representatives when particular difficulties are encountered, and
quarterly reports on positive and negative experiences with specific technologies. Some
of these, however, are more focused on technical issues rather than effectiveness. Law
enforcement evaluation of effectiveness could be explored further in future research,
both in intelligence work and criminal investigative work.

Privacy Advocates

This dissertation intentionally decided not to cover the views of privacy advocates
related to the effectiveness of surveillance technology, primarily because privacy
advocates are arguably the loudest voice when it comes to discussing surveillance
technology. Their views are well-voiced and well-known. The views of government
institutions who deal firsthand with surveillance technology - intelligence agencies and
oversight bodies - are much less known, making this focus vastly more interesting to
study. Privacy advocates have an obvious focus on privacy rather than effectiveness,
arguably making a study on their views of effectiveness less pertinent for this research.

Private Companies

Private companies’ evaluation of effectiveness is worthy of an entire thesis. No less so
because surveillance technology now includes not only traditional forms such as CCTV,
but monitoring online activity through the use of technology such as deep packet
inspection. How these companies evaluate the effectiveness of their surveillance
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technology and balance this against protecting privacy and business costs is a subject
that should be investigated. Private companies were not included in this dissertation due
to the vastness of this topic, but addressing this subject (including calling it surveillance,
which business avoids doing) should be a study for future research.

7.2.2 The Dilemma of Frameworks

SURVEILLE & MOEST models

As with many PhDs, this one has taken several turns over the course of its existence. It
began with an intention to create a prescriptive model of how to measure the
effectiveness of surveillance technology. This is, indeed, one approach to studying the
subject of effectiveness. One could identify certain measures against which effectiveness
should be assessed, and even develop a weighting system, with certain measures given
more importance than others. Two models to this effect have been developed in
connection to this PhD. The first was within EU FP7 SURVEILLE project, of which this
PhD was a part. The second was as part of the PhD itself. The dilemma of this approach
is that it does not address the underlying why of the absence of effectiveness evaluation.
If stakeholders have goals other than effectiveness, or if bureaucratic constraints hinder
effectiveness assessment, then introducing models and frameworks will not solve the
problem. This dilemma is evident with the SURVEILLE model.

The SURVEILLE project developed a matrix to score surveillance technology according
to usability, ethics, and human rights. These sections were divided into categories which
each received a score. For usability the categories were effectiveness, cost, and privacy-
by-design. The intention was that particular technologies would be scored in specific
situations across these three subjects of usability, ethics, and human rights with points
assigned to each category. The resulting overall score would indicate whether or not the
technology should be used in the given scenario. For example, in a hypothetical drugs
and firearm investigation, AIS ship location detection scored high across all three
sections, while a bug planted in a target’s home received a low ethics and human rights
score and a high usability score resulting in an overall low score (Guelke et al. July 2013).

The project envisioned a potentially broad application of the matrix - national and
European policy makers, technology developers, law enforcement (application in the
intelligence realm was not mentioned). The purpose of the matrix, however, was to
measure the technology’s use in a given circumstance against an external fundamental
rights assessment, rather than against the legal basis for using the technology. In other
words, it was not to assess whether or not the law enforcement officer acted according
to the law in deploying the technology, but to assess the law itself against a human rights
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and ethics assessment, and whether the use of technology was necessary and
proportionate based on an external human rights evaluation (Cayford et al. 2014).

The SURVEILLE matrix is a good example of the futility of such a model if it does not
adequately take into the account the realities of the situation - the needs and/or goals
of the stakeholders, bureaucratic constraints, etc. Although the leaders of the SURVEILLE
project envisioned that law enforcement officials could potentially use the matrix,
several factors render this unlikely. Law enforcement officials who were part of the
SURVEILLE project expressed dissatisfaction with the matrix - they disagreed with the
assessments of necessity, proportionality, and justification being made not according the
existing law, but according to an external human rights assessment. Indeed, law
enforcement conducts surveillance according to what is legally proscribed. It is unlikely
that it would undertake an external human rights assessment in addition to all its other
work, particularly when its operations already strictly adhere to the law. David
Anderson in his Report of the Investigatory Powers Review also questions the lack of
consideration in the SURVEILLE matrix for oversight and regulation to reduce ethical
risk (Anderson 2015). This is, effectively, a noticeable lack. The SURVEILLE matrix lacks
taking account of realities - expressed concerns of the matrix not accounting for the
necessity and proportionality judgments officers must make, time and resource to
devote to yet another assessment/ requirement that does not account for existing law,
oversight, and regulation. This is, of course, just one application for the matrix. The
matrix could be more fit for other envisioned applications of informing policy makers in
drafting law.

The second model was developed exclusively within this PhD research - Measures of
Effectiveness for Surveillance Technology (MOEST). The purpose of this model was to
provide a structured starting point for eventual effectiveness evaluations. Given that
surveillance technologies differ and that each use is a unique situation, this model was
envisioned to serve as a guideline, which could be adapted to individual applications.
MOEST is based on Sproles’ work on measures of effectiveness (1999). Sproles asserts
thatin order to determine specific measures of effectiveness, stated goals are needed. In
other words, before a technology can be evaluated for its effectiveness, the goal of the
surveillance technology’s deployment in a specific situation must be determined. The
technology’s effectiveness is then measured against this goal. Practitioners are those
who determine the goals of surveillance technology; in intelligence work these goals are
typically secret. Furthermore, each deployment of surveillance technology requires
specific measures of effectiveness tailored to that task. It is, therefore, not possible to
create a method for measuring effectiveness whose values are applicable to all uses of
surveillance technology. Thus, MOEST was developed as a method of general measures,
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intended to serve as a guide from which stakeholders could adapt measures and assign
values specifically tailored to each situation.

MOEST is divided into three categories, which provide different angles for evaluating the
surveillance technology: quantification, knowledge gained, and support. These
measures include a combination of more easily quantifiable means of “counting”
incidents and less easily quantifiable measures, such as knowledge acquired. This is
consistent with the purposes of intelligence. The collecting of intelligence and the goal
of its collection serves a broad purpose of informing heads of state, which is difficult to
quantify. Further, because bits of information typically come from a multitude of
sources, together they inform the whole picture, making it more difficult to attribute a
success to one kind of technology or another. These measures try to take these qualities
of intelligence gathering and purpose into account, and create a balanced spectrum that
includes these different considerations. The MOEST method appears as follows:

1) Quantification

e Number of reports generated containing information collected
by the surveillance technology

e Number of plots/ attacks thwarted

e Number of arrests leading to prosecution/ captures/ kills

2) Knowledge gained

e Identification & location of suspects

e  Strategy, hierarchy, modes of operation of an organization

3) Support

e Corroborating information in other investigations

e Relationship to and support of other surveillance technology/
programs

e Dissemination of information to other agencies

e  Warnings of new and ongoing threats

Figure 7.1. The MOEST method

Such a model could prove useful to creating some structure for evaluating effectiveness.
Further, it is broad enough that it could be adapted for tactical versus strategic
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intelligence operations, for example. Thus, this PhD could have continued down the
prescriptive road of further developing and discussing this model, introducing a
weighting system of the measures, etc.

The dilemma of such an approach is that while, in theory, such a model may be
useful, if it is never used by those for whom it is designed, its existence becomes
pointless. While there appears to be a lack of models of effectiveness evaluation in
the intelligence realm, more fundamentally there is a lack of assessing effectiveness
period. It would be naive to assume that this lack exists because intelligence
practitioners or oversight bodies do not have an interest in effective technology.
Therefore, introducing nifty models will not solve the problem. If stakeholders do
not evaluate effectiveness because they have other goals or because bureaucratic
constraints limit their ability to do so, introducing frameworks is not going to solve
the problem. Finding and examining the empirical evidence behind this absence
began to make more sense for this research. With this starting point, future research
could perhaps take on a prescriptive angle that would be more effective, taking into
consideration the empirical findings regarding why the lack of evaluation exists.

7.2.3 The issue of trust

Trust is an underlying and crucial theme when it comes to surveillance and intelligence
agencies. It influences views of effectiveness and perceptions of privacy invasion. The
issue of trust surfaced in the research on oversight bodies and the public. Because
intelligence agencies operate in secret, the public seeks and needs some reassurance that
it can trust their actions to be within the law. Therefore, oversight bodies are established.
But then, how can these oversight bodies be trusted? This dissertation revealed that
governments strive to solve this problem, at least in part, through transparency. British
oversight bodies, in particular, seem to recognize this connection. Their reports often
underline that, in order to gain public trust, their oversight must be as transparent as
possible. This is one of two facets of transparency and oversight that this study
identified. The second is the transparency of the intelligence agencies vis-a-vis the
oversight bodies. The more the intelligence agency trusts the oversight body, the more
likely they are to provide the requested documents in a timely manner. And conversely,
the better they cooperate, the more likely the oversight body is to trust them.

The factor of human judgment in proportionality decisions discussed in Chapter 4 also
comes back to trust. Those who trust the oversight mechanism and its members and/ or
the intelligence practitioner, trust their judgment. Those who are fundamentally
distrustful of the intelligence community distrust practitioners’ judgments, as well as

126



seemingly all (e.g. oversight bodies) who come to a conclusion in support of intelligence
agencies’ judgments of proportionality. David Anderson, in his independent review of
U.K. terrorism legislation came to this ultimate conclusion, that the question of trust is a
core issue (the title of his report - “A Question of Trust” - reflects this). His
recommendations were formulated with the need to promote trust in mind.

[t could be said that the core issue is not whether or not the surveillance technology at
hand is effective or even whether the surveillance actions are proportionate, but
whether the public and other stakeholders trust the institution in question. Studies have
found that the public is divided into two groups of either trusting or concerned (Pavone
and Degli Esposti 2010, Van den Broek et al. 2017). This PhD found that this division is
age-related, pertaining to adults, but not to university-aged students. This could be
related to politics - one’s view of intelligence services may be more affected by the
political party and/or head of state in power, rather than the agency itself. The head of
state is perceived as responsible for what the intelligence services do, and therefore if
one holds a favorable view of the president or prime minister, this extends to the
intelligence services. Politics may not be the sole explanation, however. The research for
Chapter 5 found that people (adults) are trusting or not regardless of the institution
involved. One of the types of institutions respondents were questioned about was
internet service providers, and the degree of trust in these private institutions paralleled
the degree of trust towards government agencies, domestic and foreign. This may
suggest that other factors are at play.

A paradoxical relationship exists between trust and bureaucracy. Citizens of democratic
societies strive for a society of equal opportunity and are often distrustful of people in
power. Therefore, they create institutions to keep those in power in check, to institute
rules of justice and fair play, to hold government officials accountable for their actions.
And yet these controls do not necessarily result in trust, but in a distrust of the
institutions themselves. Democracy cannot exist without bureaucracy, and yet citizens
become distrustful of the very bureaucracy they have instituted.

7.3 Implications

7.3.1 Scientific Insights

As seen in the literature reviews in the previous chapters, surveillance literature tends
to circle around questions of privacy. Where effectiveness has been treated, it is in the
context of counterterrorism programs and cost-benefit analysis. And its examination in
relation to surveillance technology is largely limited to CCTV. The effectiveness of the
surveillance technology in intelligence agencies in meeting a given security goal has been
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aneglected topic. This dissertation contributes to filling this gap in the literature through
five principle insights:

Non-existent effectiveness evaluation. Intelligence agencies and their oversight bodies
rarely evaluate the effectiveness of surveillance technology. Effectiveness appears to be
valued primarily as it relates to cost, rather than as an element in and of itself. Agencies
and policymakers seek out technologies that give good results vis-a-vis the amount of
funds being spent. Budgets are fixed and limited, so these cost-benefit analyses
comparing different technologies are desirable. Evaluating the actual effectiveness,
independent of cost, is difficult for oversight bodies to perform as they lack familiarity
with the technology. Analyzing statements of intelligence officials revealed that this kind
of evaluation is fraught with difficulty — where is the threshold of effectiveness (i.e. what
percentage of the time must it yield results to be considered effective), should it be
evaluated on its own or in conjunction with other technologies and programs, where
does this group of technologies end, how can effectiveness be quantified, etc.? This is but
part of the “why” behind the lack of effectiveness evaluation, which is another
contribution addressed below, but already determining that this lack exists is an
important insight. Scientists could use this insight to investigate whether this lack exists
in other arenas - law enforcement, intelligence services in other countries, the private
sector, environmental programes, etc. [t raises the question of how many programs and
technologies in all types of sectors are put in place without evaluating their actual
effectiveness.

Measures of effectiveness. Although effectiveness evaluations were found to be lacking,
measures that officials inherently use or value were determined through analysis of
public documents, speeches, and interviews. Technology elicited as successful points to
measures of effectiveness valued by intelligence practitioners and oversight bodies.
Understanding their frame of reference is important both for dialogue - discussing
privacy issues, surveillance policy and law, etc. - and for any future development of
models of effectiveness evaluation. Scientific research in both these areas of privacy and
policy matters vis-a-vis surveillance and developing effectiveness models would benefit
from bearing these measures in mind as the research is conducted.

The security trilemma. Government agencies seek to fulfill three desirable yet conflicting
goals - employ effective surveillance technology, at a reasonable cost, while protecting
privacy. Because it is impossible to accomplish all three simultaneously, they must give
up at least one while striving for the remaining two. This is reflected particularly with
oversight bodies who never address all three of these elements at a given time. This
impossible trilemma is avoided primarily by oversight bodies being created to deal with
only one of these goals. If a body has the mandate to address all three, it avoids the
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trilemma by issuing reports that evaluate or address a maximum of two goals at once.
This reflects a reality of it being impossible to simultaneously have maximum
effectiveness and maximum privacy protection at the lowest cost. The most effective
surveillance technology will inevitably have a high price tag and collect a maximum
amount of information. Likewise, maximum privacy protection will carry a high
likelihood of missing pertinent information, and an inexpensive technology will likely
lack performance, rendering it impossible to be effective. Perhaps a highly effective
technology with good privacy protection measures is possible, but it would come with a
high price tag, likely putting it outside of budget possibilities. This security trilemma is a
harsh reality, not something that can be brushed aside or ignored in the surveillance
debate. Acknowledging this reality in this larger debate is a necessary part of future
research in this field, whether it be focused on privacy or legal matters, the technology
itself, or the institutions involved. The security trilemma is equally applicable to studies
in sectors of “non-traditional” surveillance, such as gas/electricity smart metering,
health care monitoring systems, and collection of online data for commercial purposes.

Fetters of bureaucracy. The source of the lack of effectiveness evaluation in intelligence
agencies is found in the institution of bureaucracy. Bureaucracy is a necessary part of
democratic government, and yet the requirements put upon the government by the
people themselves hinder the assessment of effectiveness. The knowledge that these
fetters exist and cannot be done away with is crucial to the surveillance debate and to
potential policy implications. This allows for realistic approaches and proposals to
introducing evaluations of effectiveness. More broadly speaking, research investigating
questions of governance related to surveillance technology, intelligence and oversight
reforms, and government reforms in general would benefit from considering the impact
of bureaucratic constraints.

Impasse of public demands vs. impossible trilemma. As seen above, the government finds
itself in an impossible trilemma of trying to simultaneously deliver three conflicting
goals (effective, cost-efficient, proportionate), and therefore, being forced to choose two
out of the three at any given time. Juxtaposed against this is the public who demands that
all three be delivered simultaneously. These two opposing perspectives lead to an
impasse. It is the reason government officials speak of trade-off; it is the reason recent
studies (Degli Esposti et al. 2017, Van den Broek et al. 2017) have concluded that the
notion of trade-off is misaimed. This literature perhaps presumes that government
officials address the public in terms of trade-off because they think the public engages in
these terms, that it views these subjects of surveillance in a weighting/balancing
perspective. Whether or not this is the view officials hold, their trade-off dialogue stems
from a deeper reality of the afore-mentioned security trilemma, not mere talk to match
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what they presume members of the public are thinking. Future surveillance studies
would do well to integrate this impasse into their analysis and discussions.

7.3.2 Social Implications

Out of the Impasse

Effectiveness is not only the intersect where technology and policy meet, but may also
be the road leading out of the impasse between the public not engaging in trade-offs and
the government having no other way (trilemma) but to perform trade-offs. As Chapter 6
proposed, an overall effectiveness evaluation assessing effectiveness, cost, and
proportionality, performed by an independent third party could be an effective way out
of this impasse. The reviewer would be independent from the government, but highly
qualified and possessing the necessary security clearances to conduct such a review.
While having access to classified information in order to conduct the review, sensitive
information would contribute to the report’s conclusions, but would not be in the report
itself. The effectiveness report would be fully public, as in the cases of David Anderson’s
Report of Bulk Powers Review in the U.K,, and the PCLOB’s reports on NSA programs
under Sections 215 and 702.

This would provide a transparent way to evaluate effectiveness. As such, it avoids the
never-ending argument of privacy versus security and instead addresses another
important yet neglected element of the surveillance debate - effectiveness. It is in
nobody’s interest to have ineffective surveillance technology used in intelligence work.
For a moment at least, questions of how much data should be collected, etc. are put aside
as the question of is the technology achieving the said security goal is investigated. This
is determined by the reviewer as it was in Anderson’s report. The challenges of
evaluating effectiveness are thus made evident to the public, and simultaneously, the
measures used to evaluate effectiveness, the steps of evaluation, and the ultimate
conclusion are known. The report would then go further to evaluate the technology’s
proportionality and cost. In this way the realities of the security trilemma are laid out,
and the public is brought into a dialogue that more meaningfully addresses the root
issues of the surveillance debate.

Obviously, not everyone will agree with the conclusions of such an evaluation, and the
purpose of such an assessment is not to put the debate to rest. Surveillance and its
boundaries is a heated topic and democracies should debate its implementations. But an
evaluation such as this serves two purposes: 1) it breaks out of the never-ending tug-of-
war of privacy vs. security, and provides for a more meaningful debate by bringing in
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neglected elements, as well as hopefully providing a less charged starting point of
focusing on effectiveness. The brings the debate beyond the level of making general
statements, such as, “we need this technology to secure our nation,” to an actual
evaluation of, is this technology effective, and then is it proportional, etc. 2) It introduces
more transparency to intelligence agencies. Some will argue that the required secrecy
around intelligence methods makes such an evaluation impossible. Anderson’s report
proves this to be false, as well as the reports by the PCLOB. In both cases enough
information was given for the public to be adequately informed, and yet sources and
methods were protected. Intelligence agencies recognize that society has entered an era
in which trust is not implicitly given by the public, but rather must be earned and
maintained by the intelligence services. More transparency is one way to do this.

Policy

While the above is one proposition for effectiveness evaluation, more generally
speaking, these findings provide a starting point from which to seek to establish an
objectified manner of evaluating the effectiveness of surveillance technology. Currently,
there is no established, objectified way of looking at these criteria, which means that
they will be politicized. In developing policy related to surveillance technology,
effectiveness (and not only matters of privacy) should be recognized and included as an
important element, as well as the realities of the security trilemma and the fetters of
bureaucracy. The focus should not only be on privacy issues, but also on effectiveness,
recognizing and addressing this as equally important as privacy and proportionality.

More effective dialogue

These findings provide depth and content to various stakeholder views, providing the
way for more meaningful discussion around these complex issues. Stereotypes tend to
exist in the way of government officials who pursue surveillance and security at all costs,
throwing privacy to the wind. The public, in turn, is often perceived and portrayed as
holding a trade-off mentality. Holding these stereotypes risks not truly hearing and
understanding the actual perspectives of these stakeholders. Delving into these
perspectives reveals the complexity of the subject.

Dialogue that discusses in more depth what effectiveness means and how it is measured,
that brings to the forefront the security trilemma, that discusses trust and the central
role this plays, that recognizes and addresses head-on bureaucratic constraints - this is
the kind of dialogue needed in the surveillance debate. The political conversation has to
shift from saying we do or should deliver effective, cost-efficient, and proportionate
surveillance technology, to asking what we are willing to sacrifice. The public must be
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made aware of the complexities of the subject. Discussing the security trilemma and the
fetters of bureaucracy is a way to make the conversation more honest - only two of the
three values can be taken in at once and this within bureaucratic constraints.

7.4 Limitations

This dissertation is limited by the ambitious choice to study intelligence agencies. As is
well known, these agencies operate in secret. Data for this research has been collected
from open sources. Contradictory data, therefore, may exist within the intelligence
services. This study has focused on intelligence services and oversight bodies in the U.S.
and the U.K. The conclusions drawn might not hold true for intelligence and oversight in
other countries. Chapter 5 on the public was based on surveys conducted in the
Netherlands. While on the one hand this provides unique insights into Dutch views
regarding effectiveness, etc., on the other hand it means that the findings might not hold
true for populations of other nationalities. Survey questions also focused on one type of
surveillance technology and on private mobile device use in two scenarios. Therefore,
focusing on other types of technologies and/or different scenarios might yield varying
results.

In analyzing different stakeholders - intelligence officials, oversight bodies, the public -
the research question asked varied slightly in each case. For intelligence officials, the
focus of the study was what they were saying; for oversight bodies it was how they
evaluate; and for the public it was views of effectiveness. These slightly different angles
were taken in order to facilitate the research. That is, although one would like to know
exactly how intelligence practitioners evaluate effectiveness, this is classified
information. Therefore, examining what they say about effectiveness provides more
solid research footing. From their statements much can be learned about their values
and treatment of effectiveness. Oversight bodies, as an entity, “speak” through their
documents. Many of these documents are public and drawing conclusions on how they
evaluate effectiveness is therefore more feasible, which is why this approach was
chosen. The public does not evaluate surveillance technology, as such, and regardless of
how effective the technology is or is not, it is individuals’ views or perceptions of that
effectiveness, rather than the actual effectiveness that influence their acceptance of the
technology. While these variations in approach may limit the study results in some
sense, it did not inhibit the yielding of many rich insights regarding these stakeholders’
views of effectiveness.
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7.5 Future research

Continuing research on the effectiveness of surveillance technology could take many
forms. In line with the proposal of an independent third party to evaluate overall
effectiveness, future studies could probe this possibility in more depth. With the findings
from this dissertation as a base, other research could take a prescriptive approach,
creating models with which to evaluate effectiveness. Of course, additional stakeholders,
such as law enforcement and private companies, could be studied regarding their
treatment of the effectiveness of surveillance technology. The research on public views
of effectiveness should be regarded as just the beginning, and could be taken much
farther, extending to other populations and additional technologies and scenarios.
Likewise, intelligence services and oversight bodies in other countries could be
examined. While non-democracies would obviously have great differences particularly
in regards to overall effectiveness, it would be interesting to see how different
democracies compare in their treatment of effectiveness, cost, and proportionality.
Effectiveness of surveillance technology, as a whole, and particularly as regards
intelligence services, is a meagerly researched topic, leaving much room for further
studies.
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Surveillance of communications data is
a contentious topic, typically centering
on privacy vs. security questions. Central
to this debate, but often overlooked, is
the question of the effectiveness of the
surveillance technology. This disserta-
tion focuses on intelligence agencies in
the U.S. and the UK. and the evaluation
of the effectiveness of the surveillance
technology they employ. It examines
three stakeholders — intelligence practi-
tioners, oversight bodies, and the public
- and how they treat the question of ef-
fectiveness, including considerations of
cost and proportionality. The final study
considers the role of bureaucracy and its
impact on effectiveness evaluation. The
dissertation concludes with reflections
on additional actors in the effectiveness
debate and a discussion on the use of
frameworks and the issue of trust.
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