Phishing as a Service: Designing an ethical way of mimicking
targeted phishing attacks to train employees

2

Master Thesis
Katrien Meijdam
September 2015

Graduation Committee
Chair: Prof.dr.ir. J. van den Berg – TPM, Information and Communication Technology
First Supervisor:

W. Pieters – TPM, Information and Communication Technology

Second Supervisor: Dr.ir. M.P.M. Ruijgh-van der Ploeg – TPM, Policy Analysis
External Supervisor: Dr.ir. T. Dimkov– Deloitte Risk Services

Disclaimer:
The copyright of this document rests with the author. The views expressed in this thesis are
those of the author and do not necessarily express the views of the Delft University of
Technology or Deloitte.

3

4

Acknowledgements
This thesis has been the result of my graduation project as part of the master System
Engineering, Policy Analysis and Management, at Delft University of Technology.
This graduation project has been combined with an internship at Deloitte Risk Services in
Amsterdam, the Netherlands. When interested in information security, Deloitte’s hacking team
is one of the best places to be, and I can only be thankful for the wonderful learning
opportunities they provided me with. In particular, I would like to thank Trajce Dimkov for his
enthusiasm and feedback, and Hugo van der Toorn for his time and effort in helping me with
my thesis.
The person that introduced me to the topic of information security, is also the one that sparked
my interest for the topic. Jan van den Berg has been an inspiring teacher to me, not only during
this project, but also in many other courses throughout the years.
Jan has also been the person to bring me into contact with Wolter Pieters, who was so kind to
take on the role as first supervisor. His feedback was very valuable and has helped this thesis
become what it is today. His initiative to work in a TREsPASS student team was motivating.
I’m also very happy to have Tineke Ruigh-van der Ploeg in my committee, who has inspired
me in former courses as well. She does not have a background in cyber security and it was
fantastic to have her fresh view aboard. Her original feedback has been very helpful and has
forced me to look at things from a different perspective.
I’ve had a lot of support from other students working on their thesis, with whom I exchanged
peer reviews, mental support and shared my cups of coffee. Rick for his weekly accurate
reading, Demetris, Gunnar and Linda as fellow-interns and my boyfriend Jan who did a fair
share of proof reading as well.
Of course, life outside of thesis work continues as ever, and I would like to thank everybody
who took the effort of reminding me of this fact occasionally. My family and friends are the
best.
Katrien Meijdam, September 2015, Amsterdam

5

6

Management summary
Phishing is an email-based scalable act of deception whereby impersonation is used to obtain
information from a target. Multiple trend reports see a shift from mass-distributed emails, to
targeted attacks, tailoring the content of the email to address to a certain group or to an
individual. The formation of a targeted phishing email requires little technical information and
is surprisingly easy in most cases, making use of publicly available information retrieved from
company websites, social media or search engines. Furthermore, phishing is usually
considered to be a problem in the private domain, but an increasing number of organizations
understand that they are also affected when their employees are targeted. Phishing might be
the beginning of an Advanced Persistent Attack or attacks that are after quick money by
reselling the harvested credentials.
The best way to train employees to recognize such targeted phishing attacks is to mimic these
attacks and provide training material to the employees after they have fallen for these attacks.
However, this brings along ethical complications, because it involves deception of the
employee and confrontation with their failure. Previous experiments have shown that
mimicking targeted phishing attacks (MTPA) can cause feelings of anger and confusion
among the targets. These have not been participated by the researchers, because they
approached the experiment without taking human values into account. When mimicking MTPA
within an organisation, these feelings should be avoided for they might harm the relationship
between employee and employer. This thesis therefore has as a goal to provide a step-bystep guide for organisations to introduce MTPA’s in an ethical way. Deloitte currently offers a
services that provides MTPA, called Phishing as a Service. The guide will help consultants of
Deloitte and clients to come to the most ethical way of executing MTPA. It will answer the
research question:
How should mimicked targeted phishing attacks be carried out in a business
environment?
Because it is the objective of this step-by-step guide to take into account human values in the
process, two methodologies that are aimed at doing so are consulted. They are ‘Value
Sensitive Design’ (Friedman & Kahn, 2002) and ‘Values at Play’ (Flanagan, Howe, &
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Nissenbaum, 2008). The investigations that lay at the core of both methodologies are
technical, empirical and conceptual and are used throughout the thesis to provide input for the
design process.
To make the incorporation of values in the process explicit, the design is based on a Value
Hierarchy, a notion introduced by van de Poel (2013). A Value Hierarchy is a structure that
has values as the most upper layer, which are translated into requirements by means of an
intermediate layer, where the norms of a user are found. Between the values, norms and
requirements in the Value Hierarchy, reasoning from top to bottom represents the specification
of the terms, and reasoning from bottom to top uses ‘for the sake of’-relationships.
The first step of the design process has been to study the current Phishing as a Service,
offered by Deloitte, as well as the services of competitors. The result is an ‘empty framework’,
where the decisions that need to be taken currently when implementing PhaaS are discussed.
This is the starting point for the design process, of which the end result provides answers to
those questions. This is primarily a technical investigation.
The second step has focussed on empirical investigations. Four case studies are investigated
and decision makers have been asked about the decisions they have taken and the motives
of doing so. Because values are generic and broad, it was expected that interviewees will not
directly reflect on them but resort to stating norms. The transcripts of the interviews have been
processed to extract normative statements, which have been summarized in 8 norms:


Employees should not feel deceived.



It should not damage the self-image of employees too much



It should not be possible to trace back results to individual employees.



It should be a positive experience for employees.



It should create more support for awareness exercises.



It should create (lasting) security awareness.



It should be open and transparent.



It should have a high response rate

In step 3, the norms have been linked to values. This is combined with conceptualizing the
values, based on literature, a highly conceptual investigation. This has led to additional norms,
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which support the incorporation of the value in the design. The values could be divided into
two overarching values: ‘security awareness’ and ‘well-being of employees’. The two upper
levels of the values hierarchies are presented in Figure 1.
The lowest level of the Value Hierarchy is constructed in step 4, where the norms have been
translated into requirements. The explicit formulation of requirements made clear that some
requirements were contradicting, uncovering underlying value conflicts. The value conflict
were all related to the tension between the two overarching values: ‘security awareness’ and
‘well-being of employees’. An overview of the conflicts and their proposed solution is presented
in Table 1.
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Security
awareness

Legend
Value
Value

Norm

Top-management
support

Self-efficacy

There should be a
clear procedure to
report phishing
attacks

Exercise should be
relatively easy

Positive feedback
when reporting a
(mimicked) phishing
attack

Reach many
employees

Surprising outcome
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Scenario should be
realistic

Scenario should be
interesting/
appealing

Good
employment
practice

Employees should
not feel deceived
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have access to
training material
before first test

Involve a
representative of
the employees in
the decision
making process

It should not be
possible to trace
back results to
individual
employees.

Every employee
participates in the
exercise

Well-being of
employee

Privacy

Use and store as
little data as
possible

Ask consent of
employees in an
anonymous way

Minimize harm

Inform employees
as fully as possible

It should be a
positive
experience for
employees.

Autonomy

No debriefing

Inform as good as
possible

Require consent

Figure 1: Upper layers of the Value Hierarchy
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Table 1: Proposed solution to value conflicts

Focus on security awareness

Focus on well-being of

Solution

employee
No information about exercise

Inform employees upfront

to employees upfront

about nature of the exercise,

Inform upfront

expected day of delivery and
procedure of the exercise
No opt-out for employees

Opt-in for employees

Opt-out for employees

Direct feedback after an

No direct debrief message at

Direct debriefing

employee falls for a mimicked

end of attack

phishing attack
Two options: include many

The difficulty of attack should

Difficulty of attack

indicators to recognize MTPA

match users’ ability

matches users’ ability

or base scenario on real
incoming phishing attacks

After determining the requirements that match with the norms and values that are regarded
as being important by the stakeholder, the design for a new step-by-step guide for mimicked
phishing is be introduced in step 5. This step includes design choices and a discussion of the
most important alterations with regard to the current Phishing as a Service of Deloitte.
Because there are multiple ways of translating values into requirements and the role of the
designer itself influences the outcome, verification and validation is an important part of the
design process and this forms step 6. Experts of Deloitte have been consulted for both
activities, because there was no client at the stage of implementing MTPA at the moment of
writing this thesis.
Verification has been an integral part of the design process and has provided much feedback
that has been processed in the design; therefore the design is considered verified. Validation
was done at the end of the design process and has led to several discussion points. All points
seem to stem from the fact that the design has ethics as the focus point, while other interest,
mainly commercial, must be considered as well. Balancing the commercial interest with the
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ethical interest is a challenge that must be faced in each implementation process. The
designed step-by-step guide is verified as the most ethical way of implementing MTPA, so
decision makers are at risk when deviating from the step-by-step guide. Providing all the
underlying reasoning behind the step-by-step guide will help decision makers in making wellinformed decisions. The final step-by-step guide is presented in Figure 2.
The step-by-step guide differs from the original framework in the amount of guidance is given
the clients: where first many questions needed answering, now these are answered. The
answers are based on an extensive design process, where values have been taken into
account. The biggest alteration is the advice to set up a procedure for employees to report
alleged phishing attacks the encounter. This procedure will give the employees a feeling of
empowerment, and at the same time enable to possibility to provide direct feedback when
succeeding in recognizing the MTPA. Formerly, only direct feedback could be given when an
employee had fallen for the attack, making the exercise a negative experience.
Another big alteration compared to the current process, is the fact that the difficulty of the
scenario is based on the performance of the employees. Due to privacy concerns, the difficulty
is determined per group of at least 10 employees, but this will still contribute in making the
exercise a pleasant experience.
In accordance with Deloitte consultants, the design has been verified. Some discussion points
remain, that all stem from the commercial interests of Deloitte as a company. For instance,
Deloitte is hesitant to enforce some of the steps on clients, if the client is not convinced of the
advices. The design has ethical values as a focus point, and is verified in accordance with the
same Deloitte consultant as representing the values in an optimal way. The discussion point
origin from the fact that striving for an ethically sound process is not the only interest of both
Deloitte and its clients. Balancing the commercial interest with the ethical interest is a
challenge that must be faced during each implementation process. The verified designed stepby-step guide is the most ethical way of implementing MTPA, so decision makers are at risk
when deviating from the step-by-step guide. Providing all the underlying reasoning behind the
step-by-step guide will help decision makers in making well-informed decisions.
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Figure 2: Step-by-step guide to implement MTPA in an ethical way
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Introduction
Problem introduction: the rise of phishing attacks
A phishing email appears to be a benign email of a trustful sender, tricking the receiver into
sharing personal information. Phishing is a type of social engineering attack, as it exploits the
gullibility of people. Social engineering is “the use of non-technical means to gain unauthorized
access to information or computer systems” (Thompson, 2006, p. 222). In 2007, Gartner
estimated the damage of phishing to cost businesses in the United States around $3.2 billion
in the year 2007 (Gartner, 2007). But the damage has more dimensions than just financials
alone; trust from customers in businesses and in electronic means is also damaged in the
process (Ragucci & Robila, 2006). Because the phishing email generally appears to be from
established businesses, not only the recipient of the email is affected, but the reputation of the
businesses might get damaged on the long run as well. Consumers may associate the
negative effects of the scam with the company, lose confidence in their business and
altogether stop using the services of the company (Sullins, 2006). The magnitude of the
problem is expanding, as the phishing rate has increased from 1 in 414 emails a day in 2012,
to 1 in 392 in 2013 (Symantec Corporation, 2014).
In their annual report on data breaches, Verizon found a big upswing in breaches incorporating
social tactics like phishing. The proportion of breaches incorporating social tactics like phishing
was four times higher in 2012 than in previous years. In an impressive 29% of successful dataleaks, employees provided access to attackers unintentionally (Verizon, 2013). A recent test
conducted by McAfee, found that employees working at accounting, finance and HR
performed the worst at recognizing phishing attempts, while these are departments that
arguably hold some of the most sensitive data of the organization (McAfee, 2014).
Organizations are therefore interested in guarding their organization to such attacks. Multiple
scholars agree that the best way to defend against phishing is deploying a combination of
technical anti-phishing measures, and education of recipients to recognize phishing attempts
and take proper action (Butler, 2007; Hong, 2012; Purkait, 2012). So, next to taking technical
precautions, organizations are interested in training their employees in recognizing phishing
attempts and subsequently report them to the IT department.
While the targets are defending themselves by getting training, phishers keep improving their
practice and are getting smarter (Jagatic, Johnson, Jakobsson, & Menezer, 2007; Purkait,
2012). Phishing practices are becoming increasingly innovative and cunning; instead of
sending hundreds of thousands phishing emails to random receivers, phishers now often
carefully target specific individuals, groups, or employees of a company or organization
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(Microsoft, 2008). An example of such a targeted attack is illustrated by Figure 3. The phisher
presents himself as a Danish girl with a crush on the receiver, asking him to subscribe to a
dating site. Under the blue rectangles were respectively the receiver’s street name, company
name and city. By including this personal information, the email becomes much more
convincing.
Such a targeted attack, incorporating personal information, will be referred to as targeted

phishing. Personal information on targets is often found out in the open, on social networks
like Facebook and Twitter. Brown et al. found that targeted emails could be send to
approximately 85% of users (2008). Symantec found a 42% increase in the targeted-attack
rate in 2012 when compared to the previous year. Targeted phishing is also being used
against high-level targets, like managers and executives, in a type of attack called ‘whaling’
(Hong, 2012; Microsoft, 2008); the term is derived from casinos who use it to describe high
rollers. In business context high level targets can be high-level employees or IT professionals
with high access rights.
Giving the rise of targeted attacks, in order to protect their organizations from intrusions using
targeted phishing, organizations should include targeted phishing as part of the training for
their employees. Deloitte currently offers ‘Phishing as a Service’; a service to quantify and
improve the employee behaviour with regard to phishing. As targeted phishing becomes an
increasing threat to organizations, Deloitte is interested in including this in their Phishing as a
Service practice.

Figure 3: Recently received targeted phishing email
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Much research is done on the education of users to get them to behave more securely (Butler,
2007; Huang, Tan, & Liu, 2009; Robila & Ragucci, 2006; Tseng, Chen, Lee, & Weng, 2011).
Embedded training is believed to be the most effective training, as opposed to sending notices
(Kumaraguru, Sheng, Acquisti, Cranor, & Hong, 2010); Employees fallen for a mimicked attack
immediately receive educational material helping them to avoid doing so next time. Deloitte
offers this service, called ‘Phishing as a Service’, abbreviated as PhaaS. In coordination with
a decision maker at the client, mimicked attacks, combined with embedded training, will be
send to the client’s employees. This is often repeated over a period of time, with email
messages increasing in difficulty to recognize as a phishing attempt. The awareness of
employees is raised in the process and it provides metrics that allow for comparison with
organizations alike (Deloitte, 2014). The metrics include the portion of employees opening the
email, clicking the link, and providing credentials.

Problem statement: precarious to mimic phishing
In order to train employees to recognize targeted phishing attacks, these kinds of attacks will
also have to be mimicked. This means gathering personal information of the employees
displayed at social media websites, to include it in the mimicked phishing email. Previous
studies using personal information in mimicked phishing emails (Jagatic et al., 2007) faced
negative reactions of participants, who were not informed upfront about their partaking in the
experiment.
It is precarious to mimic targeted phishing attacks in order to train your employees. There is a
need for guidelines for organizations on how they should implement anti-‘targeted phishing’
training. Employers want to protect the relationship they have with their employees, provide a
safe working environment, but also decrease the threat of phishing attacks. Goal of this
research is to identify the decisions that need to be made when preparing and executing a
mimicked phishing attack, and to provide advice and guideline on what to choose. The final
deliverable will be a step-by-step guide to execute mimicked targeted phishing attacks in a
responsible way in a business environment.

Relevance: high losses associated with phishing
Falling for a phishing attack can have severe negative consequences for an individual. His
identity might get stolen, resulting in financial theft, or extortion. As stated before, Gartner
(2007) found that 3.6 million adults lost money in phishing attacks in the 12 months ending in
August 2007. Besides the financial consequences, customers also lose trust in companies
whose identities have been used for the attack, as well as in online services in general
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(Ragucci & Robila, 2006). Better protection against such attacks benefits society as a whole,
and some argue that it is even a responsibility to do so: “Being a part of the global community,
both corporations and individuals have certain social responsibilities to fight phishing.” (Bose
& Leung, 2007, p. 556).
The insights from the specific problem of mimicked targeted phishing should be translated into
general solution concepts for a class of field problems. The specific class of field problems
that will benefit from the found guidelines will be the use of deception for learning purposes.
Insights about the wishes of employees will be helpful for similar problems, and existing
literature on deception might be added too.

Expected deliverables: step-by-step guide for mimicking phishing in a business
environment
The result of the thesis project will be a step-by-step guide for decision makers within the
organization. The guide will describe important decisions to be made, depending on the
context, as well as guidelines that have to be regarded irrespectively of the situation. These
decisions will relate to the amount and content of information send to the employees upfront,
the choice of attack scenario, the content of debriefing etc. The decisions will be based on,
and added to, the existing work program for regular PhaaS, as currently carried out by Deloitte.

Research questions
The problem statement presented in previous chapter leads to the main question of the
proposed research:
How should mimicked targeted phishing attacks be carried out in a business
environment?
This question will be answered by answering the following sub questions, presented in Table
2. The sub questions are sometimes divided into underlying questions, as to further specify
the answers needed.
Table 2: Research questions

1. What is targeted phishing and how does it threaten organizations?
1.1. What is phishing and how does it evolve?
1.2. What are the threats regarding phishing that organizations are facing?
1.3. How is a targeted attack formed?
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1.4. What options does an organization have to protect themselves against targeted
phishing?
2. What are the characteristics of current mimicked phishing services?
2.1. Which mimicked phishing services are offered?
2.2. How is the mimicked phishing service of Deloitte set up?
2.3. What are the decisions that need to be taken when executing mimicked phishing?
3. What norms are important for the clients of mimicked phishing services?
3.1. What are the decisions made by clients?
3.2. What norms play a role when implementing mimicked phishing?
4. What values are important when implementing mimicked phishing?
5. What requirements can be distilled from the analysis?
6. How can mimicked phishing be carried out?
7. To what extent is the design verified and validated?

The methods used to answer the questions are described in the next chapter.

Report structure
The outline of the master thesis report is presented in Figure 4. It is divided into 4 main parts.
First, the introduction of this thesis is presented in Part I, of which this chapter is also an
element of. Then, the investigations (which will be explained in the next chapter), are carried
out in Part II. Part III describes the design and part IV ends the thesis.
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Part I: Intro
Chapter 1: Introduction

Chapter 2: Methodology

Chapter 3: Theoretical background

SQ1

Part II: Discovery of values
Chapter 4: Current mimicked phishing services

SQ2

Chapter 5: Norms of decision makers

SQ3

Chapter 6: Linking norms and values

SQ4

Part III: Translating the values

Chapter 7: Requirements and value conflicts

SQ5

Chapter 8: Design

SQ6

Part IV: Verification
Chapter 9: Verification and validation

SQ7

Part V: Closing
Chapter 10: Conclusion + Recommendations

RQ

Chapter 11: Reflection

Figure 4: Structure of report

25

Methodology
In this chapter, the methodology that is used in this thesis is outlined. Two methodologies that
incorporate values in the design process are discussed: Values Sensitive Design (VSD)
(Friedman & Kahn, 2002) and Values at Play (VAP) (Flanagan, Howe, & Nissenbaum, 2005).
Both have three kinds of investigations at their core. Merely carrying out the investigations
alone is not enough to guide the design process. There is also a need for specific activities
that should be carried out to ensure the inclusion of the values in the design process. The VAP
framework presents three activities, while the VSD framework lacks in concrete steps that can
be taken. This point is seized upon by Van de Poel (2013), who presents the notion of Value
Hierarchies.
This chapter is ordered as following: In 2.1 the arguments for using a methodology that
focusses on values is presented. The two methodologies that do that, VSD and VAP, are
discussed in 2.2. The investigations that are an integral part of both methodologies are
adapted for this design case, and presented in 2.3. In 2.4, the activities that are part of VAP
and the activities presented by Van de Poel are compared. In the next section the selected
activities are adapted to the design process of MTPA. This chapter closes with a visualisation
of the structure of the report in 2.7.

Values and design
The experiment of Jagatic and the reactions
You get an email from a friend, saying: “Hey, check this out!”, followed by a link to a website
(Figure 6). The website has a domain you associate with the university you both are enlisted
to, so you are not surprised when it prompts you to fill in your credentials (Figure 5). However,
when you do so, the server states: “Server Temporarily Overloaded: Please try again later”.
You shrug it off and go on with your day.
A while later, you receive an email message that informs you that you have been the subject
of an experiment regarding phishing. Next to some more information about the experiment, it
also invites you to anonymously share your experiences or post comments to a blog created
for feedback.
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Figure 6: Edited message as send during the Social Phishing

Figure 5: Authentication dialog box as used in the Social

experiment (Jagatic et al., 2007, p. 96)

Phishing experiment (Jakobsson & Myers, 2007, p. 206)

The above describes the setup of the a highly cited and controversial experiment ‘Social
Phishing’ , performed by researchers of Indiana University (Jagatic et al., 2007), described in
more detail by one of the co-authors in the book ‘Phishing and Countermeasures’ (Jakobsson
& Myers, 2007). The researchers harvested freely available acquaintance data by crawling
social network sites. “This way we quickly and easily built a database with tens of thousands
of relationships. This could be done using off-the-shelf crawling and parsing tools such as the
Perl LWP library, accessible to anyone with basic Web scripting.”(Jagatic et al., 2007, p. 97).
After the debriefing email was sent to the subjects and the spoofed senders of the email, the
blog gained a lot of attention, also from outside of the university. After three days the blog
counted 440 posts, with another 200+ posts on a computer forum that linked to the blog.
The initial reactions on the blog were negative, many people felt angry and tricked. Some of
the subjects whose email addresses were spoofed, thought that the researchers hacked into
their email account. They questioned the legitimacy of the experiment, as they were not
informed upfront, and did not consent to being a test subject, something that is usually required
for scientific experiments.
These reactions are also known in mimicked phishing in a business environment. There is an
account of an employee cancelling her vacation because a mimicked phishing email says she
had won one (H. Van der Toorn, personal communication). After she learned it was a
mimicked phishing email, she complained that it had cost her a lot of money. In another
mimicked phishing experiment, an email was sent to all employees of a company, concerning
a sensitive topic. The supposed sender had a name very similar to the name of the project
leader concerned with the topic. The person in question was unaware of the exercise and
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received a lot of questions of co-workers. Naturally, he was displeased and found that his
reputation was damaged.

The importance of values in design
As the experiment by Jagatic et al. (2007) and the other examples illustrate, a challenge while
experimenting with mimicking phishing, -especially those involving context information-, is that
it might revoke feelings of displeasure. Reactions of participants of the experiment voiced
feelings of anger and denial. There were participants who didn’t understand the methodology
of the researchers and accused them of hacking. These reactions are understandable when
the setup of the experiment is studied: participant were not informed or asked for consent.
Personal information was used and people were impersonated. Participants were handled like
objects of research instead of human beings.
In a business environment, these feelings of displeasure should be avoided, as it harms the
relationship between the employer and the employee. Furthermore, the experiment of Jagatic
did not have as a goal to raise awareness: Jagatic wanted to objectively measure the amount
of people who would fall for a targeted phishing attack (2007). The clients of MTPA often do
have as a goal to raise the awareness of the participants of the test. Different choices in the
setup of the experiment are therefore expected. This results in the need for a step-by-step
guide guiding the implementation of mimicked phishing attacks.
The reasons why the participants in Jagatic’s experiment were angry or upset remain
ungraspable. It could be related to not having given consent upfront, or to not being informed,
or feeling deceived. In this thesis, the reactions are seen as responses to the fact that values
are being disregarded. Executing MTPA should take into account the values of all involved
stakeholders, to maximize the effect of the exercise without causing too much stress and
hurting the relationship between employee and employer.
The definition of a value is toilsome. According to the Oxford English Dictionary, there are
multiple definitions, the most common being one that refers to the material or monetary value
of something. In this thesis, and in the work it refers to, value is seen as something less
tangible. The following definition of the Oxford English Dictionary is more fitting, because it is
related to what people find right or wrong:
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Value: “The principles or moral standards held by a person or social group; the
generally accepted or personally held judgement of what is valuable and important in
life.” (Oxford English Dictionary, 2011)
Friedman (2013) adds to that that a value is something that is worth protecting. It serves as
the prevailing definition used in this thesis. Examples of values are privacy, trust, autonomy
and accountability. A value is something universal, and is therefore not something that ‘directly
implies certain prescriptions or restrictions for action.’ (Van de Poel, 2013, p. 262).

Design processes and values
Technological design is not value neutral, whether the designer is conscious of it or not
(Roeser, 2012). Merely the fact that a technology is more suitable for one activity than for
another, makes it hinder or support values (Friedman et al., 2013). For instance, when the
agenda of an employee is public to his colleagues, this supports collaboration, but negatively
impacts the privacy of the owner of the agenda. Even though this value trade-off may not have
been made consciously during the design process, the fact remains that it impacts the
acceptation of the technology by the users.
Many engineering design approaches acknowledge the role ethics play in a design process,
but remain unclear about the way in which values can be included in the design process. In a
large standard about engineering design, authors Dym and Little write: “If faced with a
daunting conflict, we can only hope that we are prepared by our upbringing, our maturity, and
our ability to think and reflect about the issues that we have so briefly raised herein”(2009, p.
310).
When it comes to including values in design, simply hoping that we are prepared to make the
right decisions seems meagre, especially when considering the impact values can have on
the end-users. There is a need for a process of systematically including values into the design
process. Why is it not common for designers to take into account the values in their design
process? Especially given the fact that the success and the actual use of the technology for a
large part depends on the way it aligns with the values of the end users (Friedman et al.,
2013). According to Flanagan et al. (2008), the most important reasons for why it is so difficult
to include values in design, are: (a) the difference in knowledge required to handle complex
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problems involving values, and that of technical design know-how, and (b) the scarcity of
explicit methods and guidelines to help designers in embodying values. In the next section,
the few methodologies that are available are discussed.

Value Sensitive Design and Values at Play: investigations
The relationship between values and technology is often described, yet only a few approaches
aim to provide methodological guidelines for systematically identifying and accounting for
values in the design process (Yetim, 2011). In his paper, Yetim reviews three methodologies
that aim to systematically consider values in the design process. One methodology -Worth
Centred Development by Cockton (2006)-, is not considered in this thesis, because it is less
concrete with respect to human values. Cockton uses the term ‘worth’, which is not rooted in
moral considerations (Yetim, 2011). The other two methodologies provide guidelines for
systematically identifying and accounting for values in the design process: Value Sensitive
Design (VSD) and Values at Play (VAP). As the example of the research of Jagatic illustrates,
it is important to take into account the values when mimicking phishing attacks, and these two
methodologies provide guidance in doing so.
VSD and VAP both try to include values in the design process in an explicit and methodological
way. An overview of both methods is presented in Table 3 based on the paper of Yetim (2011).
Direct quotes are extracted from the papers introducing the methodology: ‘Value sensitive
design: Theory and methods’ (Friedman & Kahn, 2002), ‘Value Sensitive Design and
Information Systems’ (Friedman et al., 2013), and ‘Embodying Values in (Flanagan et al.,
2008).
Both methodologies describe three different kinds of investigations that should help with
identifying the values that are relevant and how they influence the design process. Though
the names are slightly different (philosophical vs conceptual), the interpretation is similar.
When comparing the descriptions of the investigations, all seem to be nearly the same, and
supplement each other in their explanation.
For this research project, the investigations described by VSD and VAP are regarded as
similar, and the three investigations are used as a common threat throughout the thesis. The
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naming of VSD is adopted, so ‘conceptual’ is used instead of ‘philosophical’. The next section
discusses the application of the investigations for the case of MTPA.

Table 3: Synopsis of the investigations mentioned in the VSD and VAT framework

Value Sensitive Design

Values at play (VAP)

Investigation

VSD offers a three-part framework in Like in VSD, VAP also argues for

s

which

conceptual,

empirical,

and considering philosophical, empirical

technical investigations are applied and technical mode of investigations
iteratively.
Technical

for considering values in design.

“In one form, technical investigations “In the technical mode, a designer or
focus on how existing technological design team brings to bear state-ofproperties and underlying mechanisms the-art

knowledge

on

design

support or hinder human values. […] In specifications that might realize given
the

second

form,

technical values

within

the context

of

an

investigations involve the proactive overarching design project.”
design of systems to support values
identified

in

the

conceptual

investigation.”
Empirical

“Many analyses will need to be “Not only does is it complement
informed by empirical investigations of philosophical inquiry into what values
the human context in which the are relevant to a given project, but it is
technical artifact is situated. Empirical the primary means for addressing,
investigations are also often needed to systematically, the question whether a
evaluate the success of a particular given attempt at embodying values is
design.”

successful, that is, whether designers
have achieved their intended goals.”
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Conceptual/p

“[…] philosophically informed analyses “[…]

hilosophical

of the central constructs and issues philosophical mode are to address
under investigation.”

the

key

demands

of

the

questions about the origin and scope of
relevant

values,

their

conceptual

meaning, and the basis of their
prescriptive force.”
Way

of “An artifact (e.g., system design) “With the metaphor of balls in play, we

combining

emerges through iterations upon a call to mind the need to maintain
process that is more than the sum of its attention on all three dynamically
parts. Nonetheless, the parts provide evolving dimensions simultaneously,
us with a good place to start.”

not only keeping an eye on each
individually, but also on the ways they
interact with, or move in relation to one
another.”

Investigations for MTPA
In the previous section, we explored the different methodologies that offer guidance in
including values into a design process: VSD and VAP. They both present three investigations:
technical, empirical and conceptual. In this section, the investigations with regard to the design
process of MTPA are applied. Different sources that will help shape the design are presented.
This will give us an idea of the possible activities that will be part of the design process. They
are discussed in the sections after this one.

Technical investigations for MTPA
Technical investigations focus on the current state-of-the-art of mimicked phishing exercises
and the technology supporting those. In the case of mimicked phishing, the current process
and infrastructures used to perform Phishing as a Service by Deloitte are important to include.
Next to that, there are several other companies offering mimicked phishing with the purpose

32

of heightening the security awareness within their clients’ organisations. Those are also
studied.

Empirical investigations for MTPA
The empirical investigations focus on experiences and observations. In the case of MTPA, it
makes sense to look at former cases where MTPA is implemented. These cases are studied
and the decision makers questioned. The process of the cases studies is described in more
detail when discussing the activities in 2.6. Furthermore, the experiences of the Deloitte
consultants specialised in phishing assignments are used during the design process.

Conceptual investigations for MTPA
The conceptual investigations are philosophical of nature and require less contextual
knowledge. To get a grip on the values, literature is consulted and definitions and
conceptualisations are given. For some values, legal guidelines and case law will be studied
to help conceptualisation. This will be particularly applicable to the value ‘privacy’, in
combination to the use of personal information. One interesting case it that of Media Markt,
who secretly videotaped their employees and got reprimanded by the Dutch Data Protection
Authority (College Bescherming Persoonsgegevens, 2013). It is related to MTPA because it
also involves deceiving one’s employees, and it also provides the opportunity to monitor
employees.

Research activities described by VSD, VAP and Value Hierarchies
One of the main critiques of VSD, is that it neglects the implementation of the values in the
design process (Van de Poel, 2013). The investigations illustrate modes of thinking, and which
aspects should be considered, but offer little guidance in the steps and the sequence of the
steps that need to be taken to make sure it is incorporated in the design process. Friedman et
al. do offer ‘some practical suggestions’ in one of their papers discussing VSD (2013), but they
seem arbitrary and not based on analysis.
The absence of a systematic approach to implement the values in the design is striking,
because it seems essential to make sure the values are incorporated in the design. Design
requirements are important when shaping a design, so one would expect instruction on how
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to set up requirements based on the values. As Van de Poel states: “If Value Sensitive Design
is to make values bear on the design process, design requirements seem a prime target.”
(2013, p. 254).
To fill this void, Van de Poel introduces the concept of Value Hierarchies, to complement with
VSD and make sure the investigations will lead to a design were the values are included. In
this section, Value Hierarchies are discussed and considered as an addition to VSD. Next to
that, the activities part of the framework of VAP are discussed.

Value Hierarchies
In his paper ‘Translating values into
design requirements’ (2013), Van de
Poel introduces the notion of a Value

Values

Hierarchy, as depicted in Figure 7. He

Norms

states that values have a hierarchal
nature,

and

design

requirements

Design requirements

constitute the most concrete layer. The
upper layer of values is translated into
requirements

by

means

of

an

Figure 7: The Value Hierarchy (Van de Poel, 2013)

intermediate layer, where the norms of a
user are placed. The norms are sometimes referred to as objectives, goals and constraints.
The construction of such a hierarchy makes the influence that a value has on the design clear:
‘[…] not only more systematic, it makes the value judgments involved also explicit, debatable
and transparent.’ (Van de Poel, 2013, p. 265).
A definition of the term ‘value’ has been discussed in section 2.1.2 and is repeated here for
the sake of clarity:
Value: “The principles or moral standards held by a person or social group; the
generally accepted or personally held judgement of what is valuable and important in
life.” (Oxford English Dictionary, 2011)
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To establish a common language, the definitions of ‘norm’ and of ‘requirements’ should also
be given. Note that the definitions are not universally accepted, but tailored for their role in a
Value Hierarchy and used for the sake of this thesis.
As opposed to values, norms do give direction to a desired state or action. Van de Poel does
not give a strict definition of norms, but uses it to refer to prescriptions and restrictions on
action:

“One kind of norms that are (sic) especially important in design are end-norms. An
end-norm is a norm referring to an end to be achieved or strived for (Richardson, 1997,
p. 50). […] End-norms in design then may refer to properties, attributes or capabilities
that the designed artefact should possess. Such end-norms may include what sometimes are called objectives (strivings like ‘maximize safety’ or ‘minimize costs’ without
a specific target), goals (that specify a target such as ‘this car should have a maximum
speed op 150 km/h’) and constraints (that set boundary or minimum)” (Van de Poel,
2013, p. 258).
This bring us to the following definition of a norm in the context of a Value Hierarchy:
Norm = A context-dependent specification of a value, being either an objective, goal
or constraint.
A requirement is even more specific than a norm. The specification can be applied to “(a)
scope of applicability of the norm, (b) goals or aims strived for and (c) actions or means to
achieve these aims” (Van de Poel, 2013, p. 263). The resulting definition of a requirement in
the context of Value Hierarchies is:
Requirement = A context-dependent specification of a norm, being either more specific
with respect to scope of applicability, goals or aims strived for, and/or actions or means
to achieve these aims.
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An example of a complete Value Hierarchy is given by van de Poel in his paper, and is related
to the design of a chicken husbandry. The illustrating Value Hierarchy is depicted in Figure 8,
recreated by the author. The value that he takes as a starting point is ‘animal welfare’. Note
that this value has no direction, such as ‘better animal welfare’.

Figure 8: Example of Value Hierarchy used for the design requirements of a chicken husbandry (Van de
Poel, 2013)

He then specifies this value into four norms: ‘enough living space’, ‘presence of laying nests’,
‘litter’, and ‘perches’. This specification is context dependent and requires contextual
knowledge. The norms associated with animal welfare when designing an anti-flea shampoo
for dogs, could be totally different.
One norm, ‘enough living space’, he then splits up into design requirements. One of the
requirements is ‘at least 400 cm2 floor area per hen’. This requirement is made more specific
with regard to the scope (floor area) and aim (at least 400 cm 2). By respecting all the
underlying requirement, the above norm can be reached.
The way the Value Hierarchy must be constructed is not set in stone. They can be constructed
top-down, as well as bottom-up. Often, these reasoning directions are both applied
interchangeably.
Between the values, norms and requirements in the Value Hierarchy, there are two types of
relationships (Van de Poel, 2013): ‘specification’-relationships and ‘for the sake of’relationships. The first is useful when constructing the Value Hierarchy top down: norms are
specifications of the values, and design requirements are specifications of the norms. Note
that this is in line with the earlier given definitions. Specification requires contextual knowledge
and involves (value) judgment. There are more specifications possible, depending on the
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design artefact, but also on the designer itself. This does not need to be problematic, as long
as sufficient effort is contributed to verification (discussed in 2.6.3).
When reasoning from bottom to top, the relationships are explained as ‘for the sake of’
relationships. A requirements is introduced for the sake of a norm, and a norm is proposed for

the sake of the value, so the higher elements provide reasons for the introduction of the lower
elements. To refer to the earlier given example: The requirement of ‘at least 400 cm2 floor area
per hen’ is set for the sake of ‘enough living space’, which is necessary for the sake of animal
welfare. One knows the highest level of the Value Hierarchy is reached when a for the sake

of relationship does not longer exist. “The most obvious candidates for the highest level in the
values hierarchy are therefore intrinsic or final values, which are defined as values that are
strived for for their own sake (Zimmerman, 2004 ).” (Van de Poel, 2013, p. 260).
Summarizing, the notion of Value Hierarchies by Van de Poel is introduced to provide a
systematic way of incorporating values into design, filling a void left open by the VSD
framework. The Value Hierarchy can be constructed top-down, specifying values into norms
and norms into design requirements, as well as bottom-up, reasoning by for the sake of
relationships. Often, the design process requires both approaches, used interchangeably.

Activities prescribed by the VAP framework
As opposed to VSD, VAP does provide a methodology complementary to the three
investigations, though it might seem meagre compared with the extensive Value Hierarchies
by Van de Poel. The activities the VAP framework prescribes are the following (Flanagan et
al., 2008):
(1) Discovery, during which the values that are relevant for the design process are
gathered;
(2) Translation, during which values are translated and implemented in material design
features; and
(3) Verification, during which it is determined whether the intentions of the designers are
met, using a variety of methods.
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Flanagan et al. stress the iterative nature of the activities: “the constitutive activities should be
understood not as steps that designers would follow in serial order, but as aspects, or
dimensions, of a single undertaking feeding back into one another, iteratively.” (2008, p. 334).

Comparison of the activities of the two frameworks
When comparing the VAP to that from Van de Poel, it appears that Van de Poel is more
extensive, but focusses on a smaller scope. Flanagen et al. take into account also the activity
of verification, which is not mentioned by Van de Poel. When comparing the other two
activities, discovery and verification to Value Hierarchy, the following conclusion can be drawn:
The activity of value discovery is party similar by the activity of moving from bottom to top in
the Value Hierarchy. Flanagan et al. seem to assume that end users can refer to the values
they deem important directly, while the Value Hierarchy offers more guidance in discovering
values by desired requirements and norms.
The activity of translation is similar to reasoning from top to bottom in the Value Hierarchy,
specifying values into norms and norms into design requirements. Flanagan et al. do not
mention norms or requirements but refer to them as ‘sufficiently specific and concrete terms’
(Flanagan et al., 2008, p. 339).
For the case of MTPA, both methodologies are combined; Value Hierarchies are constructed,
and the focus on verification by Flanagan et al. is endorsed.

Research activities for MTPA
In section 2.3 the investigations that need to be part of the design process of MTPA are
illustrated. After having discussed and decided on the activities that should be part of the
design process, the steps that are taken in this thesis can be illustrated. Each step is discussed
separately and for each step, the activities and the desired outcome is presented. The
corresponding type of investigation (technical, empirical, or conceptual) is given, as is the
research question that is answered by the step. The main research question that needs
answering is “How should mimicked targeted phishing attacks be carried out in a business
environment?”
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The distinction of the separate steps suggests a waterfall approach (Huo, Verner, Zhu, &
Babar, 2004), finishing each step before proceeding to the next. However, the outcomes to
the steps and the answers to the research questions are not answered in a linear fashion. The
process is an iterative one; insights from one step influences the outcomes from other steps,
which are perhaps presented earlier in the thesis. Only near the end of the project, final
answers have been formulated.
The steps that this thesis follows are discusses one by one. They are part of three main
phases, based on the activities described in the VAP framework: discovery of values,
translating the values and verifying the design. They are combines with the construction of the
Value Hierarchies as introduced by Van de Poel as an addition to the VSD framework.

Discovery of values
One of the possible ways Flanagan et al. discuss to discover values is from the end-users of
the design. The end-users for the design artefact in this thesis -a step-by-step guide for
implementing MTPA- would be the decision makers within the organisations who want to
implement MTPA. Part of this research is therefore to interview those decision makers and
ask them about their considerations when implementing MTPA.
However, values are generic and broad and it is expected that interviewees will not directly
reflect on them (Coolen & Hoekstra, 2001; Friedman et al., 2013; Reynolds & Gutman, 1988);
When asked directly about their motives, it is expected they will refer to more specific aspects.
Referring back to Value Hierarchies, these statements can probably be regarded as norms.
To derive the values that provide the reasons for the norms, one should ask: “For the sake of
which value, is this norm important?” of simply “Why?”. This can either be done during the
interview or afterwards when the interviewee finds this difficult or time doesn’t permit.
To structure the interview, one should know which decisions needed to be taken and which
options were considered by the interviewee. In order to do so, the current PhaaS process
needs to be considered. Which options are there to choose from, both procedural and
technical? The decision makers might also have considered similar services, offered by other
companies. Their services are also considered.
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Step 1: Map the current PhaaS practice and the services of competitors
To be able to know which questions to ask the decision makers, it is apparent to start with the
service offered by Deloitte, as well as the services of competitors. This is the first activity of
this thesis. The result is an ‘empty framework’, where the decisions that need to be taken
currently when implementing PhaaS are discussed. This is the starting point for the design
process, of which the end result provides answers to those questions. This is primarily a
technical investigation.
The following sub question is answered by this step: What are the characteristics of current
mimicked phishing services? This is split up in three lower level questions:


Which mimicked phishing services are offered?



How is the mimicked phishing service of Deloitte set up?



What are the decisions that need to be taken when executing mimicked phishing?

This activity focuses on technical investigations. An overview is given in Table 4.

Table 4: Details of step 1

Step 1
Map the current PhaaS practice and the services of competitors
Input
Interviews with Deloitte consultants
Promotional material of competitors
Current process of implementing PhaaS

Output
Empty framework

Investigation:
Answers:

Technical
SQ2: What are the characteristics of current mimicked phishing services?

Sub questions:

Which mimicked phishing services are offered?
How is the mimicked phishing service of Deloitte set up?
What are the decisions that need to be taken when executing mimicked
phishing?

Step 2: Extract norms from case studies
After having an overview of the decisions that need to be made when implementing PhaaS,
the case studies are carried out. Four companies that have implemented PhaaS are selected
40

and asked about their motives. The case studies have been selected based on the different
organisations and the differences in implementation, as discussed in section 2.3.2.
Based on the ‘empty framework’, their choices and the motives for those choices are
discussed. It is indeed experienced that the interviewees do not directly refer to values, but to
the underlying norms. For example, they might indicate that they find it important that
employees can indicate whether they want to participate in the exercise of MTPA. The
underlying value to this norm would be ‘autonomy of the employee’, but this is not mentioned
by the interviewee. Perhaps the interviewee is not aware of the underlying values, or has
difficulty articulating them. This step therefore focusses on the norms, which are the output of
this step.
The corresponding research questions that is answered with this step is ‘What norms are
important for the clients of mimicked phishing services?’
The corresponding sub questions are:


What are the decisions made by clients?



What norms play are role when implementing mimicked phishing?

This step consists of empirical investigations. An overview is given in Table 5.

Table 5: Details of step 2

Step 2
Extracting norms from case studies
Input

Output

Case studies

Norms

Investigation:

Empirical

Answers:

SQ3: What norms are important for the clients of mimicked
phishing services?
What are the decisions made by clients?
What norms play are role when implementing mimicked phishing?

Sub questions:
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Step 3: Link norms to values
After the norms are identified, the upper level of the Value Hierarchy should be constructed.
By reasoning with ‘for the sake of’- relationships, the corresponding values can be identified.
This is a conceptual activity.
After identifying the values, relevant literature about those values is consulted, and the values
are conceptualized. According to Van de Poel, “conceptualization of value is the providing of
a definition, analysis or description of a value that clarifies its meaning and often its
applicability.” (2013, p. 261). It is a mainly philosophical activity, but not completely shut off
from the design context. There are often many conceptualisations of a value possible, and it
is important to choose the one that makes sense with respect to the reason it is included in
the first place.
When linking the norms to values and studying the values in more detail, additional insights
emerge that lead to additional norms. For example, if one values the autonomy of the
employees that much, than informing the employee as much as possible might also seem the
right thing to do. So during this step, the upper two levels of the Value Hierarchy are
constructed, both by moving from bottom to top, as the other way around. This step answers
the research question: What values are important when implementing mimicked phishing?
This step is part of the conceptual investigations. See Table 6 for an overview of this step.
Table 6: Details of step 3

Step 3
Linking norms to values
Input
Norms
Literature about values
Relevant legislation and case law

Output
Upper two level of Value Hierarchy (values
and norms)

Investigation:

Conceptual

Answers:

SQ4: What values are important when implementing mimicked phishing?

Translating the values
Step 4: Set up requirements and solve value conflicts
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In the previous step, the upper two levels of the Value Hierarchy are constructed. Multiple
values are identified that are important to take into account in the design process of MTPA.
Aiming for multiple values causes conflicts. These conflicts are most clear after translating the
values into design requirements, using the intermediate norms. So first, the design
requirements corresponding to the norms are set up. This leads to contradicting design
requirements, calling for opposite actions or implementations.
The contradicting requirements are singled out and discussed. By considering the underlying
norms and values, value conflicts are identified. These are discussed and a solution is argued
for. During the verification step, discussed in 2.6.3, it is discussed whether this solution is
supported by all stakeholders. The aim of this step is to come up with a list of non-contradicting
requirements, so that the framework can be filled in in the next chapter, presenting the design.
It answers: What requirements can be distilled form the analysis?
Because it requires knowledge about the technical aspects of the system, as well as a
philosophical approach for the translation of values and norms into requirements, this activity
can be categorizes as making use of both technical and conceptual investigations. See Table
7Table 6 for an overview of this step.
Table 7: Details of step 4

Step 4
Set up requirements and solve value conflicts
Input
Upper two level of Value Hierarchy (values and
norms)

Output
Requirements

Investigation:

Conceptual/Technical

Answers:

SQ5: What requirements can be distilled form the analysis?

Step 5: Make provisional design
After determining the requirements that match with the norms and values that are regarded
as being important by the stakeholder, the design for a new step-by-step guide for mimicked
phishing can be introduced. This step includes design choices and a discussion of the most
important alterations with regard of the current PhaaS services. It is not linked to an
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investigation, because it is the resulting steps of various investigations that have been carried
out. This step answers the question: “How can mimicked phishing be carried out?” Because it
uses no sources, it is not related to any investigation. An overview of this step can be found
in Table 8.
Table 8: Details of step 5

Step 5
Make provisional design
Input

Output

Requirements
Investigation:
Answers:

Design
SQ5: How can mimicked phishing be carried out?

Verifying the design
Because there are multiple ways of translating values into requirements, and the role of the
designer itself influences the outcome, verification is an important part of the design process.
However, verification is also a complex process. This complexity is partly caused by the
intangible nature of values. Flanagan et al. illustrate this in a comprehensive way: “Our grasp
of what it means for a value to be implemented in a system (e.g., claiming that a system is
‘privacy-preserving’ or ‘autonomy enhancing’), is not nearly as firm as our grasp of what it
means (according to the state of the art) for a system to function properly or be ‘usable’” (2008,
p. 345).
Besides the intangible nature of values, there are other complications that make it hard to
verify the outcomes of the design process. For example, some values emerge in the long term,
while others are clear from the start. Another reason for complexity is the fact that there are
multiple ways of implementing the values: specification requires contextual knowledge and
involves (value) judgment. There are more specifications possible, depending on the design
artefact, but also on the designer itself. A final reason for verification to be complex is that it is
difficult to determine whether values are successfully implemented, while at the same time do
not detract from other design goals.
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Strangely, validation is not mentioned by any of the authors mentioned in this chapter.
Validation test whether the design meets the expectations and wishes of the end-user, while
verification focuses on whether the design process have been correctly followed through
(Easterbrook, 2010). This will also be done in this part of the thesis.
Because of the complex nature of verification, the step-by-step guide that will help decision
makers to implement MTPA, will therefore remain a subject of discussion, and will probably
not be fully accepted by all end-users. Not all clients will agree on the values that are
incorporated, and the context of the organisation where it is implemented will vary and
influence the decisions made.
It is therefore important to realise that the outcome of this thesis is not a final design, to be
used for eternity. Each design in the starting point of a new design process (Iivari, 2002): The
design process never ends, artefacts will be used by other designers. The outcome of this
thesis may be altered by applying it to real cases and by trends emerging in the practice of
phishing.

Step 6: Verification and validation
The final step is to verify and validate the design with experts of Deloitte. This is done by
discussing the various steps that are taken and by discussing whether the design is viable and
effective.
The most important points of discussion are presented and alterations to the design are
discussed. This will answer the research question: “To what extent does the design meet the
requirements?”. Experts of Deloitte will be consulted, so this activity is mainly an empirical
investigation. See Table 9 for an overview.
Table 9: Details of step 6

Step 6
Verification and validation
Input
Design
Opinion of experts
Investigation:

Output
Improved design

Empirical
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Answers:

SQ6: To what extent is the design verified and validated?

Structure of report
The structure of the report follows the steps that are discussed above. Before the first step is
taken, a theoretical background of the practices of phishing is presented. This gives insights
in the reasons organisations are interested in protecting themselves against targeted phishing
attacks, and argues for mimicked attacks as an effective training method.
The chapter discussing the theoretical background answers the following research questions:


What is targeted phishing and how does it threaten organizations?


What is phishing and how does it evolve?



What are the threats regarding phishing that organizations are facing?



How is a targeted attack formed?



What options does an organization have to protect themselves against targeted
phishing?

The answers to these questions are found by studying literature and trend papers published
by security companies.

Then, the steps of the design process are walked through. The thesis is closed by presenting
the conclusions and recommendations of the design process. Finally, a reflection is presented,
where the author reflects on the process and on the approach.

The structure of the report is represented in Figure 9: Overview of structure of reportFigure 9.
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Part I: Intro
Chapter 1: Introduction

Chapter 2: Methodology

Chapter 3: Theoretical background

SQ1

Part II: Discovery of values
Chapter 4: Current mimicked phishing services

Step 1

SQ2

Chapter 5: Norms of decision makers

Step 2

SQ3

Chapter 6: Linking norms and values

Step 3

SQ4

Chapter 7: Requirements and value conflicts

Step 4

SQ5

Chapter 8: Design

Step 5

SQ6

Step 6

SQ7

Part III: Translating the values

Part IV: Verification
Chapter 9: Validation

Part V: Closing
Chapter 10: Conclusion + Recommendations

RQ

Chapter 11: Reflection

Figure 9: Overview of structure of report
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Theoretical background: Exploring targeted phishing.
Before starting the design process on mimicked personalised phishing attacks (MTPA), a
careful study of the problem and background should be carried out. This will answer the
following research questions:


What is targeted phishing and how does it threaten organizations?


What is phishing and how does it evolve?



What are the threats regarding phishing that organizations are facing?



How is a targeted attack formed?



What options does an organization have to protect themselves against targeted
phishing?

First, the concept of phishing is discussed in section 3.1, including the origin and the definition.
Then, current cyber threats facing organisations are discussed, focussing on advanced
persistent threats, with targeted phishing mails often being part of those (section 3.2). The
process of creating a targeted phishing mail is discussed in section 3.3. Finally, possible ways
for an organisation to defend against such attacks are presented in 0.

Introduction on phishing
With over 2.6 billion email accounts active today (The Radicati Group, 2015), email has
become a prevalent communication medium. The number of emails travelling the internet total
over 205 billion per day (The Radicati Group, 2015). With such a large part of the world
population having adopted this technology, it is not surprising that it has caught the attention
of criminals as well. Unsolicited emails and scams are received daily, and some estimations
show that spam makes up for 66 percent of all email traffic (Symantec Corporation, 2014).

Origin and definition of phishing
The origin of phishing can be directly related to the adoption of internet by people at home.
The first type of phishing was observed during the mid-1990s; Hackers approached
newcomers to AOL (America Online), a gaming platform for the Atari 2600. Using the
chatroom, hackers posed as a service employee of the AOL and asked them to give their
password. By early 1995, an automated phishing system was developed to perform those
attacks, in which interface the term ‘phishing’ was first mentioned (Rekouche, 2011).
Many years later, phishing has progressed into an activity criminals primarily do for monetary
gain (Verizon, 2014), trading personal data on organized black marketplaces. Meanwhile,
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scientists have been neither passive nor inactive and studied the aspects of phishing and their
countermeasures extensively in the last years. Elmer Lastdrager (2014) had systematically
studied thousands of publications looking for an overall definition of phishing. He identified key
components and has combined this in the following definition:
‘Phishing is a scalable act of deception whereby impersonation is used to obtain information
from a target’.
That phishing is usually done by means of email, is not explicitly mentioned in the definition
provided by Lastdrager. This has been a conscious choice, despite the fact that many
definitions he studied include the concepts of ‘being digital’ or ’Internet-based’. Lastdrager’s
reasoning is as follows: he finds that using one of those concepts in the definition: “[…] leads
to the discrepancy that instant messaging through an Internet-based application on a phone
can be phishing, whereas a regular text message on a phone cannot (not Internet-based),
even though both methods are essentially the same.” (2014, p. 5). Although the internet has
been a catalyst in making communication cheap, it is not the only way to do so. He therefore
decided not to include any wording relating to email or internet in the definition. Instead, he
decided to include ‘scalability’ in the definition. He feels that the key distinction between
phishing and other acts of deception, is the ability to mass-distribute messages.
For the use of the thesis, only email-based phishing attacks are studied. This is because other
scalable media, such as instant messaging, text messaging and postal massaging are barely
mentioned in trend reports, and are probably a less common means of attack. Furthermore,
because we focus on phishing as a threat for organisations, email-based phishing is expected
to be the most relevant; the number of business emails sent and received per user per day
amounts to 122 emails per day and is expected to grow (The Radicati Group, 2015). Using
Lastdrager’s definition, with the addition of using email, the following definition is employed:
phishing is an email-based scalable act of deception whereby impersonation is used to obtain
information from a target’.
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Framework of phishing
An interesting part of the definition is the mentioning of the ‘act of deception whereby
impersonation is used to obtain information from the target’. Though it might seem hardgrained, a (possible) victim of a phishing attack is often referred to as a target. The sender of
the phishing email is referred to as the attacker, for hacker is a too delimiting concept to
describe the person sending the phishing emails. Most people think of hackers as ‘young male
14–18 years of age, sitting behind a computer into the wee hours of the night using his
technical prowess to attack the faceless immoral corporations’ (Rogers, 2006). Because this
is an inaccurate picture and to avoid this term obstructing any real analysis, the more neutral
term of ‘attacker’ is used. This term merely specifies the act of attacking, and leaves any further
characteristics open.
Fase 1: Target receives phishing

3.
1.

2.

Fase 2: Target takes suggested action

5.

4a.

6.
4b.

Fase 3: Monetization of stolen information

1. Attacker
2. Target
3. Email
4a. Fraudulent website
4b. Malware
5. Lure to the fraudulent website
6. Wanted behaviour

Figure 10: A schematic representation of the process of phishing

A schematic representation of the process of sending phishing emails is depicted in Figure
10. It is based on an article by Hong (2012), who distinguishes three phases in which attacks
take place. The phases of Hong are combined with the components classified by Butler (2007).
She describes five components of which a phishing attack usually consists: the attacker, the
target, an email message, a fraudulent website, and a ‘lure’. The latter is the act of deception
that Lastdrager talks about.
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The result is the representation in Figure 10, where the phases and the components are
combined to give an overview of the most important aspects of a phishing attack. First, the
target receives a message via email, from the malicious attacker. The target might fall for this
phishing attack, and will be lured to a website, where he might act as the sender wishes, like
filling in a web form. Login credentials for accounts is the main information phishers are looking
for (Symantec Corporation, 2014).
To the components identified by Butler, ‘the wanted behaviour’ of the target, has been added.
The wanted behaviour could be to go to a website, but also to open an attachment. This action
could lead to the downloading of malware onto the target’s machine, so point 4 includes both
a fraudulent website and/or malware.
Phishing exploits the gullibility of humans, but also compromises vulnerabilities found in
machines. The phishing website might exploit a known vulnerability in a browser that has not
been updated, to be able to install a key logger. The attachment with malware might make
use of vulnerabilities in outdated versions of Java. However, the exploits cannot exist without
the actions of a dupable human. Most researchers expect a growing shift to attacks focussing
on humans as the weakest link (Choo, Smith, & McCusker, 2007), hence expect phishing to
grow.
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Threats for organisations
Phishing is usually considered to be a problem in the private domain, but recently an
increasing number of organisations understand that they are also affected when their
employees are targeted. This might have an effect on the working environment, for employees
could open their private email during work, or might receive phishing mails in their corporate
email accounts. Both instances bring threats to the organisation’s cyber security, for example
introduction of malware or theft of company credentials.
According to various trend reports, attackers targeting organisations are increasingly
interested in the theft of specific data and intellectual property, instead of taking down systems
of organisations (McAfee, 2010). This means attackers carefully target the organisations they
think have valuable data, and carry out targeted attacks. These attacks are called Advanced
Persistent Threats (APTs), and are discussed in the first section 3.2.1. Often, targeted
phishing is part of such an attack, as discussed in 3.2.2.

Advanced Persistent Threats
Multiple sources report on a rise of Advance Persistent Threats (APT) (Mandiant, 2015;
McAfee, 2010; TrendLabs APT Research Team, 2012). The term is used for a wide variety of
cyber threats, but implies a threat in which the attacker has a specific goal and is determined
to reach it (De Vries, 2012). An APT consists of multiple steps of low level attacks, all having

Figure 11: Framework of Advances Persistency
Threats (De Vries, 2012)
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a different purpose in the attack. A framework depicting those steps is proposed by De Vries
(2012) and depicted in Figure 11.
All APT’s start with external reconnaissance of the targeted organisation. Public resources are
consulted, such as the organisation’s own website and profiles of employees on social
networking sites (NCSC, 2010). The goal of this step is to gather knowledge about an
organisation in order to decide on an attacks method.
After this phase, attackers can gain access to the systems of the target. One of the most
common attack methods is targeted phishing (Caldwell, 2013; Symantec, 2012). TrendLabs
found that 91% of APTs include targeted phishing emails, confirming the presumption that
phishing is the primary means of entering (TrendLabs APT Research Team, 2012). This leads
eventually to the possibility of information theft by the attackers, possibly unnoticed by the
compromised organisation. Mandiant (2015) found that it took organisations a median of 205
days before detecting that attackers had breached their environment.

Targeted phishing
Phishing attacks can be divided into targeted attacks and untargeted attacks. The term
targeted phishing is used in this thesis, instead of ‘spear phishing’ or ‘context-aware phishing’.
The reason for this is to avoid confusion, for spear phishing is an overly used term, while
‘targeted’ relates to the true distinctive feature of this kind of phishing: it is targeted at a specific
individual or group of individuals.
Untargeted attacks on the other end, are phishing attacks send to a large number of recipients.
They do not tailor the content of the email to address a specific audience, but make it as
generic as possible. One of the most widely known type of phishing, is the Nigerian prince
informing you that you have inherited a large sum of money. Some researchers suggest that
attackers deliberately make the scheme unbelievable, as to select only the most gullible
targets. Because the next attack steps requires more time and effort from the attacker’s side,
they ensure they will have a high yield (Herley, 2012).
Cisco (2011) conducted research with organizations worldwide across a broad range of
industries. The study revealed that untargeted phishing is decreasing: between 2010 and
2011, annual returns for untargeted email-based attacks fell from $1.1 billion to $500 million.
Meanwhile, the number of sent spam email fell from 300 billion messages per day to 40 billion.
Instead of sending hundreds of thousands phishing emails to random receivers, senders now
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often carefully target specific individuals, groups, or employees of a company or organization
(Microsoft, 2008).
An explanation of this observation might be found in the theory Herley and Florencio unfold
(2008). Using an economic view point, they describe phishing involves a tragedy of the
commons: “i.e. the pool of dollars shrinks as a result of the efforts of the phishers.” (2008, p.
2). The more attackers try their hand at phishing, the lower the revenue of the whole
population. This can be explained by the fact that once someone has been phished, he is
likely to be extra careful in the future when filling in credentials and opening attachments. They
conclude that phishing is not an easy money proposition, but a ‘low skill, low reward
businesses’. This insight might have also dawned on the attackers, making them either
abandon phishing, or move to a more successful type of phishing: targeted phishing.
Targeted phishing requires more effort, because the target or targets should feel addressed
by the email message. This also results in a higher success rate: Targeted phishing emails
had an open rate of 70 percent, compared with an open rate of just three percent for mass
spam emails (Cisco, 2011). Cisco found that targeted phishing emails have an average return
of 40 times more than regular phishing, while costing only 20 times more (Cisco, 2011).
So, the observation that targeted phishing is rising, at the expense of regular phishing, makes
sense from an economic point of view. Targeted phishing should therefore be high on the
agenda of security officers from organizations, and not only those working for big companies.
Research shows that smaller companies should worry about falling victim to targeted phishing
as well: More than half of the targeted phishing emails studied by Symantec (2012) were
directed at organizations with fewer than 2,500 employees; of which 17.8% were directed at
companies with fewer than 250 employees. One of the explanations provided by Symantec is
that the smaller companies might be used as stepping stones to the large ones, because they
are part of the information supply chain. Before discussing the measures that one can take to
protect their organisation, the way a targeted attack is carried out, is discussed in the next
section.
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Formation of a targeted phishing attack
To craft a successful phishing attack, several pieces of information need to be found and
combined. For instance, an attacker needs to know what data he is after. Is he looking for
quick money, or is the attack part of an APT? Section 3.3.1 discusses the implications. This
leads to the next question, discussed in 3.3.2: who in the organisation has access to that data?
And how can you reach that person (3.3.2)? Then, how can you lure that target into providing
that data, or opening an attachment. This is referred to as the scenario, and is discussed in
3.3.4.

Determine which data to target
There are multiple sources of data within a company that can be interesting to outsiders. This
could be login credentials, intellectual property, client information, personal data on employees
or clients, or financial information. Verizon (2014) found that since a couple of years,
espionage is rising. Verizon uses this term when detecting ‘unauthorized network or system
access linked to state-affiliated actors and/or exhibiting the motive of espionage’. Attackers
interested in espionage mostly target internal corporate data and trade secrets (Verizon,
2014). The dip in 2012 is caused mainly by a dip in multi-victim attacks on point-of-sale
devises, such as card terminals, is Verizon’s explanation.

Figure 12: Number of breaches per threat actor motive
over time (Verizon, 2014)

A small part of the breaches could be attributed to actors performing because of ideology or
simply ‘fun’. One widely known example of an attack where ideology possibly played a major
part, is the recent Sony hack: alleged attackers protested the release of a controversial movie
about the North Korean leader Kim Jong-un. Personal data of employees and their families,
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e-mail conversations between employees, information about salaries, copies of unreleased
films, and other information was captured and publicized by the attackers (RiskBased Security,
2014). Apart from a huge loss of profit, the reputation of Sony was severely damaged as email
conversations between top management became public, containing rude and racist comments
(Peterson, 2014).
But most often, the attacker has purely financial interest, as shown in Figure 12. This would
mean he is interested in data that is easily converted to cash, like login credentials, bank
information and payment cards. The trading of this stolen data happens at underground
marketplaces. There are indications that the phishing business is a humming underground
economy, with several organisations being responsible for part of the chain (Franklin, Paxson,
Perrig, & Savage, 2007). There are criminals selling email addresses, criminals offering to
send the emails, there is software for sale promising to pass spam filters, and there is a big
market interested in buying the attained login credentials or other sensitive information
(Franklin et al., 2007).

Figure out email address of the target
The most obvious source of information is the biggest search engine today: Google.
TrendLabs (2012) found that for nearly half of the total number of targeted phishing attacks,
the email address of the target was found using Google search. When that falls short, there
are numerous sites that could help. Like email4corporations.com and www.email-format.com,
two examples of websites where formats of the email addresses belonging to thousands of
organisations are listed. Three quarter of all email addresses can be easily obtained
(TrendLabs APT Research Team, 2012).

Determine the target
The data the attacker is interested in will influence the choice of the target. Symantec (2012)
found that the majority of the emails is targeted at people with no direct access to confidential
information. They might be easier targets, who could function as a stepping stone to a more
important person. For instance, their email accounts can be used to send emails containing
malware to their colleagues who do have access to the data. E.g., 6% of targeted phishing
attacks is targeted at employees at HR, who are used to getting emails from strangers with
attachments, like CVs. Additionally, 42% of the phishing emails are targeted at high-level
executives, senior managers and people in R&D (Symantec, 2012).
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Find information to target the email
When the goal and the target has been decided upon, the story that would lure the target into
either opening an attachment or providing their credentials, should be determined. The
scenario involves the story that is told to the target, the steps he or she has to take and the
counterfeit website or attachment. To make the scenario as credible as possible, context
information should be used. As discussed before, this heightens the chance of a successful
attack. There are various open sources that are useful when looking for information on a
target. The findings from one source can be combined with others (Deloitte, 2015). For
instance, when somebody’s LinkedIn profile indicated a former employer, information on that
employer can be found on their website, or by searching on Google.

Google
A simple Google search can provide a lot of information on a person or on the organisation he
or she works for.

Company website
Of course, the company website offers a lot of information as well. Not only might it give
information on the format of the company email addresses, if might also give ideas on the
scenario. This might relate to current events, that might be presented in a special part of the
website titled ‘news’ or ‘press’. Also, job descriptions might provide a good scenario to contact
someone from HR via email.

Hacked databases
Especially smaller online shops, with less security in place, can easily be compromised by
hackers. The databases get sold on underground market places, where they can be easily
obtained by phishers. These databases may contain information about recent purchases,
which can help to craft a credible email. Elmer Lastdrager (personal communication, March
2015), researcher on phishing, thinks this will prove to be the biggest source of information for
targeted phishing in the future: “Whole datasets are being spread through the dark web. These
datasets can be used to send out targeted phishing. It is possible to automate every step: So
then you will have scalable targeted phishing, only limited by the number of clients in the
dataset.”

Social media
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Employees’ social networking behaviour, whether accidental or intentional, provides an
opportunity for attackers interested in performing an APT. They can check the profiles for key
employees to conduct reconnaissance and base the phishing mail on the information they find
(Bilge, Strufe, Balzarotti, Kirda, & Antipolis, 2009; Molok, Chang, & Ahmad, 2010; Smith &
Toppel, 2009; Sophos, 2010). Social media was primarily for private use, but now people use
it for business purposes and during office hours as well. Especially since younger people enter
the workplace of working professionals (Lee, Watson-Manheim, Chudoba, & Lee, 2013). In
addition, it has been shown that social media can help to organise existing activities, like
recruiting, sales, and marketing (Lee et al., 2013). 90% Of businesses now use social media
for business purposes (Proskauer, 2013).
As people join social networking sites progressively, the amount of data they share also
increases (Algarni, Xu, & Chan, 2014). A study by Polakis et al. harvested many Facebook
profiles and found that users reveal a lot of their personal data on Facebook (2010). They
found that nearly a quarter of the targets shared their employer publicly, just as their hometown
(38.8%), current city (41.8%), college (24.5%) and interests and activities (21.1%). These can
all be used by attackers to craft a viable scenario.
Even when someone is careful about which information he shares publicly, a lot or information
can still be concluded when looking at their friends. Scientist crawled a large number of profiles
on several well-known social media sites and could easily retrieve information on private
profiles (Zheleva & Getoor, 2009). “This has disturbing implications for online privacy, since
leaking graph information enables transitive privacy loss: insecure friends' profiles can be
correlated to a user with a private profile” (Bonneau, Anderson, Anderson, & Stajano, 2009,
p. 6).
In short: attackers often target data that is either easy to sell, to make quick money, or go for
the big fish and perform an APT. Figuring out the email address of a recipient is relatively
easy: search engines and online tools can get you the email address easily. To come up with
a credible scenario requires some creativity, but often there are a lot of leads to be found
online as well. The rise of social media has made that part even easier.
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Protection against phishing
As mentioned before, organisations should be wary of falling victim of phishing, whether this
is part of an APT or a stand-alone phishing attack aimed at getting valuable data. A recent
test conducted by McAfee (2014), found that employees working at accounting, finance and
HR performed the worst at recognizing phishing attempts, while these are departments that
arguably hold some of the most sensitive data of the organization.
Multiple scholars agree that the best way to defend against phishing attacks is deploying a
combination of technical anti-phishing measures, and education of recipients to recognize
phishing attempts and take proper action (Butler, 2007; Hong, 2012; Purkait, 2012). There are
a number of indicators that help in identifying a phishing attack; like faulty URLs, using
insecure connections, spelling mistakes, and untrusted senders. Employees who spot a
phishing mail should not reply to the email, but report it to the involved department and delete
the email.
Much research has been conducted on the education of users to get them to behave more
securely (Butler, 2007; Huang et al., 2009; Robila & Ragucci, 2006; Tseng et al., 2011).
Embedded training is believed to be the most effective training, as opposed to sending notices
(Kumaraguru et al., 2010): Employees who have fallen for a mimicked attack immediately
receive educational material helping them to avoid doing so next time. This method makes
use of the ‘teachable moment’. There are many articles in various field that prove that
providing immediate feed-back at this teachable moment enhances learning (Kumaraguru et
al., 2010). Because the employee is surprised and shocked to find that he has fallen for a
phishing attempt, he will be eager to learn about how to avoid this: “The embedded training
approach provides training at a time when learners are likely to be motivated to learn, without
requiring learners to proactively seek out training or allocate time in their schedules for
training.” (Kumaraguru et al., 2010).
Repeating such exercises ever so often will increase the retention rate (Bowen, Devarajan, &
Stolfo, 2012; Dodge, Carver, & Ferguson, 2007). There are a number of organisations offering
to perform these mimicked attacks to companies. Deloitte is one of them, with their service:
‘Phishing as a Service (PhaaS).
Given the rise of targeted attacks, organisations should include targeted phishing as part of
the training for their employees. This would mean to also mimic those attacks and provide
training material immediately afterwards. The result of the thesis project will be a step-by-step
guide for decision makers within an organization, describing how to mimic targeted phishing
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emails for training purposes. The guide will describe important decisions to be made,
depending on the context, as well as guidelines that have to be followed irrespectively of the
situation. The methodology is discussed in the next chapter.

Conclusion
In this chapter, the practice and trends in phishing have been studied. Is leads to the answers
of the first research questions:


What is targeted phishing and how does it threaten organizations?


What is phishing and how does it evolve?

Using Lastdrager’s definition (2014) scoping it to using email, phishing can be defined as
follows: phishing is an email-based scalable act of deception whereby impersonation is used
to obtain information from a target’.
Multiple trend reports see a shift from mass-distributed emails, to targeted attacks, tailoring
the content of the email to speak to a certain group or to an individual. These kinds of attacks
require more preparation but result in a higher yield.


What are the threats regarding phishing that organizations are facing?

Organizations are becoming an interesting target for cyber criminals. There are two sorts of
attacks that use phishing. The first one is the Advanced Persistent Treat. In 91% of these longlasting and often unnoticed attacks use phishing to get a foot between the door of an
organization.
Phishing could also be a stand-alone attack, where the attackers are interested in making
quick money; they are interested in data that is easily converted to cash, like login credentials,
bank information and payment cards. The attackers use publicly available information on the
organisation to craft a credible scenario where they convince employees to provide their
credentials.


How is a targeted attack formed?

The formation of a targeted phishing email requires little technical information and is
surprisingly easy in most cases. Most of the required information is publicly available on the
internet, on the company website, or retrievable via search engines. The rise of social media
provides attackers with a wealth of information on targets.
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What options does an organization have to protect themselves against targeted
phishing?

The best way to defend against phishing attacks is deploying a combination of technical antiphishing measures, and education of recipients to recognize phishing attempts and take
proper action. The focus of this research is on the training of employees, also because
targeted phishing is hard to detect by technical algorithms.
Embedded training is believed to be the most effective training; Employees who have fallen
for a mimicked attack immediately receive educational material helping them to avoid doing
so next time. This should be repeated ever so often, to increase the retention rate. Given the
rise of targeted attacks, organisations should include targeted phishing as part of the training
for their employees
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Technical investigation
Introduction
It this chapter, the technical investigations that are carried out are described. Using the Value
Sensitive Design methodology as defined by Freidman et al. (2013), technical investigations
are one of the three types of investigations that play a part, next to empirical and conceptual,
which will be discussed in chapter 5 and 6 respectively. According to Friedman et al., technical
investigations ‘focus on how existing technological properties and underlying mechanisms
support or hinder human values’ (2013, p. 73).
The technological investigations will start with forming a picture of the market of mimicked
phishing attacks, by studying the services of mimicked phishing offered by various commercial
parties. The features that are presented in promotional material will give a clue of the features
of the services itself. The author does not have access to each individual company’s service
itself, but the features that are mentioned in the promotional material will say something about
their values and the values they expect their clients will find important.
The existing implementation process of Phishing as a Service of Deloitte is used as a starting
point. This follows no clear procedure and many options are led open for the client to decide.
The goal of this chapter is to make the current process of implement PhaaS explicit and
visualise it as an empty framework. This framework will contain the questions that currently
are addressed in the various meetings with the client.
The approach in this chapter is as follows. First, companies and their offered services are
listed and key differences are mentioned in section 4.2. Then, the current service that Deloitte
offers ‘Phishing as a Service’ is described in more detail in 4.3, based on interviews with
Deloitte experts involved in Phishing as a Service. This will result in an overview of ethical
implications, presented and discussed in 4.4. The conclusion in 4.5 will present the answers
to the research questions as stated in Table 10.

Table 10: Details of step 1 (repeated)

Step 1
Map the current PhaaS practice and the services of competitors
Input
Interviews with Deloitte consultants
Promotional material of competitors
Current process of implementing PhaaS

Output
Empty framework
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Investigation:
Answers:

Technical
SQ2: What are the characteristics of current mimicked phishing services?

Sub questions:

Which mimicked phishing services are offered?
How is the mimicked phishing service of Deloitte set up?
What are the decisions that need to be taken when executing mimicked
phishing?

Market of mimicked phishing attacks
Owing to various trend reports that warn about the rise of (targeted) phishing, IT officers are
interested in protecting their organisations against the threats that come along with it. It is
therefore not surprising that there are several providers of anti-phishing trainings. In this
section, the competitors are studied, to create a picture of the market of mimicked phishing
attacks.
An overview of the eight identified competitors is presented in Appendix B: Overview of
services offering mimicked phishing. I selected all organisations that offer some sort of
embedded phishing training: sending out mimicked emails and offering training material
immediately afterwards. I could find no other competitors at the moment of writing, but I am
aware that this list is not exhaustive. The list is based on various search queries in Google,
containing the terms, and combinations of the terms: ‘phishing’, ‘anti-phishing’, ‘training’, and
‘awareness’. It is complemented with competitors Deloitte experts mentioned.
For the sake of analysis, Deloitte with ‘Phishing as a Service’ is added as well. After orienting
on all the competitors, the most important differences are selected and presented in the table
in Appendix B: Overview of services offering mimicked phishing. A general description of the
company is added. Some competitors are focussed solely on their mimicked phishing service,
like PhishingBox and ThreatSim. Others offer –next to the mimicked phishing attacks- various
other cyber security services or have an even broader portfolio, like Deloitte itself.
The services that are associated with embedded training and mimicked phishing attacks are
described in the appendix as well. The following conclusions can be drawn:
-

The extensiveness of their services varies

-

The autonomy given to the client varies a lot

-

Some competitors present the possibility to track individual employees
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-

Some talk about making their emails targeted

The findings will be discussed in the next sections.

Extensiveness of the service
As presented in the appendix, there are various options that can be offered next to the most
basic one. The most basic one is described as simply sending out a mimicked phishing mail
and measuring the amount of people clicking on a link within that email. Deloitte offers already
more than that, by creating a landing page, which is a mimicked phishing page. The landing
page is the webpage that the employee will be directed to after he has clicked the link in the
email. This is linked to the scenario in the email. If, for example, the email urges employees
to fill in a questionnaire, the landing page will present questions of the questionnaire. The next
page might then contain fields for their company credentials, as to store who has filled in the
questionnaire.
There are also companies offering phishing mails that have attachments. Others also offer
mimicked phishing over other means than email: USB baiting, text messaging and over phone.
One step further is the use of social media to approach employees to either click on links or
open attachments. It seems that no party offers that at the moment, but InfoSecure mentions
that they are working on the proposition.
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Autonomy of the client
What differs greatly among competitors, is the amount of automation some have introduced
in the process of sending mimicked phishing emails. Some offer a portal that facilitates the
process of sending the emails and keeping track of the results, directly to clients, for a monthly
subscription fee. This Software as a Service-model leaves much autonomy for the client to
decide on various steps in the exercise. The client can choose from predefined scenarios or
craft their own, upload the email addresses of targets and start the sending of the emails. The
results of the test are also represented in the portal. How this is regarded in legal term is hard
to judge. Most of the companies are based in the United States, where there is no single
overarching privacy law, but different laws aimed at certain industries or implemented at state
level. Deloitte based in the Netherlands has clear privacy legislation to comply with, which will
be discussed in 6.3.3.
The price for which this can be purchased is doubtlessly far lower that a tailored service where
experts are involved. Additionally, the barrier for clients is lowered, because some competitors
offer free trials, delimited by time or the amount of sent emails.

Possibility to single out individuals
Most competitors present the possibility to track individual employees to see whether they
clicked on the link, provided their credentials and followed the E-learning. They even present
this feature as one of the advantages of their approach. The following quotes are directly
copied from the websites of the quoted competitors:

"Identify the users that completed training and who need follow-up encouragement"
ThreatSim

"You’ll have access to detailed information about who completed which assignments, who
fell for specific simulated attacks, which concepts employees understand well, topic areas of
weakness, and improvements over time"
Wombat Security

“Simulator allows you to identify employees that are most successful and susceptible to
various security threats”
PhishMe
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The ability to see detailed information on individual employees is often possible because
clients get direct access to the database that tracks the results of the phishing exercises. Not
one of the competitors mention that the data in the database is in any way anonymized or
pseudonymised. Instead, demonstration videos or screenshots of various competitors show
individual information of employees in the database, an example is displayed in Figure 13.

Figure 13: Screenshot of demonstration video of PhishingBox (PhishingBox, n.d.)

Securing the Human even went as far as suggesting the following approach when employees
fell for the attack, or –in their words- ‘violated’ security procedures:
•

First violation: employee is notified and given additional or follow-up training

•

Second violation: employee is notified and manager is copied

•

Third violation: manager is required to have meeting with employee and report
results to security

•

Fourth violation: employee reported to HR (SANS, 2012, p. 12)

Surprisingly, it is this competitor that shows most awareness of the sensibilities surrounding
mimicked phishing. Most do not mention the wellbeing of employees, or the effect that
mimicking phishing attacks has on it. The reason for that could be that their engineering
approach leaves no room to consider the values it entails. Like Roeser (2012) argues: “A
common view amongst engineers is that technology is value-neutral and engineering a
predominantly mathematical, quantitative discipline.” It seems as if the competitors focus on
the possibilities their technology can fulfil, without considering the effect the exercise might
have on employees. Another possibility is that they find it to be the responsibility of the clients
to take that into account.
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The extent to which the attack is targeted
The extent to which the phishing mails are targeted to the specific employees remains unclear
for most competitors. Since most involve the client in the process of choosing or crafting a
phishing scenario, it seems always possible to come up with a scenario that is targeted at a
specific group of individuals.
PhishMe is the only organisations that mentions the possibility to take into account personal
information of the targets. In their list of possible themes, they include:
"Highly Targeted: Simulate advanced social engineering tactics by using specific known
details about email recipients gathered from internal and public sources.” (PhishMe, n.d.)
Additionally, they can help you select the employees who are most likely to be targeted, with
their Highly Visible Targets Identifier. In their press release, they say that they use datagathering techniques used by hackers to crawl the internet. Hackers use those tools to select
the names and email addresses of employees, which they can use to target an organisation.
PhishMe imitates this approach and uses this information to set up mimicked phishing email.
This service ‘scours publicly available information to further customize PhishMe’s emulated
spear phishing emails’ (PhishMe, 2013).

Description of Phishing as a Service
The Phishing as a Service of Deloitte is only recently introduced, but already nearly 20
mimicked attacks have been carried out for a wide range of clients. A phishing scenario can
exist of a couple of steps.
A mimicked attack that has recently been executed at a client is provided as an example, and
visualized in Figure 14. It is related to the introduction of flexible working (Het Nieuwe Werken),
which is relevant for a large number of organisations. The scenario consists of a number of
steps, including a harmless questionnaire, eventually luring the target into revealing valuable
information.
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1. E-mail
An email is sent, urging
people to fill in a
questionnaire. They can win
an iPad if they do.

1. E-mail

2. Landing page 1

2. Landing page 1
The first page displays the
same information as the
email. It urges you to click
next to proceed to the next
page.

3. Landing page 2

3. Landing page 2
On this page a video is placed
with the chairman discussing
the topic

4. Questionnaire
4. Questionnaire
Six questions are asked,
concerning your experience
with your working
environment.

5. Entry field 1
5. Entry field 1
You are asked to enter your
first and second name so the
results of the questionnaire
can be sent to you.

6. Entry field 2

6. Entry field 2
For safety reasons, you are
asked to fill in your
department, your password,
corporate ID and your email
address.

7. Debrief message
The final page, titled The
end , informs you that you
have fallen victim to a
phishing email. It urges you
to follow the e-Learning and
gives the keys that would
have helped you to recognize
this phishing attempt.

7. Debrief message

Figure 14: Example of a mimicked phishing attack (client data is grayed out)

Phishing portal
In order to send the mimicked phishing emails and to track the results, a phishing portal has
been built in-house. A screenshot of the portal is given in Figure 15. The portal is used by
Deloitte consultants internally. The client has no access to the portal, but receives a report
made by Deloitte consultants. The following options in the portal are present:
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-

Configure phishing: here the client name is filled in and –if applicable- a predefined
scenario is chosen.

-

Customize scenario: The scenario can be customized to a far extent. The text can be
adjusted and there is the possibility to create the scenario in different languages. A
scenario can exist of different stages

-

Look and feel: The layout of the site can be adjusted, for example by adding the logo
of the client as a banner.

-

Load targets: Email addresses can be uploaded

-

Send mails: Send the email to the uploaded addresses

-

Review results: Shows the results of all the uploaded targets.

Figure 15: Screenshot of Deloitte phishing tool

The items that are being measured are represented in Table 11, including the format in which
it is measured. An example is given in the right column. The number and nature of the ‘acts’
depend on the scenario. This is an example where targets were asked to fill in a questionnaire
and provide first name, last name, username and password.

Table 11: Items that are being measured by the phishing portal
Field

Format

Example

ID

Number

3

email

Blinded field

-BLINDED-
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category

A pre-assigned number, for 4
example per department

uniqid

Generated

hexadecimal 63bee817

unique ID
state

Steps

of

the

attack

the 5

employee has passed
act_clicked

Clicked on link? Boolean

TRUE / FALSE

act_clicked_ts

Time of click

2015-05-07
15:49:38.030302+02:00

act_clicked_ip

IP adresses used

10.8.0.1

act_clicked_ua

Type of system used

Mozilla/5.0 (Windows NT 6.3;
WOW64;

rv:37.0)

Gecko/20100101 Firefox/37.0
act_flatpage

Clicked

on

landing

page? TRUE / FALSE

Boolean
act_flatpage_ts

Time of click

2015-05-07
15:50:50.760018+02:00

act_questionnaire

Clicked

on

questionnaire? TRUE / FALSE

Boolean
act_questionnaire_ts

Time of click

2015-05-07
15:51:42.559206+02:00

act_firstname

Info employee provided

Jan

act_firstname_ts

Time of entry

2015-05-07
15:52:21.631535+02:00

act_lastname

Info employee provided

Schippers

act_lastname_ts

Time of entry

2015-05-07
15:52:21.631548+02:00

act_username

Provided username? Boolean

-YES- / -NO- / -Dummy-

act_username_ts

Time of entry

2015-05-07
15:52:49.718610+02:00

act_password

Provided password? Boolean

-YES- / -NO / -Dummy-

act_password_ts

Time of entry

2015-05-07
15:52:49.718622+02:00

act_mailsent

Is the email sent? Boolean

TRUE
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act_mailsent_ts

Time of sending

2015-05-07
11:45:48.943813+02:00

act_password_strengt

Strength of password

6

h

The following things can be concluded, related to the privacy of the clients
-

First of all, because the email address is replaced by a unique ID directly after sending,
it is not possible to trace back the results of the test to an individual employee.

-

Secondly, the input that the targets provided in the test, is being obscured and replaced
by Boolean inputs. In fact, this data does not leave the machine of the target at all. The
username and password provided are tested against some requirements, to assure
that it is no dummy data. It is compared to a list of standard entries, such as ‘test’ and
‘asdf’. What is striking, is that the asked first and last name are stored in plain text.
This is something that will be adjusted as soon as possible (P. Bolhuis, personal
communication, April 2015). It is never communicated directly to the client.

-

Thirdly, employees can be divided into categories, and policy of Deloitte is that those
categories must consist of ten persons or up. This is not technologically enforced, but
is demanded of the client (T. Dimkov, personal communication, February 2015). This
categorization can be used to report on departments or job levels for example.

Because no personal data is stored, there is no way to check whether the credentials that a
target provides, are correct. There is only the previously mentioned list of standard entries that
it is matched again. Apart from the standard entries, some targets might fill in random data, to
test whether they are being phished. If they fill in random credentials and they are being
forwarded, this is a clear indication that the website is a phishing website. On the one hand,
this is a good strategy, but on the other hand, visiting a phishing website is a risk itself, because
of drive-by downloads. It could also be that the phishing website performs a man-in-themiddle-attack, immediately resending the input to the legitimate website, so they would know
that the credentials are false. So, this kind of strategy, though better than no strategy at all,
should not be encouraged by the mimicked phishing test.
In order to avoid accepting random credentials, and thus measuring false positives, the portal
determines the strength of the password. This is based on the length of the entry and the
number of character sets used, such as capitals, numbers, and special characters. A simple
password, such as ‘welcome’, receives a lower score then ‘Welcome01!’. This feature is not
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implemented yet in the test, but in the future this could be used to prompt targets who filled in
a low scoring password, to retry, because they might have filled in fake credentials. This can
be adjusted per client, to test whether is matches the password policy of the client.

Decisions to make
Though there are steps anchored in the portal, there is a lot of room left for clients to decide
on the execution of the mimicked phishing attack. For example, whether and how to inform
the targets upfront, and what information to include. Three Deloitte consultants were
interviewed and asked about the room for manoeuvre for clients, and what decisions they
have to make before and while executing the mimicked phishing attack.
The answers they gave during the interview were transcribed, and the statements related to
decisions selected. It soon became clear that the statements could be divided into five distinct
categories. In each categories, several questions needed to be answered. The result is
depicted in the framework in Figure 16. Some questions are only relevant when other
questions are answered affirmatively. This is indicated by the arrows with the word ‘yes’. The
decisions are not necessarily walked through in the indicated order.
The framework is divided into five distinct stages: The first one is ‘preparation’: decisions to
make before signing the contract. Then the ‘decision on scenario’, where a careful assessment
should be made on which scenario to use. Deloitte usually provides some standard scenarios
that can be adjusted, but other ideas are possible as well.
After that, or sometimes in parallel, the targets can be informed. Some clients choose to inform
their targets about the coming mimicked phishing test via intranet, emails or lectures. Others
might choose to not inform them at all. Next, the execution of the attack contains the sending
of the emails. Finally, the targets might be debriefed, and results might be communicated.
There is the possibility to use the standard e-learning of Deloitte, which can also be
customized to the needs of the client.
This framework will be leading in the design process. It will be referred to as the ‘empty
framework’, because it does not prescribe the direction or the answers to the decisions that
should be made. It is the point of departure for the design process.
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Preparation
Decision on
scenario

What should the
subject of the
scenario be?

Which steps
should be part of
the scenario?

Inform the
targets upfront?

Yes

Yes

Execution

Briefing

What is the
message to
convey?

How to keep
track of results?

Debrief the
targets?

Yes

How many
emails will be
sent?

Who will be
targeted?

How targeted
should the attack
be?

How difficult
should the
exercise be?

How to inform
the targets
upfront?
Offer them a
choice in
participating?

On which level to
group the
targets?

How to debrief
the targets?

Which results to
track?

Communicate
the results?

Debriefing

Yes

Yes

Yes

Which results?

Yes
When to debrief
the targets?

Offer training
material?

Who to include
in the decision
process?

How to frame
the results?

What should the
training material
look like?

Figure 16: Empty framework of mimicked phishing attacks
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Ethical implications
As explained by Friedman et al. (2013), the Value Sensitive Design approach is based on the
belief that technology is not value-neutral. The functionalities provided by technology support
or hinder values. This chapter has tried to identify the room for decision making provided by
technology, by studying the services of many companies offering mimicked phishing attacks.
It has also taken a closer look to the current Phishing as a Service proposition offered by
Deloitte. This has led to the empty framework as presented in Figure 16, where the different
decisions that should be made are listed.
The aim of this project is to provide guidance for anyone deliberating those decisions. This will
be by taking into account values that are important to the involved stakeholders. In this
chapter, the following was found:
-

Some competitors focus on singling out risky employees in order to address them
personally, which is violating their privacy.

-

Generally, there is little attention to employee wellbeing among competitors.

-

By providing a portal with direct access to clients, some competitors give freedom to
the client, and lose control about the way the phishing is executed.

-

Deloitte offers other security test as well, as opposed to competitors who focus solely
on phishing.

-

Portal of Deloitte allows for the preservation of privacy of the targets, because it is not
possible to trace back results to individuals.

-

Deloitte receives no credentials of employees on their servers. This results in the fact
that it is not possible to check whether the credentials are correct.

Conclusion
This chapter answers the research question “What are the characteristics of current mimicked
phishing services?”. The following sub questions have been drafted to answer this question:
Which mimicked phishing services are offered?
An overview of other mimicked phishing services is provided in Appendix B: Overview of
services offering mimicked phishing. From the overview we can conclude there are several
differences between the services: the extensiveness of their services vary, the autonomy given
to the client varies a lot, some competitors present the possibility to track individual employees,
some services talk about making their emails targeted but is remains unclear what they mean.
74

How is the mimicked phishing service of Deloitte set up?
An example illustrates how a phishing scenario generally looks like. It consists of several steps
aimed at luring employees in providing the credentials. By talking to consultant of Deloitte
involved in the implementation process of PhaaS at clients, an empty framework is set up.
The framework is depicted in Figure 16.
What are the decisions that need to be taken when executing mimicked phishing?
By using the experience of Deloitte professionals, the decisions that have to be made by the
client are identified. They are presented in an ‘empty framework’, as depicted in Figure 16.
This framework will function as the starting point for the design process.
The findings of this chapter have already uncovered some ethical implications of the
technology. These are used to craft the interview guide in the case study. In the following
chapter, several case studies will be studies. The decision makers are interviewed and asked
about the choices they made, and the motivation for their choices.
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Empirical investigations
Introduction
The empirical investigations are part of the Value Sensitive Design framework (Friedman et
al., 2013). “Empirical investigations can be applied to any human activity that can be observed,
measured, or documented.” (2013, p. 72). In the case of mimicked phishing, this relates to the
decisions and choices made when executing a mimicked phishing exercise. In the previous
chapter the decisions and choices that will have to be made before and during implementation
of mimicked phishing were identified. They are presented in an ‘empty’ framework. In this
chapter, we will investigate which choices stakeholders made, and why.
Table 12: Details of step 2 (repeated)

Step 2
Extracting norms from case studies
Input

Output

Case studies

Norms

Investigation:

Empirical

Answers:

SQ3: What norms are important for the clients of mimicked
phishing services?
What are the decisions made by clients?
What norms play are role when implementing mimicked phishing?

Sub questions:

The goal of these investigations is to identify norms and values that play a role in the decision
making process on mimicked phishing. The desired outcome of all the investigations together
are value hierarchies: ‘a hierarchical structure of values, norms and design requirements (Van
de Poel, 2013). It is expected that the interviewees will be able to provide insights in the values
that have played a role in their decision making process, but might struggle to explicitly name
them, and talk about norms instead. This chapter will therefor focus on extracting the norms
that interviewees have talked about in the interviews. Is will answer the research question;
‘What norms are important for the clients of mimicked phishing services?’ To link those norms
to values, the next chapter will investigate in a conceptual way how the norms are related to
values.
In order to get a clear and complete picture of the possible choices one can make, four case
studies are investigated. They are described in section 5.1. The cases describe the
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implementation of mimicked phishing in different companies. All have been executed at clients
of Deloitte, using the Phishing as a Service proposition. In the section after that (5.3), the
underlying reasons for the decisions are studied.

Case studies and decisions
The four case studies that are investigated are chosen based on their diversity. Two are based
at large Dutch banks (bank A and B), one at a small medium enterprise (SME) and one at
Deloitte internally. All have been a client of Deloitte and have executed, or are in the process
of executing mimicked phishing exercises. As we will see, the choices made vary greatly, and
the underlying reasoning as well. All interviews were held in Dutch, so quotes are translated
by the author. At the Deloitte case, two decision makers are interviewed: someone working at
the security office, and someone working at internal communication.
For the banks, phishing has been an important topic for years, for this is a major problem for
their customers. Nowadays, they notice that their employees have become a target as well.
The decision to pay more attention to the awareness of their employee concerning phishing,
therefore been an indisputable one: they have been involved in preventing phishing attacks
for customers for years. For others, the security officers experience what is often the case with
security topics: it is often neglected and expected to be in order. This results in them having
to beg for budget, time and attention.
In Appendix B: Overview of services offering mimicked phishing an overview of the decisions
made by the companies is given. First, the similarities between the cases are discussed. After
that, the points at which they differ on are discussed, and the arguments provided by the
interviewees are listed.

Similarities
There are many similarities between the case studies. One of the most striking was the fact
that all interviewees describe hesitance when discussing the idea of introducing mimicked
phishing. All show awareness for the dubious nature of the exercise, and understand that it is
an ethically sensitive topic: it involves deceiving their employees and might be experienced in
a negative way. In most cases, the highest management level (the board) was involved in the
decision to introduce mimicked phishing attacks.
Even though Deloitte advises to perform this exercise on a regular basis to maintain the user
awareness, no structural commitment is made by any client. They all want to wait for the
evaluation of the first exercise, probably because of the risk of negative experiences for their
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employees. Furthermore, they mention the willingness to take into account the developments
in phishing and the difficulty in receiving commitment from the rest of the board.
When asked about the goal of the mimicked phishing exercise, raising the awareness of the
employees was mentioned by all interviewees. “That's my whole motivation of PhaaS; that
people are aware that there is phishing and how intense it can be when you have fallen for it.”
Furthermore, a goal that is mentioned by some interviewees is to inform the employees about
the right procedure to follow when receiving such an email.
All interviewees mention the importance of reporting about phishing in an anonymous way.
The most important reason is that being able to link the result to individual employees is not
necessary to reach the overall goal: to raise the awareness. All interviewees seem to have a
strong negative opinion in linking the result to individuals and repeatedly mentioned that that
would be beside the point of the whole exercise. Beside the aspects where consensus prevails
among the case studies, one some aspects the decisions vary. These will be discussed in the
next paragraphs.
All cases had a wide variety of people involved in the decision making process. This shows
that the decision makers sensed the ethical sensitivity - and tried to mitigate it. However,
involving a lot of people also increased the risk of the scenario to become known to employees,
and slows down the decision making process: “You want to keep it as small as possible of
course, to suppress the rumours of a pilot. A small group of people will make it less likely that
people will know in advance what will come. But you do need to involve other departments in
there.” All mentioned the involvement of the legal department, communication department and
management of the targets. Only the SME consulted a smaller group, possibly because these
departments are not present in a smaller company.

Differences
When it comes to differences, the following aspects has caught the attention of the author.
They will be discussed one by one.
-

Deciding on the scenario

-

The difficulty of the email

-

Briefing the targets

-

Offering an opt-out

-

Debriefing

Deciding on the scenario
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In all cases, Deloitte came with some examples of phishing scenarios, and those served as a
starting point for the discussion. As one interviewee noted when asked what scenario he would
otherwise have chosen: “That will be difficult, because then suddenly it comes to creativity,
and that is not one of our talents.” All interviewees chose either predefined Deloitte scenarios,
or scenarios based on those, altered to match the company. The decision concerning the
scenario is an unstructured one. By the interviewees it is described as being ‘organic’ and
involved quite some ‘pushing and pulling’. Arguments that were mentioned when deciding on
the scenario:
Realistic: what can be expected of a real attack? This is also related to the difficulty. One
interviewee mentions that he left spelling mistakes and poor sentences out, because he
expected a real attack would not have those.
Appealing/interesting to the target: Something that the target has interest in and will click on if
it wasn’t a phishing attack.
Another aspect that was mentioned by interviewees: it should not hinder real projects within
the company. For instance, the subject of the introduction of iPhones was disregarded,
because it might negatively affect the project group currently working on the introduction of
the iPhones. Another aspect Bank B mentioned, was to avoid using look-a-like names. In the
past, they had had an exercise were they used a name of a person involved with the subject
of the email. The email was about a sensitive topic within the bank, and a quick search on
social media identified him as being a manger involved in the subject. They changed the name
a little bit, so it was another indicator of it being phishing. The person that was the so-called
sender was not aware of the exercise and got a lot of reactions of colleagues, asking questions
about the email. This experience has let Bank B to decide to avoid using look-a-like names.

The difficulty of the email
The difficulty of the email is defined as the difficulty to recognize it as being a phishing attack.
It depends on many aspects: the amount of spelling mistakes, the likelihood of the scenario,
the spelling of the URL, use of logos, style of writing, and so on. It is hard to compare the email
in difficulty, but the motivations of the interviewees vary: “It shouldn’t be advanced
mathematics, it should be playful. We want people to regard this experience in a positive way”
is what one interviewee had to say about the difficulty of the email. Another one added: “We
do not want to create a culture where everyone will mistrust all emails.” A target should be
able to recognize the email as phishing, when he has followed the e-Learning, is something
almost all interviewees agreed on.
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The difficulty of the email is an important determinant for the outcome of the exercise: the click
rate at the different stages. When asked about the desired outcome of the exercise, the
amount of targets falling for the attack, all interviewees declared that that was not really
important. More important was that many people received the email and paid attention to it.
This is related to the scenario being appealing and interesting for them.
However, a high outcome can be used to create awareness: it creates a ‘shock and awe’effect. This can be used to get permission to repeat the experiment or introduce other security
awareness exercises and training. With regard to this interest, many interviewees pointed out
that even one person clicking is one too many, and can cause a breach.

Briefing the targets
Two of the described cases did not inform the targets about the mimicked phishing exercise
upfront. The SME seems not to have made a deliberate choice in the matter. When asking the
interviewee directly why he did not choose to inform the target upfront, he reasoned backwards
that then nobody would fall for the email and the effect on the security awareness would fade
sooner.
Bank A did consider the option whether or not to inform the targets upfront and decided not
to. They admitted that in order to be open and honest towards their employees, it would be a
good idea to do so. However, they expected that informing the employees upfront will result
in less influence on the awareness. Because there was no reprimand connected to falling for
the mimicked attack, they reasoned they did not have to do so. Briefing would also lower the
click rate, which would give a distorted view of the situation.
The two others did inform their targets, by sending emails and posting messages on the
internet network. Deloitte internal indicated that they found it necessary to brief their targets in
order to let it be a positive experience, instead of a negative one.

Offering an opt-out
The only party offering an opt-out, is Deloitte. In the briefing email an email address was given
where employees could email to in order to indicate that they wanted to be excluded from the
exercise. The case studies that did not inform the targets at all, could therefore not offer an
opt-out. Bank B did not offer an opt-out, and seemed not to have considered the possibility.

Debriefing
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Debriefing can be done at different moments. For instance, immediately after the target has
fallen for the attack; this makes use of the teachable moment (Kumaraguru et al., 2010). You
could also decide to do it days after the exercise (as well), in a more general way. One could
also decide to leave debriefing out, and never informing the employees that they have been
the subject of a mimicked phishing exercise.
The two cases that did the briefing offered information at both moments. They both found the
following information to be important to convey to the targets:
-

Reassurance that the targets have not really been phished

-

Mention that this exercise has been completely anonymous

-

Goal of the exercise

-

Information about how to avoid being phished, linking to E-learning

-

Information in case the target has any more questions

However, the two cases that did not include briefing, both did not have immediate debriefing.
The SME did not make a deliberate choice, but in case of bank A, there had been a discussion
where two options were discussed: either display a message directly after the attack, saying
all the things that are listed above, or not reveal directly that the email was part of a phishing
exercise and debrief days later. The author was present while the team members of the bank
discussed both options, so heard the arguments in favour and against both options. In the
end, it was decided not to notify targets directly after they would fall for a mimicked attack.
Because they were not made aware of the exercise, this would have been a too big shock.
They were afraid that the phishing message might cause some agitation among employees.
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Norms and values
“Whereas the upper layer of a values hierarchy consists of values, and the most concrete layer
of design requirements, value hierarchies will usually […] contain an intermediate layer of
norms.” Is how Van de Poel described the role of norms in the Value Hierarchy (2013, p. 258).
Norms are statements about how values should be more specific then values, and less then
design requirements. They say something about the actions that should or should not be taken
to pursuit a value.
In order to identify the norms that are mentioned during the interviews, all statements that are
normative are highlighted. Normative statements relate to how something should, or should
not be. These statements were extracted from the document, resulting in 49 statements.
Next, the statements were grouped together. For instance, many statements were related to
the feelings of employees, so they were grouped. There were also a large amount of
statements associated to anonymity. The complete list of statements can be found in Appendix
D: Normative statements in interviews.
The statements are generalised to a couple of norms. For each statement, a more general
norms was formulated. When possible, a norm that was already mentioned was applied, as to
group the norms. The result of this is also found in Appendix D: Normative statements in
interviews. They are discussed here:
Employees should not feel deceived. All interviewees talked about the effect the exercise
might have on the feelings of employees. In different wording they referred to deception:
employees might feel fooled, mocked, or tricked. They all agreed this should be avoided as
much as possible.
It should not damage the self-image of employees too much. Other reasons why employees
might get upset, is because falling for the mimicked attack might contradict their perception of
their own abilities. They might feel very good about their security behaviour, and getting
confronted for falling for the exercise might come as a shock. To them, the exercise could be
experienced as very confrontational.
It should not be possible to trace back results to individual employees. This is something all
interviewees had a strong opinion about: at no cost should it be possible to link the results of
the exercise to an individual. First of all, it would not benefit the security officers in any way.
Second of all, they found it important to communicate this clearly to all stakeholders, as to
assure them there are no negative consequences in participating on the test.
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It should be a positive experience for employees. This is something that is literally mentioned
by the Deloitte interviewees, but seems to be implied by other interviewees as well: “[…]
shouldn’t cause negative associations”, says the interviewee from bank A. And both Deloitte
and bank B introduce rewards for employees who react quick or correct. When asked about
the motivation for this, they also refer to the positive feeling it brings to not only punish, but
also reward.
It should create more support for awareness exercises. As discussed before, apart from within
the banks, security is a neglected subject. Some justified their decision to heighten the
difficulty of the mimicked attack, with the fact that this could be used as an argument in future
discussion about the implementation of security (awareness) measures. So the IT officers are
interested in that as well.
It should create (lasting) security awareness. The most important argument for the
implementation is that it would help to heighten the security awareness of the employees and
therewith the resilience of companies to phishing attacks.
It should be open and transparent. This was explicitly mentioned in regard to informing the
employees upfront about the exercise.
It should have a high response rate. This statement stroke the author as very relevant. The
interviewee said he did not care as much about the amount of employees falling for the phish,
but found it important that most recipients would read the email and feel addressed and press
to do something with the email. He referred to a former phishing test where a large part of the
employees felt the subject of the email as not meant for them. It then loses the purpose of
challenging employees to recognize it as a phishing email.
In the next chapter, the norms will be linked to values. The values will be conceptualized,
which might result in additional norms.

Conclusion
During this step in the design process, empirical investigations are used to identify norms that
play a role in the decision making process when implementing MTPA. By means of case
studies, interviewees are asked about which decisions they have made and why. The
What are the decisions made by clients?
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The decisions that are made by the clients that have been used as case studies are presented
in Appendix B: Overview of services offering mimicked phishing. There are a couple of
similarities between all the case studies. One of the most striking was the fact that all
interviewees show awareness for the dubious nature of the exercise, and understand that it is
an ethically sensitive topic. This is the reason for involving a wide variety of people in the
decision making process to make sure all interest are represented. All value the preservation
of privacy and found it important to not be able to trace back results to employees.
Furthermore, none have made a structural commitment of performing the MTPA on a regular
basis, but await the evaluation of the first exercises.
On the other hand, there are also mayor differences, regarding the difficulty of the email,
whether the targets should be briefed beforehand, whether an opt-out should be offered and
how and if to debrief.
What norms play are role when implementing mimicked phishing?
The following norms have been extracted from the interviews:


Employees should not feel deceived.



It should not damage the self-image of employees too much



It should not be possible to trace back results to individual employees.



It should be a positive experience for employees.



It should create more support for awareness exercises.



It should create (lasting) security awareness.



It should be open and transparent.



It should have a high response rate

This chapter has shed light on the motives for decision makers for the various ways of
implementing MTPA within their organisation. In the next chapter, the norms will be linked to
overarching values in order to come to a Value Hierarchy.
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Conceptual investigations
Introduction
The previous design step has resulted in a number of norms that are foundi mprotant by
decision makers when implementing MTPA. In this chapter, the norms are linked to
overarching values. The values will then be conceptualized, and additional norms emerge.
According to Van de Poel (2013), the conceptualisation is mainly a philosophical activity,
requiring little knowledge of the context of the design. However, when specifying values into
norms, this is very context-specific: “This is so because conceptualization does not add
content to the value but merely tries to clarify what is already contained in the value.
Specification, on the other hand, adds content, and this content is context or domain specific.”
(2013, p. 261). To connect the norms with values, literature of philosophical nature is being
consulted. The other way around will be based mainly on statements of interviewees.
So, to construct the norms and values, two approaches are used. First, bottom-up: the norms
themselves are used as a starting point, and the author has asked herself why a norm would
be important to the stakeholders. Take for instance the wish of all interviewees to make it
impossible to trace back results to individual employees. When asking oneself why this is
important, an obvious reason would be to protect the privacy of the employees. Privacy will
therefore be investigated further in section 6.3.2.
A second approach is top-down: to look directly into literature discussing values that are faced
when mimicking phishing. The most important paper that was studied was written by one of
the authors involved in the controversial ‘social phishing’-experiment by Jagatic, Johnson and
Jakobsson (2007). Because of the heat the researchers experienced after their experiment,
one of the authors set out to think about the ethical questions related to their approach and
present them in another paper: Conducting Phishing Experiments (Finn & Jakobsson, 2007).
They state that mimicked phishing ‘poses a thorny ethical issue to the researcher’. The issues
are related mainly to informed consent and deception. These concepts have been investigated
further, and the results are described in this chapter.
The result of this design step will be the two upper level of the Value Hierarchy. It will answer
the research question ‘What values are important when implementing mimicked phishing?’
Table 13: Details of step 3 (repeated)

Step 3
Linking norms to values
Input

Output
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Norms
Literature about values
Relevant legislation and case law

Upper two level of Value Hierarchy (values
and norms)

Investigation:

Conceptual

Answers:

SQ4: What values are important when implementing mimicked phishing?

This chapter is structured as follows: first the norms of the previous chapter are discussed and
linked to values in section 6.2. Secondly, each value is discussed separately, clarifying the
values and perhaps specifying it into additional norms in 6.3. This leads to the discovery of
the fact that the values can be grouped and are related to two overarching values, as
discussed in 6.4. The resulting upper two levels of the Value Hierarchy are presented in the
conclusion.

Values related to the previously mentioned norms
The interviews resulted in seven generalized norms. In this section, the norms will be linked
to values. This will be done by asking oneself why such a norm is important to an interviewee.
This can be repeated until coming to an overarching, philosophical term that is not only related
to mimicked phishing. Some of these linkages will be based on assumptions about what the
values entail. Conceptualisation of the values will be done later on in the chapter, and might
change the initial assumption.
The reason for focussing on norms in the empirical investigations, is because the interviewees
were not expected to talk about values. It is often difficult to specify the values that played a
role in the decision making process, especially if they were not made specific at the time
(Friedman et al., 2013). However, in one of the case studies one value was explicitly involved
in the process of executing mimicked phishing. The workers council of bank B was involved
in the decision making process, and when asked about their role, the interviewee told me that
they wanted to ensure the project to reflect ‘good employment practices’. The working council
found that, in order to comply with ‘good employment practices’ anonymity should be
guaranteed, employees should not feel fooled, and employees should have access to the
training before the first exercise. This value will be discussed first, in 6.3.1.
The norms that resulted from the empirical investigations are discussed one by one:
1. Employees should not feel deceived
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This norm obviously has to do with deception, a value widely discussed in literature and
mentioned by Finn and Jakobsson (2007) as being one of the two most controversial aspects
of mimicked phishing. The other controversial aspect they name is the complete waiver of
informed consent. Since these topics are closely related (discarding informed consent means
introducing deception to an experiment), these topics will simultaneously discussed in section
6.3.2.
2. It should not damage the self-image of employees too much.
A value that is closely related to security behaviour of end users, is self-efficacy. Self-efficacy
is very relevant in this context, because it determines whether employees will adjust their
behaviour, which is one of the most important goals of the mimicked phishing exercise.
Although a more detailed description and exploration of the values is given in 0, it can already
be revealed that damaging the self-image of users is not beneficial to self-efficacy, and
therefore to security behaviour.
3. It should not be possible to trace back results to individual employees.
This norm has to do with protecting the privacy of the employees. Privacy will therefore be
conceptualized in section 6.3.3.
4. It should be a positive experience for employees.
When speaking of a positive experience, it remains unclear what is exactly meant. One of the
interviewees mentioned in this regard: “It shouldn’t be advances mathematics, it should be
fun”. So it seems that this norms relates to the fact that the exercise should be fun, despite
the fact that the purpose of the exercise is to learn something. There is a great body of science
defocussing on gamification: it entails the ‘the use of game design elements in non-game
contexts’ (Deterding, Dixon, Khaled, & Nacke, 2011).
When thinking about it, it seems that the interviewees meant that despite the deception and
the confrontation with one’s own failure, the experience should be as positive as possible
It might therefore suffice to see how the damage of those other values can be limited. For the
time being, this norm is parked, to see if it will fit with others values. This will be reflected on
in the concluding section 6.3.2.
5. It should create more support for awareness exercises.
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This norm is mentioned out of practical considerations: managers in charge of information
security often face a lack of support, which is manifested in a lack of resources and manpower.
One interviewee mentioned that they explicitly chose to also target the management with the
mimicked phishing exercise, as to make them aware of the threat as well. One of the goals of
implementing MTPA is therefore to make the threat of phishing visible by doing such an
exercise. This will be further elaborated on in section 6.3.2 when discussing deception and
informed consent.
6. It should create (lasting) security awareness.
As discussed before, self-efficacy has a considerable influence on the security behaviour of
individuals (Rhee, Kim, & Ryu, 2009). That is why this norm is also considered to be related
to self-efficacy.
7. It should be open and transparent
This norm also has to do with deception, because being open and transparent can be regarded
as being the opposite of being deceptive. What is interesting is that interviewees both don’t
want employees to feel deceived, as well as not want the experiment to be deceptive in itself.
The relationship between the two norms will be investigated in section 6.3.2.
8. Employees should have access to training material before first test
This is related to the ‘good employment practice’, which will be discussed in 6.3.1.
9. It should have a high response rate
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This norm is related to raising the security awareness, because if somebody discards the
emails because he or she feels that the email is not of interest, the goals of the exercise is not
met. This will be treated in section 6.3.4.
Legend
Value

Informed
consent

Norm

Deception

4. It should
be a positive
experience
for
employees.

7. It should
be open and
transparent

Good
employment
practice

1. Employees
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Self-efficacy
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Figure 17: Initial linkage of values to norms

The above reasoning has linked the mentioned norms to values. The overview has been
depicted in Figure 17. In the next sections, the values will be conceptualized and specified.
This might lead to additional norms and perhaps to different linkages.

Conceptualizing the values
The values that have been mentioned in the previous section are discussed in the next
sections.

Good employment practice
As mentioned before, one of the interviewees (of bank B) indicated that that value played a
major part in the decision making process of the mimicked phishing. The term ‘good
employment practice’ is a translation from the Dutch term ‘goed werkgeverschap’. Good
employment practice is a legal term, coined in legislation with regard to employment.
Unfortunately, checking the legislation clarifies little. Article 611 (Burgerlijk Wetboek Boek 7,

Bijzondere overeenkomsten, 2015) merely states that: “the employer and the employee are
required to behave as a good employer and a good employee.” There are no strict
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requirements listed that make you a good employer, but jurisdiction has formulated some
grounds (Bakboord, n.d.). They are the following:
Principle of carefulness: make careful decisions in dialogue with the employee
Principle of trust: meeting the expectations of employees
Principle of justification: important decisions should be well substantiated
Principle of equality: all employees should be treated equally
As the work council of bank B has clearly defined for themselves what they understand by
‘good employment practice’, this will be leading. They identified the following three aspects:
(1) anonymity should be guaranteed, (2) employees should not feel fooled, and (3) employees
should have access to the training before the first exercise. The first one, anonymity, seems
to be related to privacy, which is discussed separately. The second aspect, the feeling of being
fooled, is also related to the notion of trust. And the third requirement, access to training, is
possibly linked to the principle of equality: all employees should have a fair chance of
recognizing the mimicked attack.
The principles that are not discussed yet, are the two that are related to decision making in a
careful and justified way. Good employment practice entails discussing important decisions
with your employees. In larger organisations, this is usually done with a work council.
According to jurisdiction, this is an important aspect of good employment, and should also be
included in the Value Hierarchy. For that reason, the norm ‘involve a representative of the

Good
employment
practice

Employees should
not feel deceived

Employees should
have access to
training material
before first test

Involve a
representative of
the employees in
the decision
making process’

It should not be
possible to trace
back results to
individual
employees.

Figure 18: Specification of good employment practice
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employees in the decision making process’ is added. The resulting Value Hierarchy is depicted
in Figure 18. Deception is eliminated because it will be discussed in the next step 3.3.2

Deception/informed consent
One of the most important ethical issues when conducting mimicked phishing exercises, is
that it involves a certain degree of deception. In science, deception is often used in social
psychological and sociological studies, as well as pharmacological studies, for instance when
placebos are involved. An Institutional Review Board (IRB) needs to review, assess and
oversee those experiments. Next to complying with regulation, the IRB sees to it that the
research is conducted in consistence with the Belmont Report (National Commission for the
Protection of Human Subjects of Biomedical and Behavioral Research, 1979). The Belmont
Report identifies three fundamental ethical principles for research involving humans:


Respect for persons - This means that people should be treated as autonomous
human beings who are capable of self-determination.



Beneficence - This means that the subjects should not been done harm and that any
risks caused by participation are out-weighed by the benefits of the study,



Justice - This deals with the principle that the benefits and risks of the research are
properly distributed across potential subjects.

They are called principles in the Belmont Report, but seem to be values. The first principle
has a practical implication for experiments: “Respect for persons means that participants are
allowed to freely consent to participate and should be fully informed of the nature of
participation” (Finn & Jakobsson, 2007, p. 4). The underlying value that needs protection here
is the autonomy of the employees.

Informed consent
In most studies, and in mimicked phishing as well, it is nevertheless not an option to fully
inform the subject about the experiment and ask for permission. There should always be some
secrecy, else the exercise would not be a challenge. Employees should genuinely belief that
the email they get is a real email, as to maximize the learning effect. The effect of ‘embedded
learning’, is most effective because it is offered at a moment when people are most motivated
to learn (Kumaraguru et al., 2010).
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Off course, there are two important differences between scientific experiments and mimicked
phishing exercises within a commercial environment. First, there is no IRB that needs to
approve of a mimicked phishing exercise in a commercial environment before it can be
executed. Secondly, the goal of the phishing experiment is to objectively quantify the problem
of phishing. In the case of the mimicked phishing, raising the awareness of employees is the
main goal, with the added benefit that is would measure the vulnerability to phishing in the
process. Interviewees all confirmed that the former was more important, although they were
curious as to how their organisation scored with respect to similar organisations. The problem
scientific experiments focussed on quantifying phishing face, is that every piece of information
might make the subjects of the experiment wary of phishing, influencing the final result.
Because of these differences, mimicked phishing exercises can minimize the amount of
deception needed for a successful exercise. The degree of deception can be minimized in the
mimicked phishing attack, as to adhere to the ethical principles of the Belmont report as much
as possible. Out of respect for the subjects, they should be informed as much as possible,
without eliminating the surprise effect of the email.
Furthermore, getting informed consent is less of an issue, because the nature of the exercise
can be revealed without muddling the result. The consent of the employees can be asked,
albeit with withholding some information, for instance the scenario of the mimicked phishing
attack. Consent has already been taken into account with the case study at Deloitte. There,
people were given the option to opt-out. Dennedy, Fox and Finneran (2014) drafted five
protocols for permission gathering, being:


Opt-out: you are assumed to be involved in the exercise, and should indicate if
otherwise



Opt-in: the opposite of opt-out, you are not included in the test unless you indicate
otherwise



Implied consent: applicable when the process is considered obvious, and expected in
the specific context, ‘that permission may be implied by an individual’s participation in
the contextual relationship at all’ (p. 9)



Informed consent: being you are made fully aware and informed of the facts before
giving permission



Express consent: when you have to perform a simple action to indicate consent, such
as ticking a box.

92

The exact way consent will be given, will be specified in chapter 7, when the requirements are
fromed. For now, the norm ‘require consent’ will be added to the Value Hierarchy.

Direct debriefing
Secondly, the principle of beneficence should be taken into account. The harm to the
employees should be minimized. When conducting mimicked phishing exercises, the harm
the employee might experience is related to feeling deceived. In the context of scientific
experiments, the harm is usually limited by debriefing (Finn & Jakobsson, 2007, p. 5):
“Debriefing […] involves explaining the nature and purpose of the deception and attempting to
alleviate any discomfort the subject might experience upon learning that he/she was
deceived.”
However, there are authors who argue for none or a minimal debrief. Dimkov, Pieters & Hartel
(2010) propose two methodologies for performing physical security penetration testing. They
suggest that the debriefing caused more stress to the subject then the security test itself. It
can be argued that physical penetration testing is more confronting for employees, especially
when social engineering is allowed. The penetration tester then directly interacts with the
employee. Nevertheless, during the empirical investigations, one of the case-studies
introduced this argument when deciding to exclude direct debriefing. ‘Avoiding direct
debriefing’ will thus be a norm linked to ‘minimize harm to employees’.

Conclusion
Concluding, this analysis of the concept of deception and informed consent has led to a
different way of looking at those values. Deception itself is not the most interesting value, but
‘autonomy’ and ‘minimizing harm’ are. It is therefore proposed to use those terms instead.
They are in turn linked to the following norms; Autonomy is linked to ‘require consent’ and
‘inform as good as possible’. Next to those norms, there were already norms identified by
interviewees. Those norms are: ‘employees should not feel deceived’, ‘should be a positive
experience’, and ‘should be open and transparent’. The latter is covered by requiring consent
and informing upfront, so it is considered redundant and is therefore left out.
The other two are related to the norms and values described as well. The feeling of deception
has to do with the harm that is caused by debriefing. It is therefore considered covered.
Secondly, it being a positive experience is related to minimizing harm. The resulting top of the
Value Hierarchy is shown in Figure 19.
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Minimize harm

It should be a
positive
experience for
employees.

No debriefing

Autonomy

Require consent

Inform as good as
possible

Figure 19: Specification of minimizing harm and respecting autonomy (initially deception)

Privacy
There is a vast amount of literature trying to conceptualize the term privacy (Fuchs, 2011). In
this regard, privacy has to do with the norm of ‘not being able to trace back results to
individuals’. Because personal data of the employees is used (their email addresses), there
can be made a link to individuals. Privacy with regard to the processing of personal
information, is often related to legislation. In the Netherlands, the Dutch Data Protection Act is
applicable. This law is the national implementation of the European Data Projection directive
95/46/EC (The European Parliament and of the Counsil, 1995).
An interesting case that is related to mimicked phishing, is that of the Media Markt where
employees were secretly videotaped for training purposes. This case has been widely covered
by Dutch media and has served as an example case of interpreting the Dutch Data Protection
Act (Wet Bescherming Persoonsgegevens, 2000). Two instances were investigated:
-

The observation of employees by means of ‘mystery shoppers’, equipped with hidden
cameras. The camera observations were shown for training purposes

-

The observations from security cameras were used by management to address
employees on the way they functioned or behaved.

The first instance will be explored further within this thesis, as it is closely related to mimicked
phishing exercises. It also involves deception, processing of personal data, and the goal is
training. Because the reasoning involved with this case is described elaborately in a report
issued by the Dutch Data Protection Authority (College Bescherming Persoonsgegevens,
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2013), this reasoning can also be applied to the mimicked phishing case. It will be described
step-by-step in the following text.

Personal data
The first thing to establish is whether personal data has been used. The definition of personal
data is: ‘any information relating to an identified or identifiable natural person (‘data subject’);
and identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity’ (The European Parliament and of
the Counsil, 1995, p. Article2a).
Following the definition, a business email address can in many cases be considered as being
personal data. Most business email addresses are composed of the employee’s surname, in
combination with either his first name or his initials. In those cases, it can be classified as
personal data, for it is traceable to a natural person.
It is important to note that Deloitte gathers and holds the least amount of personal data as
possible, while still being able to carry out the job.

Roles of Deloitte and of client
Secondly, the roles of the involved parties should be clarified. The roles mentioned in the
legislation are the responsible party and the processor. In the case of Deloitte performing a
mimicked phishing attack for a client, the client can be considered the responsible party.
According to article 1, the responsible party is the party who ‘alone or together with others
determines the purposes and means for the processing of personal data’. The processor is
the entity who processed the personal data on behalf of the responsible party, without being
under the direct authority to that party (Wet Bescherming Persoonsgegevens, 2000).

Legal basis
The next question is whether there is a legal basis to process the personal data. The possible
bases are described in article 8, and are the following:
a) the data subject has unambiguously given his consent;
b) the processing is necessary for the performance of a contract to which the data subject
is party, or for taking pre contractual steps in response to a request by the data subject
and which are necessary for the conclusion of a contract;
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c) the processing is necessary for compliance with a legal obligation to which the data
subject is subjected;
d) the processing is necessary to protect the vital interests of the data subject;
e) the processing is necessary for the proper performance of a public duty by the relevant
administrative body or the administrative body to which the data are disclosed, or
f)

the processing is necessary for the protection of the legitimate interests pursued by
the controller or by a third party to whom the data are disclosed, except where the
interests or fundamental rights and freedoms of the data subject, particularly the right
to protection of personal privacy, prevail.

The judgement
In the case of Media Markt, the judges ruled that there was no legal basis for the processing
of the personal data. The rejection of some of the legal bases are obvious: Media Markt does
not need to process the data for legal obligations (c), vital interest for the data subject (d), or
has a public duty (e). The processing was also not necessary for the processing of a contract,
so (b) is neither applicable. The two bases that remain are (a) and (f).
With regard to giving consent, this has not been the case. According to the definition of consent
in article 1, the consent should be free, specific and informed. Interestingly, jurisdictions show
that consent given by an employee to their employer is never considered proper consent. The
decision can never be considered as ‘free’, because employees are in a vulnerable position
and refusing to participate for training purposes might give the impression that he does not
want to improve (Tweede Kamer der Staten-Generaal, 1998). So consent is not possible as
meant in the Dutch Data Protection Act (Wet Bescherming Persoonsgegevens, 2000).
The last possible basis would be legitimate interest. To be able to make a claim on that basis,
three requirements should be met:
-

There is a legitimate interest

-

It is necessary, including proportionate and subsidiary

-

The importance of the responsible prevails over the interests of employees

Because Media Markt is a retailer, training of the employees supports the regular business
activities. However, to the question whether it is proportionate, the Dutch Data Protection
Authority ruled that it is not the case; using camera observations is a big violation of the privacy
of the employees. Next to that, it is unclear whether there are other ways to reach the training
purpose, like role playing, or mystery shopping without the use of cameras.
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Furthermore, the judge rules that the interest of Media Markt to train staff is subordinate to the
interest of employees to carry out their work without being subject to the covert video
surveillance that is specifically aimed at carrying out sales activities.
Because here is no legal basis as mentioned in article 8 (Wet Bescherming

Persoonsgegevens, 2000), the Dutch Data Protection Authority concluded that Media Markt
is violating the law by using covert camera observations for training purposes.

Lessons to learn for mimicked phishing
Discussing the case of the Media Markt has given some insights in the handling of the Dutch
Data Protection Authority. It has clarified the issue of using personal data with regard to
privacy. The question whether the proposition of Phishing as a Service is compliant with the
Dutch Data Protection Act is unclear. Legislation is often open for interpretation, and only case
law can make clear what exactly would be the outcome of the assessment of a judge. To
comply as much as possible with the law, the following norms should be considered:
-

Use and store as little personal data as possible, only data needed to execute the
mimicked phishing attack

-

Even though it might not be considered as ‘free’, ask for consent of the employees. It
might be considered ‘more free’ if the list of people not giving consent is not to be seen
by the client (their employer).

-

Inform employees to further strengthen the presence of consent as defined in article
1.

-

The norm that was mentioned by the interviewees with regard to privacy is relevant as
well: It should not be possible to trace back results to individual employees.

The above mentioned considerations are taken into account as norms. They are depicted in
the Value Hierarchy in Figure 20.
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Figure 20: Specification of privacy

Self-efficacy
The aim of mimicked phishing is to change the behaviour of end-users. In their article ‘Selfefficacy in information security: Its influence on end users' information security practice
behaviour’, Rhee et al. investigate the aspects that influence this behaviour, using social
cognitive theory.
Rhee et al. define self-efficacy in information security (SEIS) as “a belief in one’s capability to
protect information and information systems from unauthorized disclosure, modification, loss,
destruction, and lack of availability.” (2009, p. 3). They found that SEIS ‘significantly influenced
users’ current security practice behaviour regarding both the use of security software and
security conscious care behaviour’ and are more likely to exert high levels of effort to enhance
information security. These are aspects that security officers are interested in improving with
mimicked phishing exercises.
Using a quantitative approach, they found which factors significantly influence the self-efficacy
of users. They are portrayed in Figure 21. They found evidence for three factors:
‘computer/internet experience’, ‘security breach incidents’ and ‘general controllability’. The
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experience part is something that is out of the influence and scope of a security officer, but
the other two factors offer some grips.

Computer/Internet
experience

Security breach
incidents

Self-Efficacy in
Information
Security

General
controllability
Figure 21: Model of Rhee et al. (2009) describing the factors connected to SEIS

With regard to security breach incidents, Rhee et al. base their hypothesis on grounded selfefficacy theory. Successful experiences in the past enhances self-efficacy, and prior failure
subsequently hinders self-efficacy (Higgins, 1995). And indeed, their research finds a
significant link between negative experiences such as having a virus or being victim of cyber
fraud and SEIS.
The perceived general controllability of information security threats can be defined as ‘an
individual’s belief in the availability of technological means and solutions to control information
security threats in general.’ (Rhee et al., 2009, p. 5). They divide it into two aspects: the
personal efficacy to affect changes by exercising efforts, and the controllability of the problem
domain.
In the case of phishing, this can be translated in the need for a clear and good procedure that
employees can follow once they stumble upon a real phishing attack. Furthermore, employees
should believe that their organisation is able to pick up their notification and handle it properly.
This could be accomplished by regular communication regarding noticed and prevented
phishing attacks.
With regard to the security breach incidents effecting SEIS, it is suggested that prior
experiences in falling for phishing harm the self-efficacy of employees. Successful
experiences on the other hand will enhance it. The mimicked phishing attacks can serve as
one of those experiences. Recognizing the attack will be beneficial for SEIS, while falling for
it is not. This is related to the concept of ‘damaging the self-image of the employees’. Because
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they are confronted with their own failure, their self-efficacy will decrease, and as a
consequence their security awareness and behaviour.
Therefore, the exercise should be relatively easy to recognize by all employees and should
provide feedback if they do recognize it. This should also be the case for real phishing attacks
that they report: it should be confirmed that they have successfully withstood a phishing
attempt.
The original norms linked to this value are: ‘It should not damage the self-image of employees
too much’ and ‘It should create (lasting) security awareness’. The first norm is covered by
introducing a more concrete norm ‘the exercise should be relatively easy’. The other two
norms added are mentioned in the previous paragraph: ‘Positive feedback when reporting a
(mimicked) phishing attack’ and ‘a clear procedure to report phishing attacks’. All the norms
are related to self-efficacy, which in turn is related to security awareness. It can therefore be
considered as a higher value.
While discussing the Value Hierarchy with stakeholders, the term ‘self-efficacy’ repeatedly
caused confusion. While it is a common term in social science, the general public has no clear
understanding of the meaning until explained by the author. For the sake of easy
communication, and concert with the stakeholders, this term has been changed in ‘security
empowerment of employee’ which is comparable in definition (see Anderson, Funnel,
Fitzgerald, & Marrero, 2000 for an example of the use of empowerment and self-efficacy). The
process of verification is discussed in chapter 9. The resulting Value Hierarchy is depicted in
Figure 22.

Security
empowerment of
employee

Positive feedback ror
employee when
reporting a (mimicked)
phishing attack

Mimicked attack
relatively easy to
recognize

Clear procedure to
report phishing
attacks

Figure 22: Specification of security empowerment of employee
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Visibility of security awareness
Some interviewees mentioned that they struggled with gathering enough support for their
quest for better information security from higher management. They want to use the outcome
of the mimicked phishing test to inform the board of the threat and get extra resources to raise
the security awareness.
Only two out of four interviewees suggested this, but several studies back this up. The ISF’s
Information Security Status Survey (ISF, 2002) indicated that almost all of their members think
that the effectiveness of their security awareness initiatives is not high, and that more than
80% feel they do not commit sufficient time and resources to their awareness activities.
The interviewees that mentioned this norm, shared the wish that the outcome of the phishing
test would be realistic and gave clear view of the current level of security awareness to the
management. It is therefore important to have a quantifiable result, which can be compared
with the results of exercise in the past, or performed at similar organisations. The associated
hierarchy is shown in Figure 23.

Visibility of
security
awareness

Quantifiable result
of exercise

Realistic result of
exercise

Figure 23: Visibility of security awareness

Overarching values
All values have been discussed in more detail and have been conceptualized into additional
norms. When merging the separate value hierarchies, an overarching insight emerges. In the
case of two values, an overarching value is added. Both ‘visibility of security awareness’ and
‘security empowerment of employees’ are related to security awareness. When considering
the other values, there seems to emerge another overacting value: the wellbeing of the
employee. ‘Privacy’, ‘good employment practice’, and both ‘minimizing harm’ and ‘autonomy’
are concerned with the feelings of the employee.
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When reasoning downward, we can ask ourselves the question: are these the values that fit
with the overarching values. In the case of security awareness there seems to be missing
something. By making sure security empowerment and visibility is guaranteed, security
awareness need not necessarily be reached. It is also necessary that many employees are
reached with the exercise. Therefore, this value is added. Obviously, many employees can be
reached by making sure many participate in the exercise. It is also important that the
employees who do participate in the exercise pay attention to the email they will receive. If the
email does not interest them, they will not even consider clicking on the link in it. The scenario
should be interesting and appealing for them, to consider it in the first place.
Security
awareness

Many employees
reached

Interesting/
appealing scenario

Many employees
selected to
participate

Figure 24: Additional value associated with security awareness: Many employees reached

This finalises the upper two level of the Value Hierarchy; all values can be associated with one
of the two overarching values. This is also convenient to identify the dilemmas. They will
emerge when trying to translate the values into requirements. This will be done in the next
chapter.

Conclusion
This step in the design process has linked the norms to the values and y reasoning top down
as well as bottom up constructed the upper two levels of the Value Hierarchy. Interestingly,
two overarching values could be identified: ‘security awareness’ and ‘well-being of employee’.
The result is displayed in Figure 25, and answers the research questions: ‘What values are
important when implementing mimicked phishing?’

102

Security
awareness

Legend
Value
Value

Norm

Top-management
support

Self-efficacy

There should be a
clear procedure to
report phishing
attacks

Exercise should be
relatively easy

Positive feedback
when reporting a
(mimicked) phishing
attack

Reach many
employees

Surprising outcome
of mimicked attack

Scenario should be
realistic

Scenario should be
interesting/
appealing

Good
employment
practice

Employees should
not feel deceived

Employees should
have access to
training material
before first test

Involve a
representative of
the employees in
the decision
making process

It should not be
possible to trace
back results to
individual
employees.

Every employee
participates in the
exercise

Well-being of
employee

Privacy

Use and store as
little data as
possible

Ask consent of
employees in an
anonymous way

Minimize harm

Inform employees
as fully as possible

It should be a
positive
experience for
employees.

Autonomy

No debriefing

Require consent

Inform as good as
possible

Figure 25: Upper layers of the Value Hierarchy
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Requirements and value conflicts
This chapter treats step 4 of the design process as explained in chapter 2 and presented in
Table 14. In the previous chapter, the upper two levels of the Value Hierarchy are constructed.
Multiple values are identified that are important to take into account in the design process of
MTPA. Aiming for multiple values causes conflicts. These conflicts are identified after the
translation into requirements, because then they are most clear. In section 7.1, the norms are
translated into requirements. The contradicting requirements are identified and discussed in
7.2. Finally, solutions are argued for in 7.3, leading to the decision to drop some of the
requirements. In the next chapter, the remaining requirements are used to make the design of
the step-by-step guide.
The aim of this chapter is to come up with a list of non-contradicting requirements. It answers
the following research question: “What requirements can be distilled form the analysis?” See
Table 7Table 6 for an overview of this step.
Table 14: Details of step 4 (repeated)

Step 4
Set up requirements and solve value conflicts
Input
Upper two level of Value Hierarchy (values and
norms)

Output
Requirements

Investigation:

Conceptual/Technical

Answers:

SQ5: What requirements can be distilled form the analysis?

From norms to requirements
In this first section, the norms are treated one-by-one, and specified into requirements. The
earlier definition given of a requirement is:
Requirement = A context-dependent specification of a norm, being either more specific
with respect to scope of applicability, goals or aims strived for, and/or actions or means
to achieve these aims.
Converting the norms into requirements is called specification (Van de Poel, 2013). According
to Van de Poel (2013) this means adding information to the norms. The requirements form the
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lowest level of the Value Hierarchy, so should provide enough information to base the design
on. Therefore, it is decided to formulate the requirements into prescriptive actions that can be
inserted in the step-by-step guide.
This chapter walks through the argumentation for the requirements one-by-one. Table 15 and
Table 16 present the norms and the associated requirements. In the next two sections the
argumentation for each requirement is presented. Both the norms in the table as in the text
are numbered, so the text and table can be combined. Some requirements are mentioned in
relation with multiple norms, these are marked with an asterisk.

Security awareness
Starting with the values and norms associated with the overarching values ‘security
awareness’. See Table 15 for an overview.
(1) In order to meet the norm ‘positive feedback for employee when reporting a (mimicked)
phishing attack’, four requirements are formulated. First, it should be possible to report
phishing formally within the organization, a requirement that is also mentioned in relation
to another norm: “Clear procedure to report phishing attacks.” Secondly, to receive the
feedback, there should be a mechanism that will send a confirmation to the employees after
they reported an attack. Depending on whether this attack was part of an exercise, the
message can confirm that the employee has indeed recognized the attack. If an employee
does not recognize the phishing attack, he or she should also receive immediate feedback
to make use of the teachable moment. This can be done by providing a webpage after the
final step of the scenario has been completed, displaying information about the fact that
they have just fallen for an attack and how they can prevent that from happening next time.
These four requirements cover the norm of providing positive feedback to the employee
when reporting phishing.
(2) To make sure the attack is relatively easy to recognize for an employee, two requirements
should be met. The attacks should include many indicators that tell that the email and
landing pages are part of a phishing attack. These indicators include: spelling mistakes,
suspicious URLS, and incredible and farfetched stories. To make sure the employee
recognizes it easily, the learning material should pay attention to the indicators.
(3) To support the norm of having a clear procedure, the earlier mentioned requirement of
having a simple one-click procedure for employees to report phishing should be
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implemented. For instance, this could be an email address where the suspicious email
could be forwarded to, or a button within the email client. This procedure should be brought
to the attention of the employees in all communications linked to the MTPA, the
requirements of which are mentioned in relation to norm 8.
(4) The wish of having a quantifiable result to the MTPA can be translated in the following
requirements: first of all, it means that the actions of the employees should be measured.
This results in numbers that tell something about the threat the organization is facing.
Secondly and thirdly, those numbers can be compared with the results of past MTPA’s, and
with the results of other organizations, that are comparable in industry and computer use.
The final requirement that is set is to provide the possibility to divide the employees in
groups, for instance based on department or location, because this can give more context
information about the numbers.
(5) In addition to the norm before this one, the result of the MTPA should be realistic. The
outcome of the exercise should represent the threat the organization is facing of falling
victim to real phishing attacks. There are two requirements to contribute to this norm. The
first is to base the scenario on real incoming phishing attacks; this way, the number of
employees that fall for the MTPA represents the number of employees that should fall for
a real phishing attack. This should be combined with a second requirement to ‘do not warn
employees upfront about the exercise’. This can be achieved by not providing any
information about the exercise, as well as asking employees to not tell their colleagues
about the attack. When an employee falls for a MTPA and is presented with direct
debriefing information about the exercise, they could shout out and tell colleagues about
the experience; the direct debriefing information should therefore also ask them to not tell
others about the exercise in order to make it more realistic.
(6) An interesting and appealing scenario should be strived for, so that all employees who do
not recognize the scenario as a phishing attack, click the link. The requirement ‘make
scenario that invites employees to click on a link’ is easier said than done. Another
requirement might help in achieving the norm: ‘involve people who can come up with
interesting scenarios’, people who are familiar with the interests and the tasks of the
employees.
(7) Finally, to make sure many employees are reached, the obvious thing is to select many
employees to participate in the exercise. The added requirement is to select employees
who are at risk to phishing, which would be anybody who has access to email. The
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employee does not even need access to valuable information, as the theory on Advanced
Persistent Threats (see chapter 3 for more information) tells us that they can be used as a
lever to get to other employees.

Table 15: Requirements belonging to the norms associated with ' security awareness’

Norm
1 Positive feedback for

Requirement
Provide simple one-click procedure for employees to report

employee when reporting a

phishing*

(mimicked) phishing attack

Send confirmation to employee after reporting real phishing
Send confirmation to employee after reporting mimicked phishing
Display direct feedback after an employee falls for a mimicked
phishing attack

2 Mimicked attack relatively
easy to recognize

Include many indicators to recognize MTPA
Learning material cover the indicators that are included in the
MTPA

3 Clear procedure to report
phishing attacks

Communicate procedure in all communications related to MTPA
Provide simple one-click procedure for employees to report
phishing*

4 Quantifiable result of
exercise

Measure amount of clicks in the various steps of the scenario
Divide employees in groups
Compare results with similar organisations where MTPA is
executed
Compare results with earlier exercises within own organisation

5 Realistic result of exercise

Base scenario on real incoming phishing attacks
Do not warn employees upfront about the exercise
Ask employees not to warn other employees about the MTPA

6 Interesting/appealing
scenario

Make scenario that invites employees to click on a link
Involve people closely involved with targets employees to decide
on scenario

7 Many employees selected
to participate

Select all employees that are at risk of falling victim to phishing
Do not offer an opt-out for employees
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Well-being of the employee
The next step is the translation of the norms associated with the value ’well-being of the
employee’ into requirements. In Table 16, the norms that have been identified in chapter 6 are
presented.
(8) In order to reach the norm of ‘no feelings of deception of employees’, the first
requirement is to send much information about the exercise to employees. The
requirements that are related to this norm specify how the employees should be
informed. They are based on exercises that have taken place at clients where the
employees were informed as much as possible. They include requirements regarding
which information should be given, when and how it should be given.
(9)

The norm to give access to the training material can be specified into two requirements:
to have training material in the first place, and to provide a link to the training material
for employees. The training material can have many forms: for instance information on
a webpage, a self-made e-learning game or the e-learning developed by Deloitte.

(10) To ensure the involvement of a representative of the employees, a member of the
working council should be included in the decision making process. In the Netherlands,
it is obligatory for companies to have a working council when they have more than 50
employees (Ministerie van Sociale Zaken en Werkgelegenheid, 2009). When the
organization does not have a working council, another employee can be consulted, but
the role of representing the interests of employees should be an explicit one during
decision making process.
(11) In order to make it not possible to trace back the results of the exercise to individual
employees, several requirements are drawn up: the email addresses should be
anonymized after the emails have been sent and information that is provided by the
employee during the attack steps should not be stored. Organizations have the
possibility to divide the employees in groups, for instance based on department or level.
The size of the groups should be no smaller than 10, to avoid the possibility to be able
to trace it back to an individual.
(12) The requirements related to the norm ‘Using and storing as little data as possible’ are
partly similar to the requirements to the previously mentioned norm. In addition to those
norms, it is also required to only transmit the email addresses and the corresponding
groups, from the client to Deloitte.
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(13) The norm ‘ask consent of employees in an anonymous way’ is twofold: first, consent
should be asked. This can be done in various ways, but a simple email reply is most
common in PhaaS assignments up to now. However, it should also be guaranteed that
the fact whether an employee gives consent or not, is not something that can be held
against her. Therefore, it should not be visible to anyone to see who did or did not give
consent, leading to the second requirement. This can be implemented in a technical
way, for example by setting up a dedicated email inbox where employees give consent
by replying to the email, automatically scanning it for the email addresses of the sender,
and matching the email addresses with the data file that will be send to Deloitte.
(14) The requirements linked to the norm ‘Inform employees as fully as possible’ are the
same as those for the norm ‘No feelings of deception of employees’. This is explained
in chapter 6, where the feelings of deception are supplemented with the values of
‘autonomy’ and ‘minimal harm’.
(15) To make sure the experience of being part of a MTPA is positive for employees, several
requirements are set. This norm was brought up by one of the interviewees, who
suggested the following actions: to not make the attack too difficult, and to reward good
behavior. In the case study the interviewee was involved in, this was achieved by
announcing prices for those who reacted fast and provided to correct indicators and
different prices for those who had an original reaction.
(16) The final norm is to have no debriefing for employees, to make sure they do not know
they were part of a phishing exercise and they feel not harmed. So, once the employee
has fallen for the MTPA and has followed through on all the steps, they should not be
debriefed about the exercise. Instead, a benign message should be displayed, like
‘thank you for your reaction’, so that the employee thinks no further of it and continues
his day as usual.
Table 16: Requirements belonging to the norms associated with 'well-being of employees’

Norm
8

Requirement

No feelings of deception of Inform employees upfront about nature of the exercise,
employees

expected day of delivery and procedure of the exercise*
Send one email explaining about the nature and motivation of
the exercise 1 month ahead*
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Send 1 email explaining about the nature and motivation of the
exercise 2 weeks ahead, including the week during which it will
happen*
Use one other medium, like intranet, posters or flyers, to inform
employees about the exercise*
Give background information about the motivation for the
exercise (phishing is a threat and rising)*
9

Access to training material Offer training material for employees
before

first

test

for Provide link to learning material in briefing messages

employees
10 Involvement
representative

of
of

a Involve member of working council in decision making process
the

employees in the decision
making process
11 Impossible to trace back Anonymize email addresses after sending*
results

to

individual Do not store any information that is provided by the employees

employees.

during the attack*
Use groups equal to or bigger than 10 employees

12 Using and storing as little Anonymize email addresses after sending*
data as possible

Do not store any information that is provided by the employees
during the attack*
Transmit email addresses from client to Deloitte
Transmit group numbers per email address from client to
Deloitte
Do not transmit other information from client to Deloitte

13 Ask consent of employees Ask employees to indicate whether they want to participate
in an anonymous way

Anonymously store data on who participates

14 Inform employees as fully Inform employees upfront about nature of the exercise,
as possible

expected day of delivery and procedure of the exercise*
Send one email explaining about the nature and motivation of
the exercise 1 month ahead*
Send 1 email explaining about the nature and motivation of the
exercise 2 weeks ahead, including the week during which it will
happen*
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Use one other medium, like intranet, posters or flyers, to inform
employees about the exercise*
Give background information about the motivation for the
exercise (phishing is a threat and rising)*
15 Positive

experience

employees.
16 No debriefing

for Difficulty of attack should match users’ ability
Reward correct or original reactions of employees
Display no direct debrief message at end of attack
Display a benign message, in accordance with the scenario,
raising no suspicion.

The translation of the norms into the requirements has led to the following value hierarchies,
displayed on the next pages in two separate pictures. Requirements that are somehow
contradicting are marked with numbers and discussed in the next section.

111

Security awareness

Security empowerment
of employee

Positive feedback for
employee when
reporting a (mimicked)
phishing attack

Mimicked attack
relatively easy to
recognize

Set up a procedure to report phishing

Clear procedure to
report phishing
attacks

Quantifiable result of
exercise

Communicate procedure in all
communications related to MPTA

Send confirmation to employee after reporting real
phishing
Send confirmation to employee after reporting
mimicked phishing

Visibility of security
awareness

3

Provide simple one-click procedure for
employees to report phishing

Include many indicators to recognize MTPA
Make scenario not credible
Learning material cover the indicators that are
included in the MTPA

Many employees reached

Realistic result of
exercise

Base scenario on real incoming
phishing attacks
Do not warn employees upfront
about the exercise

Interesting/appealing
scenario

4
1

Many employees
selected to participate

Select all employees that are at risk of
falling victim to phishing

Do not offer an opt-out for employees

2

Ask employees not to warn other
employees about the MPTA
4

Measure amount of clicks in the various
steps of the scenario

Make scenario that invites employees
to click on a link

Divide employees in groups
Compare results with similar organisations
where MPTA is executed

Involve people closely involved with
targets employees to decide on
scenario

Compare results with earlier exercises
within own organisation

Figure 26: Value Hierarchy related to the overarching value of 'security awareness'
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Well-being of employee

Good employment
practice

No feelings of
deception of
employees

Access to training
material before
first test for
employees

Involvement of a
representative of
the employees in
the decision
making process

Impossible to trace
back results to
individual
employees.

Minimal harm

Autonomy

Privacy

Using and storing
as little data as
possible

Ask consent of
employees in an
anonymous way

Inform employees
as fully as possible

Inform employees upfront about nature of the
exercise, expected day of delivery and procedure of
the exercise
1

No debriefing

Difficulty of attack should match users ability

Send one email explaining about the nature and
motivation of the exercise 1 month ahead
Send 1 email explaining about the nature and
motivation of the exercise 2 weeks ahead, including
the week during which it will happen

Positive
experience for
employees.

Transmit email addresses from client to Deloitte

Involve member of working council
in decision making process

Use one other medium, like intranet, posters or
flyers, to inform employees about the exercise
Give background information about the motivation
for the exercise (phishing is a threat and rising)

Offer training material for employees
Provide link to learning material in
briefing messages

4

Reward correct or original reactions of
employees

Transmit group numbers per email address from
client to Deloitte

Display no direct debrief
message at end of attack 3

Do not transmit other information from client to
Deloitte

Display a benign message,
in accordance with the
scenario, raising no
suspicion.

Anonymize email addresses after sending

Ask employees to indicate that
they want to participate

Do not store any information that is provided by the
employees during the attack

Anonymously store data on who
participates

2

Use groups equal to or bigger than 10 employees

Figure 27: Value Hierarchy related to the overarching value of 'well-being of employee'
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Contradicting requirements
As suspected, the translation of norms into requirements has led to contradicting
requirements:
1. ‘Do not warn employees upfront about the exercise’ vs ‘Inform employees upfront
about nature of the exercise, expected day of delivery and procedure of the exercise’
2. ‘Do not offer an opt-out for employees’ vs ‘Ask employees to indicate whether they
want to participate’
3. ‘Display direct feedback after an employee falls for a mimicked phishing attack’ vs
‘Display no direct debrief message at end of attack’
4. ‘Include many indicators to recognize MTPA’ vs ‘Base scenario on real incoming
phishing attacks’ vs ‘Difficulty of attack should match users’ ability’
The contradicting requirements appear with regard to four topics. The first one relates to the
briefing of the employees. The second has to do with offering an opt-out. The third is related
to debriefing and the final requirements are all linked to the difficulty of the attack.
A clarification is given for each contradiction and the origin of the requirements is recalled, by
presenting the relevant part of the Value Hierarchy.

Briefing
Two requirements that state exactly the opposite are: ‘Do not warn employees upfront about
the exercise’ vs ‘Inform employees upfront about nature of the exercise, expected day of
delivery and procedure of the exercise’. To clarify this contrast, the underlying reasoning for
the requirements is repeated, by walking the value tree upwards.
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Figure 28: Snippet of place of requirement in Value

Figure 29: Snippet of place of requirement in Value

Hierarchy

Hierarchy

The first requirement arguing against briefing, stems from the value ‘security awareness’,
which is specified into the value ‘visibility of security awareness’. This has been translated into
the norm ‘realistic result of exercise’. So, in order to have a realistic result, the employees
should not be briefed.
The requirement arguing for briefing stems from the overarching value ‘well-being of
employee’, which is sequentially translated into the value ‘good employment practice’, the
norm ‘no feelings of deception of employees’. To avoid employees feeling deceived after
learning of the exercise, they should be briefed about it.
Summarizing, not briefing the employees about the exercise will help make the result of the
exercise realistic. However, this will also cause feeling of deception among the employees,
which is not in line with good employment practice.
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Opt-out

Figure 30: Snippet of place of requirement in Value

Figure 31: Snippet of place of requirement in Value

Hierarchy

Hierarchy

The next two requirements are also obviously contradicting each other. ‘Do not offer an optout for employees’ versus ‘ask employees to indicate that they want to participate’. The first
one argues to let all employees participate without offering them a choice, while the other
suggest to offer an opt-out.
The first requirement is derived from the value of ‘many employees reached’, related to the
value ‘security awareness’. It argues for selecting many employees to participate with the
exercise, and therefore come to the requirement of not offering an opt-out.
From the value ‘well-being of the employee’, stems the values ‘autonomy’ and ‘privacy’. Both
link to the norm ‘ask consent of employees in an anonymous way’, where the requirement ‘ask
employees to indicate that they want to participate’ stems from.
So, providing an opt-out would benefit the well-being of the employees, but harm the value of
security awareness.
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Debriefing

Figure 32: Snippet of place of requirement in Value

Figure 33: Snippet of place of requirement in

Hierarchy

Value Hierarchy

The third contradicting requirements are about debriefing. One requirements reads: ‘Display
direct feedback after an employee falls for a mimicked phishing attack’ while another orders
to ‘Display no direct debrief message at end of attack’.
The first one stems from the norms of positive feedback for employees, to strengthen the value
‘security empowerment of the employee’. This will contribute to the overarching value ‘security
awareness’.
The second requirement originated from the norm of ‘no debriefing’. This norm has been
introduced for the sake of ‘minimal harm’, to serve the well-being of the employee.
Concluding, offering debriefing strengthens the learning experience for the employee,
benefitting the security awareness, but harms the well-being of the employee.
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Difficulty of attack

Figure 34: Snippet of place of

Figure 35: Snippet of place of

Figure 36: Snippet of place of

requirement in Value Hierarchy

requirement in Value Hierarchy

requirement in Value Hierarchy

The final contradicting requirements are all having to do with the difficulty of the MTPA. One
requirement reads ‘Include many indicators to recognize MTPA’, while another urges to ‘Base
scenario on real incoming phishing attacks’, and the third demands that the ‘Difficulty of attack
should match users’ ability’.
So, what should it be? An easy attack, incorporating many indicators? One that is based on a
real attack? Or one whose difficulty depends on the employees ability? The origin of the
requirements is traced back to clarify the reason for this value conflict.
The first one is based on the notion that an easy attack will empower the employee and so
contribute to the value of ‘security awareness’. The second one, using a realistic attack, will
make the outcome of the exercise realistic and will provide a more meaningful vision of the
current security awareness in an organisation. And the requirement to use the employees’
ability as the starting point for determining the difficulty, stems from the norm of making the
exercise a ‘positive experience for employees’. This would contribute to the value of ‘minimal
harm’, which is there for the sake of the ‘well-being of the employees’.
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In short, the difficulty of the attack is a topic of discussion. While an easy to recognize attack
will give the employees a sense of empowerment, it will not provide a realistic result of the
exercise. This could be achieved by making the attack similar to real incoming attacks. Finally,
using a difficulty that matches the ability of the user would benefit the well-being of the
employee.

Value conflicts
The contradicting requirements are all clarified in the previous sections and can all be traced
back to the tension between the two overarching values ‘security awareness’ and ‘well-being
of the employee’. Apparently, striving for one causes conflict in the other one. Table 17
provides an overview of the requirements associated with each overarching value.
If one would strive only for security awareness, the exercise would look the following way:
employees would not be aware of the exercise, would consequentially all participate and the
first time he or she are made aware of the exercise is right after he or she has fallen for it. The
difficulty of the exercise can either be very easy, to strengthen his feelings of empowerment,
or be very realistic, to provide a truthful view of the threat of phishing to the organisation.
If prioritizing the well-being of employees over other values, the exercise would look like this:
All employees will be extensively informed about the exercise, would have to opt-in to
participate, would not notice when they would have fallen for the attack, because a benign
message is displayed after they walked through all the steps. And finally, the difficulty of the
attack matches the ability of the employee, so that optimal learning is achieved.
Table 17: Overview of choices when striving for one overarching value

Focus on security awareness

Focus on well-being of employee

No information about exercise to employees Inform employees upfront about nature of
upfront

the exercise, expected day of delivery and
procedure of the exercise

No opt-out for employees

Opt-in for employees

Direct feedback after an employee falls for a No direct debrief message at end of attack
mimicked phishing attack
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Two options: Include many indicators to The difficulty of attack should match users’
recognize MTPA or base scenario on real ability
incoming phishing attacks’

Resolving the value conflicts is a difficult thing to do, and literature provides little grip on how
to resolve them. Therefore, a careful consideration is made, in accordance with the experts of
Deloitte, a process that is discussed in chapter 9.
First, let’s take a look at two requirements that are of opposite ends of the spectrum and a
golden mean might be found: to offer no opt-out and to only offer an opt-in. Both bring along
advantages, but both also have severe disadvantages. To not offer an opt-out, forces the few
employees who might be against this exercise, into something they do not agree with, causing
a lot of trouble. And to ask everybody to opt-in, will probably lead to a low share of employees
participating, because employees might be too lazy to go through the trouble of opting in. The
golden mean would therefore be to offer an opt-out to all employees. This would filter out
employees who really got a problem with the exercise, while keeping indifferent employees
on board.
The decision to include an opt-out forces another dilemma; the one regarding the information
upfront. In order to offer employees an opt-out, they should be told about the exercise. This
would also be the right thing to do with regard to being a good employer. Informing employees
upfront will have the negative side-effect that the exercise will not mimic a real phishing attack
realistically.
Because the employees are aware of the exercise happening, it makes sense to inform them
when they have fallen for the attack with a direct debriefing message. In the one case study
where this was not done, the employees were also not informed upfront, so the decision maker
feared a too great shock effect when employees were suddenly confronted with the exercise.
Because the employees are informed upfront, direct debriefing will be implemented as well.
This also provides the opportunity to ask employees not to tell their colleagues, making the
exercise more realistic.
Finally, the difficulty of the exercise should be discussed. The best option in this case, is to
make the exercise matching with the ability of the employees. Because the exercise can and
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should be repeated periodically, the difficulty can be increased up to a level that matches real
incoming attacks. This will balance the number of times employees experience failure and
success. When they fail to recognize the attack, they will be provided with immediate
feedback. When they recognize it and report is, their confidence rises and their feeling of
control is strengthened. If employees are informed about the adjusted level of difficulty, they
will see falling for the attack not per se as failure, because they know the level is adjusted to
their ability, so occasional failure is part of the deal. Furthermore, they cannot compare their
performance to other employees, because they do not know the level of difficulty they
encountered. This option combines the pros and cons of the other requirements, because
employees are empowered and eventually, a realistic view of the threat can be given.
Table 18: Solution to value conflicts

Focus on security awareness

Focus

on

well-being

of Solution

employee
No information about exercise Inform
to employees upfront

employees

upfront Inform upfront

about nature of the exercise,
expected day of delivery and
procedure of the exercise

No opt-out for employees
Direct

feedback

after

Opt-in for employees

Opt-out for employees

an No direct debrief message at Direct debriefing

employee falls for a mimicked end of attack
phishing attack
Two options: Include many The difficulty of attack should Difficulty
indicators to recognize MTPA match users’ ability

of

attack

matches users’ ability

or base scenario on real
incoming phishing attacks’

Changes in list of requirements
The following requirements are deleted:


Include many indicators to recognize MTPA



Do not warn employees upfront about the exercise



Do not offer an opt-out for employees



Display no direct debrief message at end of attack
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Display a benign message, in accordance with the scenario, raising no suspicion.

The following requirements are changed:


Ask employees to indicate whether they want to participate
Changed into; ask employees to indicate when they do not want to participate



Base

scenario

on

real

incoming

phishing

attacks

Changed into: Eventually base scenario on real incoming phishing attacks

Conclusion
Concluding, the value conflicts have been identified and discussed. A golden means is tried
to be found and this process has resulted in some design choices. The solutions to the conflicts
are presented in Table 18. The requirements that are left, are used in the next chapter,
describing the final design of the step-by-step guide.

122

The design
In the previous chapter, the requirements of the step-by-step guide have been added to the
Value Hierarchy and value conflicts have been solved, leading to a list of non-contradicting
requirements. This step is aimed at making the design of a step-by-step guide for
implementing MTPA’s in an ethical way, adhering to all requirements. To structure the design
process, the empty framework as presented in chapter 4 is the starting point, and requirements
are linked to the phases of the empty framework.
Table 19: Details of step 5 (repeated)

Step 5
Make provisional design
Input

Output

Requirements

Design

Investigation:
Answers:

SQ5: How can mimicked phishing be carried out?

Matching the requirements to the phases of the empty framework is discussed in section 8.1.
Most requirements link to a phase irrefutably, but some are less obvious. These are discussed
and a new phase is proposed. Then, the design is introduced. The design is explained by
means of the phases in 8.2. The design is presented in Figure 38 on page 131Error! Reference
source not found..

Linking the requirements to the phases of the empty framework
The empty framework has been set up in chapter 4 and is presented again in Figure 37. It is
based on the current practice of PhaaS within Deloitte. It contains many questions that the
client should make in consultation with Deloitte consultants. The designed step-by-step guide
should provide answers to those questions. The empty framework is divided into phases,
which are:
(1) Preparation;
(2) Decision on scenario;
(3) Briefing;
(4) Execution, and
123

(5) Debriefing.
The requirements produced in the previous step are considered one-by-one and categorized
to belong to a phase. Most matches are apparent and require no explanation, for example the
requirement ‘send one email explaining about the nature and motivation of the exercise 1
month ahead’ is linked to the briefing phase. Similarly, the requirement ‘make scenario that
invites employees to click on a link’ is obviously related to the ‘decision on scenario’-phase.
Not all were as obvious though, these will be discussed hereafter. The total list of requirements
(with the ones that were eliminated after solving the value conflicts not included) can be found
in Appendix E: Requirements sorted by phase. The duplicate requirements have been
removed.

Requirements that do not match an existing phase
Some requirements are not easily matched to a current phase, because they are very different
from the current framework. The set of requirements for which this is the case are the ones
that are related to setting up a procedure to monitoring real phishing attacks. They are:


Set up a procedure to report phishing



Send confirmation to employee after reporting real phishing



Send confirmation to employee after reporting mimicked phishing



Provide simple one-click procedure for employees to report phishing

A new phase will be added to the existing framework to have the new design meet these
requirements. The phase will be called ‘Monitoring’. This phase will also include the
requirements related to the insights of the threat of phishing, being:


Compare results with similar organizations where MTPA is executed



Compare results with earlier exercises within own organization

One of the requirements ‘Learning material cover the indicators that are included in the MTPA’
is considered to be out of scope.
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Preparation
What should the
subject of the
scenario be?

Which steps
should be part of
the scenario?

Inform the
targets upfront?

Briefing

Decision on
scenario

What is the
message to
convey?

Yes

Execution

Yes

How to keep
track of results?

Debrief the
targets?

Yes

How targeted
should the attack
be?

Debriefing

Who to include
in the decision
process?

Offer them a
choice in
participating?

On which level to
group the
targets?

How to debrief
the targets?

Which results to
track?

Communicate
the results?

Yes

Which results?

Yes
When to debrief
the targets?

Yes

How difficult
should the
exercise be?

How to inform
the targets
upfront?

Yes

Offer training
material?

How many
emails will be
sent?

Who will be
targeted?

How to frame
the results?

What should the
training material
look like?

Figure 37: Empty framework (repeated)

Phases
The final design is presented in Figure 38 on page 131Error! Reference source not found.. In
this section, each phase is discussed separately to clarify the steps that are part of the design.
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Preparation
The first phase which is discussed is the preparation phase. This phase includes involving all
persons that are important to be involved in the MTPA process. They include five roles. The
first one should be filled by someone that will pay attention to whether the MTPA complies
with legislation. The second person involved should be an IT-employee, who will be in charge
of making sure that the sent MTPA will find their way to the inboxes of the employees. This
person should also inform employees who might get alarmed by employees, like the helpdesk
or reception. Additionally, a representative of the employees should be included. In larger
companies this should be somebody from the working council (OR in Dutch). The fourth role
should be represented by an employee engaged in communication, who will be helpful in
deciding on the content, and the execution of the briefing and debriefing of all the employees.
Finally, a person in charge of IT security should be involved, who has understanding of the
nature of phishing and is equipped with the latest insights from the reported incoming phishing
attacks. For smaller companies, multiple roles can be combined by one person, but note that
each of the interests should explicitly be taken into account.
The next step within the preparation phase is to decide on the outline of MTPA: the planning
and frequency. Perhaps there will be started with a pilot, so an evaluation moment should be
planned. This action heavily depends on the nature of the organisation, but it is advised to
have a strategy when implementing MTPA.
During this phase the employees to participate should be selected and categorised into groups
with a minimum of 10 people. For each group, the desired level of performance should be
determined. One can imagine that employees with the ability to transfer money, should be
expected to perform better than employees whose responsibilities are related to running the
canteen. However, keep in mind that the weakest link can be used as leverage to reach other
employees (explained in chapter 3), so a minimum performance level should be set.

Decision on scenario
The phase that results in a scenario for the MTPA has not changed much with respect to the
empty framework. The importance of making a scenario that is appealing and interesting to
employees is stressed by the step ‘Make scenario that invites employees to click on a link’.
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The biggest change in this phase is the determining of the difficulty. Formerly this had led to
much debate, because there were pros and cons to both an easy scenario as to a scenario
that is hard to recognise. This is replaced by the adjusted difficulty levels, as argued for in
7.2.4. It is difficult to predict the difficulty of recognizing a phishing attack (Antoniou, n.d.),
because this is dependent on many factors. This is an area that should and will be researched
further in the future. For this thesis, we assume that the number of indicators are correlated to
the difficulty of the attack. To not complicate matters, the amount of difficulty levels can be
limited to three or four. The lowest level should for instance contain many spelling errors, a
very dubious URL, and weird formatting. The highest level should only include one indicator,
for instance the fact that the connection to website where the credentials should be provided
is not secure.

Briefing
The briefing phase includes steps to follow to make sure all employees are aware of the
upcoming exercise. In addition, the possibility and procedure for employees to indicate that
they do not wish to participate should be brought to the attention of the employees, together
with the reassurance that this is not visible by anybody and will have no consequences outside
of this exercise.

Execution
The first activity of the excavation phase is to transmit the email addresses with the associated
groups from the client to Deloitte. This should be done in a secure way, and no other
information should be send. The employees who have indicated that they do not wish to
participate in the exercise should be filtered out. To protect the privacy of the employees, it
should not be possible for any person to see this information.
The emails can then be send out, but not after the difficulty level is determined of the attacks
which will be send to each group. Determining the difficulty level uses two sources of
information. The first source contains the performances on earlier MTPAs if applicable.
Secondly, the desired performance of the groups. Together, they determine which of the email
crafted during the ‘decision on scenario’-phase is send to whom. After the sending, the email
addresses are anonymised, so no person has access to the performance of individual
employees.
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Actions of the employees
A box is added which described the actions of the employees who receive a MTPA. The
actions described in this box are not in the influence of the decision makers, and are coloured
differently to underline that. Because these actions influence the actions for the decision
makers, they are added for clarity.
After receiving an MTPA an employee can either recognize the attack as being phishing and
report it, or not recognize it and fall for the attack. There are two more options: the employee
does not recognise the attack but is not interested in the content of the mail so does not click
the link, or the employee recognizes the attack but does not report it. To not overcomplicate
the guide, these options are not pictured in the guide. It is expected that the amount of
employees following those options is small. The amount can be deduced from the data, for
these are employees who have neither fallen for the attack nor reported it. If this number is
big or is rising, changed should be made; either the process of reporting is not well-known
enough, or the scenario is not interesting and appealing to the employees.
If an employee recognises the attack and uses the notification procedure to report it, he or she
should receive immediate positive feedback. Part of the monitoring phase includes the activity
to determine if the reported email it is part of the MTPA or could be a real phishing attack. If
the reported email is not part of the MTPA, experts should take action. They should thank the
employee in reporting the attack. Further actions related to limiting the consequences of the
attack are not considered part of the scope of this thesis.
When the reported email is indeed part of the phishing attack, two things happen: the action
is registered in the data set to measure the performance of the employee. And the employee
receives confirmation of their success. This action is part of the phase ‘debriefing’.
If the employee does not recognize the email as a phishing email, follows all steps of the
scenario and provide their credentials, they are faced with a direct debriefing message. This
does not differ from the current approach. This action is also registered in the data set.

Debriefing
The debriefing phase includes information displayed immediately after the attack, so-called
direct debriefing, as well as information provided at a later time. The direct debriefing actions
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have been discussed in the section before this one, as part of the actions that are set in motion
by the actions of the employee after receiving the MTPA.
Information that should be distributed later within the organisation are the results of the
exercise. This results can be compared with earlier phishing exercises within the organisation.
Comparing the results with other organisations is greyed out in the step-by-step guide. The
reason for doing so is because this is only sensible if both organisations use nearly similar
scenarios, similar difficulty levels and the interests of their employees are comparable. Even
if all those requirements are met, the outcome of the comparison will be very inaccurate and
provide little information. However, if an approach is found that can estimate the performance
for each MTPA (as Antoniou (n.d.) is working in) this might provide accurate information to
make the state of the security awareness within the organisation insightful.

Monitoring
Most actions that are part of the monitoring phase have already been discussed in the sections
before this one, but for the upper two. It cannot be assumed that an organisation has a
procedure in place where employees can report phishing, so that should be set up if that is
not the case. The actions that should be taken when a real phishing attempt is reported, fall
outside the scope of this thesis. They can entail blocking the website, removing the email from
all inboxes, notifying the authorities, cleaning the machines who receives it etc.

Conclusion
The step-by-step guide differs from the original framework in the amount of guidance is given
the clients: where first many questions needed answering, now these are answered. The
answers are based on an extensive design process, where values have been taken into
account. The biggest alteration is the advice to set up a procedure for employees to report
alleged phishing attacks the encounter. This procedure will give the employees a feeling of
empowerment, and at the same time enable to possibility to provide direct feedback when
succeeding in recognizing the MTPA. Formerly, only direct feedback could be given when an
employee had fallen for the attack, making the exercise a negative experience.
Another big alteration compared to the current process, is the fact that the difficulty of the
scenario is based on the performance of the employees. Due to privacy concerns, the difficulty
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is determined per group of at least 10 employees, but this will still contribute in making the
exercise a pleasant experience.
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Figure 38: Step-by-step guide to implement MTPA in an ethical way
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Verification and validation
As discussed in chapter 2 concerning the methodology, verification is a distinct activity part of
the framework of Values at Play (VAP) (Flanagan et al., 2008). Flanagan et al. describe the
activity of verification as to “assess to what extend they have successfully implemented target
values in a given system” (p. 344).
A term that is often used in combination with verification is validation. While the two are
sometimes used interchangeably, they have a different definition. Validation answers the
question “Are we building the right system?” The act of verification answers: “Are we building
the system right?” (Easterbrook, 2010). Validation is therefore more aimed at the satisfaction
of the end-users with the design, while verification focusses whether the design process has
been well-followed. According to Easterbrook “verification will help to determine whether the
[design] is of high quality, but it will not ensure that the system is useful.”
This step of the design process takes the design as presented in Figure 38 as a starting point
and combines it with the opinions of experts to come up with an improved design. Because it
is based on the opinions and experiences of people, this is an empirical investigation. It
answers the question: “To what extent is the design verified and validated?”
Table 20: Details of step 6

Step 6
Verification and validation
Input
Design
Opinion of experts

Output
Improved design

Investigation:

Empirical

Answers:

SQ6: To what extent is the design verified and validated?

In the case of the design of a step-by-step guide to implement mimicked targeted phishing
attacks (MTPA), both verification and validation are important. In 9.1, the process and result
of verification is presented. In 9.2 the validation is discussed. 9.3 discussed the outcomes of
the verification and the validations and the effect it has on the design.
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Verification
In their framework ‘Values at Play’, Flanagan et al. discuss the importance of verification in
the design process (Flanagan et al., 2008). Not only is it important, verification is also a
complex process. This complexity is partly caused by the intangible nature of values. Flanagan
et al. illustrate this in a comprehensive way: “Our grasp of what it means for a value to be
implemented in a system (e.g., claiming that a system is ‘privacy-preserving’ or ‘autonomy
enhancing’), is not nearly as firm as our grasp of what it means (according to the state of the
art) for a system to function properly or be ‘usable’” (2008, p. 345).
Besides the intangible nature of values, there are other complications that make it hard to
verify the outcomes of the design process. For example, some values emerge in the long term,
while others are clear from the start. Another reason for complexity is the fact that there are
multiple ways of implementing the values: specification requires contextual knowledge and
involves (value) judgment. There are more specifications possible, depending on the design
artefact, but also on the designer itself. A final reason for verification to be complex is that it is
difficult to determine whether values are successfully implemented, while at the same time do
not detract from other design goals.
Even though the process is complex, verification has been an integral part of this design
process. At multiple moments experts of Deloitte have been invited to discuss the various
design steps that are taken and described in this thesis. This is done by discussing each
design step separately. The experts are asked to consider the argumentation, the
completeness and the coherence.
The verification has led to some noteworthy alterations. One of the biggest was the change of
the concept ‘self-efficacy’. Even though this is a common concept in social science, for
outsiders it remained a vague term. We decided to change it into ‘empowerment’
Empowerment is a term that is less scientifically delimited, but is immediately understood by
the general public. It is related to self-efficacy, because the term empowerment is usually
meant to describe the process of heightening the self-efficacy of a person (see (Anderson et
al., 2000) for an example of this). Using a term like this is immediately understood by the endusers of the step-by-step guide and therefore helps in the usability of the guide.
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Further points that have been discussed included wording and consistency of the terms. The
input of the experts have proven to be most useful in the lower levels of the hierarchy, where
more context knowledge was needed, which they had. This has helped tremendously in
formulating all requirements more specific and directive than before. Not all feedback was
agreed upon, but after discussion no major points of disagreement were left.
This verifying has happened several times during the design process, and recommendations
have been incorporated in the design. After the alterations, it can be concluded that the steps
are agreed upon by the involved experts and the design is verified.

Validation
The goal of validation is to determine whether the design meets the wishes of the end-users.
The end-user in this case are the decision makers at organisations willing to execute MTPA.
Unfortunately, it was not possible to test the step-by-step guide with a client, because there
was none in the process of implementing PhaaS at the time of writing. Luckily, there were
several experts of Deloitte available, who have extensive experience in advising and
implementing MTPA at client organisations. They have reflected on the usefulness of the
design.

Discussion points
To validate the design, the step-by-step guide is talked through, mimicking a real client intake
meeting. Experts were invited afterward to reflect on the process and review the design. Three
issues surfaced:
a) Whether setting up a procedure of reporting alleged phishing emails is part of the
scope
b) Whether the step-by-step guide is too prescribing
c) Scalability of the process
Each of the points are discussed briefly. The effect they have on the design is discussed in
the paragraph hereafter, in 9.2.29.2.1.

a) Whether setting up a procedure of reporting alleged phishing emails is part of the
scope
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If an organisations does not have a procedure for employees to notify an alleged phishing
email, the step-by-step guide advises to do so. The argumentation for this has been described
in chapter 7. In short, the procedure can be brought to the attention of the employees and the
effort of reducing the threat of phishing will have a more lasting effect, as verification has
confirmed.
However, experts of Deloitte argue that it should not be a requirement to have such a
procedure to implement MTPA. Often, the result of an initial exercise is used within the client
organisation to argue for more budget and attention for the threat of phishing, enabling such
a procedure to be set up. Deloitte does not want to stress the implementation of the process
as a requirement to proceed; for this might never happen or it may take a lot of time. Insisting
on this will make the entire engagement infeasible in the worst case and tedious in the best.

b) Whether the step-by-step guide is too prescribing
Another point of discussion revolved around the freedom of the clients. What should happen
when a client does not agree with a recommendation and refuses to follow the advised steps?
For instance, this could be the case when deciding whether to inform employees upfront. As
one of the case studies indicated, a decision maker could be convinced of the necessity of
surprizing their employees with the MTPA’s. Should this be a deal breaker for Deloitte?
Experts of Deloitte favoured a permissive approach, giving the client the final say, unless it
would be against the law or if they would the clients to be dissatisfied afterwards.

c) Whether the process is still scalable
As Deloitte sets up the email messages and send the email, they benefit from a smooth and
quick process. The idea of adjusting the difficulty of the phishing mail to the performance of
the groups of employees takes time and requires time to develop. This will thus drive up the
price for clients, while Deloitte experts question whether it is worth that.

Processing the discussion points
All of the above discussion points are valid and worth considering. As described in 9.1, the
design process has been verified, and has led to the conclusion that the incorporation of
values has been successful and the design process is carried out properly. The criticism on
the design in the validation steps can therefore be explained by looking at the intended goal
135

of the design. The goal of the design was to come up with a step-by-step guide to implement
MTPA in an ethical way.
Although the step-by-step guide guarantees that MTPA is implemented in an ethical way, other
interest besides ethics might play a role. They are mostly related to the commercial interests
of Deloitte.
The first discussion point questions whether Deloitte should require for a client to first introduce
a procedure for reporting phishing before executing PhaaS. This might be less interesting from
a commercial point of view: a quick implementation of PhaaS is easy and has a great effect.
The proposition might seem more complicated and ambiguous for clients, who might be
discouraged from implementing PhaaS. However, as is confirmed during the verification
process, not having a procedure while carrying out MTPA harms the value of security
awareness. Therefore, the following is proposed: A concession can be made by only insisting
on the introduction of a process after the first MTPA exercise has been carried out. Advising
on implementing it before the first exercise remains part of the step-by-step guide.
The second discussion point questions how compelling the step-by-step guide should be. If
Deloitte would enforce the steps, clients might walk away. This is related to the commercials
interests of Deloitte as well. The answer to this discussion point can be solved by tweaking
the way the step-by-step guide is introduced. The goal of the guide is to implement MTPA in
an ethical way, and choices are based on that goal. However, other interest might play a part.
Therefore, the step-by-step guide should serve as a starting point. If decision makers would
want to deviate from the step-by-step guide, then that is possible, though not advisable.
The third point also touches the issue of commercial interest. It might be ethically responsible
to adjust the difficulty to the ability of the employees, it is also more difficult to implement. The
added value it will bring might not be worth the extra costs to clients. This should be further
investigated, as it is not validated with actual clients at the moment.
Balancing commercial interest with ethical concerns is difficult. However, as the competitor
analysis in chapter 4 has shown, no other competitor seems to consider human values in their
approach. There are no other competitors explicitly positioning themselves as operating in an
ethical way. In fact, most competitors offer services that are considered illegal when utilized
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in Europe, due to violation of privacy legislation. This might be a favourable fact to Deloitte.
Their ethical approach would then also serve commercial interest. The question remains
whether clients are attracted to that, but most of the decision makers interviewed in the case
studies did seem to value that. Continuous feedback from clients and potential clients shall
have to validate this theory. For the moment, the adjusted difficulty will remain part of the stepby-step guide, because this is the answer to the design goal of having an ethical MTPA
process.
It is expected that other interest will always be a part of the decision making process, so it is
important to present the reasoning behind each step in the guide. Decision makers can then
be educated in the risks they are taking when deviating from the advised steps. The final stepby-step guide should therefore be accompanied with provides extensive background material
(for instance this thesis), which can be consulted when necessary.

Conclusion
The research question “To what extent is the design verified and validated?” was to be
answered in this chapter. It can be concluded that verification has been successful, where
validation is an ongoing process:
Verification has been an integral part of the design process and has provided much feedback
that has been processed in the design; therefore design has been verified for the moment.
Validation was done at the end of the design and has led to several discussion points. All
seem to stem from the issue that the design has ethical as a focus point, while other interest,
mainly commercial, must be considered as well. Balancing the commercial interest with the
ethical interest is a challenge that must be faced each implementation process. The verified
designed step-by-step guide is the most ethical way of implementing MTPA, so decision
makers are at risk when deviating from the step-by-step guide. Providing all the underlying
reasoning behind the step-by-step guide will help decision makers in making well-informed
decisions.
Flanagan et al. state that verification (and verification) is likely to produce only partial results.
The step-by-step guide that will help decision makers to implement MTPA, will therefore
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remain a subject of discussion, and will be improved over time after using it in various decision
making processes.
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Conclusion and recommendation
Conclusion
This thesis describes the design process for a step-by-step guide to implement mimicked
targeted phishing attacks (MTPA) in an ethical way. It answers the research questions: ‘How
should mimicked targeted phishing attacks be carried out in a business environment?’
Previous experiments has shown that mimicking phishing can lead to feelings of anger and
betrayal by the targets, and it is important to take human values into account when designing
the process of an MTPA exercise. To do so, two framework have been used to base the design
process on: Value Sensitive Design’ (Friedman & Kahn, 2002) and ‘Values at Play’ (Flanagan
et al., 2008). To make the incorporation of values in the process explicit, the design is based
on a Value Hierarchy, a notion introduced by van de Poel (2013).
As can be seen in the Value Hierarchies that have been drafted based on the various
investigations (Figure 26 and Figure 27, respectively page 112 and 113), there are two
overarching values are at the top of the hierarchy. These values are ‘security awareness’ and
the ‘well-being of employees’. As expected, these values provided conflicting requirements at
the bottom of the hierarchy, indicated by the number in the figures.
Striving for one causes conflict in the other one. If one would strive only for security awareness,
the exercise would look the following way: employees would not be aware of the exercise,
would consequentially all participate and the first time he or she are made aware of the
exercise is right after he or she has fallen for it. The difficulty of the exercise can either be very
easy, to strengthen his feelings of empowerment, or be very realistic, to provide a truthful view
of the threat of phishing to the organisation.
If prioritizing the well-being of employees over other values, the exercise would look like this:
All employees will be extensively informed about the exercise, would have to opt-in to
participate, would not notice when they would have fallen for the attack, because a benign
message is displayed after they walked through all the steps. And finally, the difficulty of the
attack matches the ability of the employee, so that optimal learning is achieved.
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The value conflicts have been resolved by trying to find middle ground in corporation with
consultant from Deloitte. Resolving the value conflicts is a difficult thing to do, and literature
provides little grip on how to resolve them. The proposed solution is to inform employee as
fully as possible upfront, offer an opt-out, and provide direct debriefing. The difficulty of the
attacks should be dependent on the level of ability of the employees. These solutions have
led to the final design as presented in Figure 38 on page 131.
The designed step-by-step guide differs from the original framework in the amount of guidance
is given the clients: where first many questions needed answering, now these are answered.
The answers are based on an extensive design process, where values have been taken into
account. The biggest alteration is the advice to set up a procedure for employees to report
alleged phishing attacks the encounter. This procedure will give the employees a feeling of
empowerment, and at the same time enable to possibility to provide direct feedback when
succeeding in recognizing the MTPA. Formerly, only direct feedback could be given when an
employee had fallen for the attack, making the exercise a negative experience.
Another big alteration compared to the current process, is the fact that the difficulty of the
scenario is based on the performance of the employees. Due to privacy concerns, the difficulty
is determined per group of at least 10 employees, but this will still contribute in making the
exercise a pleasant experience.
In accordance with Deloitte consultants, the design has been verified. Some discussion points
remain, that all stem from the commercial interests of Deloitte as a company. For instance,
Deloitte is hesitant to enforce some of the steps on clients, if the client is not convinced of the
advices. The design has ethical values as a focus point, and is verified in accordance with the
same Deloitte consultant as representing the values in an optimal way. The discussion point
origin from the fact that striving for an ethically sound process is not the only interest of both
Deloitte and its clients. Balancing the commercial interest with the ethical interest is a
challenge that must be faced during each implementation process. The verified designed stepby-step guide is the most ethical way of implementing MTPA, so decision makers are at risk
when deviating from the step-by-step guide. Providing all the underlying reasoning behind the
step-by-step guide will help decision makers in making well-informed decisions.
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Discussion and future research
Because of the complex nature of values, and the specific context knowledge needed during
the design process, the design is not the only possible right way of incorporating the values in
step-by-step guide to implement MTPA. It is important to realise that the outcome of this thesis
is not a final design, to be used for eternity. Each design in the starting point of a new design
process (Iivari, 2002): The design process never ends, artefacts will be used by other
designers. The outcome of this thesis may be altered after applying it to real cases and by
trends emerging in the practice of phishing. In this section, points that are expected to be
altered after applying the guide to real life cases, are presented, together with
recommendations for future research.

Usefulness of VSD, VAP and Value Hierarchies
Besides the resulting design to implement MTPA, this thesis has also contributed to the
development of methodologies that are aimed at taking values into account in the design
process. When reflecting on the design process, I think it is safe to say that has been a
favourable decision to combine the suggestions of multiple frameworks, because none offered
enough guidance to set up the whole design process. The frameworks of VSD and VAP seem
to overlap on the investigations they propose, but VAP offered more practical activities to
undertake to structure the design process. For as far as I know, this has been the first attempt
to combine Value Hierarchies with the activities of VAP.
Yetim (2011) lists several challenges with respect to the incorporation of values into the design
process. A couple of those are also experience in this thesis. For example, it was hard to
decide on the starting point of the design process. Finally, it was decided that the norms
expressed by the interviewees should functioned as a starting point, with the empty framework
to help structure the interview. One can only wonder how the design would look like if another
starting point would have been chosen, such as the values mentioned in literature.
Another challenged, related to the one mentioned above, was how to justify the selection of
the values, norms and requirements. While the final Value Hierarchy has been verified, it is
unclear whether a totally different Value Hierarchy would also lead to a verified design,
supported by convincing argumentation. It remains a subjective process.
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Future research should aim to provide more practical frameworks for designers interested in
incorporating values in their work, to lower the threshold of doing so and to promote including
values in engineering design processes. Furthermore, these research efforts should be
combined with finding ways to make the process less subjective, for example by incorporating
quantitative methods. This would also contribute to the acceptance of the framework by
engineers.

Effectiveness of security awareness training
There is a growing body of research dedicated to finding methods on how to raise the security
awareness of end-users. However, criticism is voiced as well. For example, the papers of
Herley address the absence of economical rationality when investing in security awareness
measures. He states that most ‘advice offers to shield them [the end-users] from the direct
costs of attacks, but burdens them with far greater indirect costs in the form of effort.’ (Herley,
2009, p. 133), and that ‘[..] most security advice simply offers a poor cost-benefit trade-off to
users and is rejected.’
This thesis has taken as a starting assumption that embedded training against targeted
phishing is beneficial, which is argued for by looking into the trend of phishing in chapter 3.
However, during the validation, economic reasoning was first taken into account. This let to
discussions about how much to invest in embedded training, see for example the discussion
about the necessity of adjusting the difficulty of the attacks to each group of users. This was
reasoned from the point of view of Deloitte, but this discussion also need to be held within
organisations. Future research could focus on cost-benefit analyses of implementing MTPA
within companies.
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Taking into account context of organisation
One of the main shortcomings of the designed step-by-step guide does not take into the
account the characteristics of the organisation that is using it. The IT savviness, the culture
and the atmosphere all influence the successfulness of the exercises and shape the best way
of implementation. Future research can focus on a link between the characteristics of the
organisation and the way MTPA, or other efforts to strengthening security awareness, is
perceived by the employees.

Role of the guide in a decision making process
The process of decision making when implementing MTPA is not studied in detail in this thesis.
It is assumed a step-by-step guide will help the process, but in practice this might not be the
best form. Decision making is influenced by many factors, and to influence the outcome is
complex. Future research could look at the subject of MTPA from a decision making
perspective and make recommendations on how this process can best be supported.

Combination of technical measures to protect against phishing
As mentioned in chapter 3 of this thesis, the best way to defend against phishing is a
combination of technical measures and training of end-users. The interplay between the
technical measures and training has not been a focus of this thesis, but is interesting to take
into account. For example, the input from users to report phishing attempts can provide as
learning material for rule-based approaches, which are usually used in the defence against
phishing and spam email.
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Appendix A: Interviewing the decision makers
The following interview guide is used in interviews with decision makers, as part of the case
studies described in chapter 5.
Introduction
-

Can you introduce yourself?

-

What was the reason to choose PhaaS?

-

Did you consider other providers of PhaaS? If so, why did you chose Deloitte?

-

Who was involved in the process of implementing PhaaS?

-

How do you see the future of phishing and the effect it has on your organization?

Decisions
-

What are the most important decisions?

For each decision (bottom-up):
-

What are the options?

-

What has you preference? Why?

-

Could you imagine choosing another option? Why (not)?

-

What would be the risk of choosing otherwise?

For each decision (top-down):
-

How do you think you can achieve that?

-

How can this be guaranteed?

Closing
-

What would be the worst case scenario?

-

(If former client) What would you have done differently? (If future client) What are you
most uncertain about?

-

Did I forget an important topic?
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Appendix B: Overview of services offering mimicked phishing
This table present the key characteristic of the companies offering mimicked phishing services, as well as characteristics of the services
themselves. The findings are discussed in chapter 4.

Location

BeOne InfoSecure

Wombat security

Threatsim

Context

Multiple offices in

Pittsburgh, PA

Herndon, VA

Multiple offices in

Europe, one in NL

Germany, UK and
Australia

Description company

Security Awareness

Security Awareness

Mimicked phishing

IT Security consultancy

Phishing awareness Managed Phishing
campaign

attacks
Proactive
Defence

Click links

Yes

Yes

Yes

Yes

Landing page

Yes

Yes

Yes

Unclear

Attachments

Unclear

Yes

Yes

Unclear

USB

No

Yes

No

Unclear

Phone

No

Yes

No

Unclear

SMS

Working on it

Yes

No

Unclear

Social media

Working on it

No

No

Unclear

Browser vulnerabilities

Yes

Yes

Yes

Yes

Name of service

Phishing Managed
Service

Phishing

Possibilities:
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Autonomy of clients
Portal

No

Yes

Yes

Unclear

Make own scenario

Yes

Yes

Yes

Unclear

Provide landing page

Yes

Yes

Yes

Unclear

Direct access to db

Yes

Yes

Yes

Unclear

Privacy preserving

Unclear

No

No

Unclear

Reporting

Phishme

Location

Phishingbox

Leesburg, VA, USA

Securing the human

Lexington, KY, USA

Krinos

Offices in US, UK

Deloitte

Belgium

All around the world,

and Singapore
Description company

Also technical

Mimicked phishing

solutions against

attacks

including NL

Security awareness

IT Security

Professional service

consultancy

firm

Email Phishing

Phishing as a

Exercises

Service

phishing
Name of service

PhishMe Simulator

Phishbox

STH.Phishing

Possibilities:
Click links

Yes

Yes

Yes

Yes

Yes

Landing page

Yes

Yes

Yes

Yes

Yes
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Attachments

Yes

Yes

Yes

Yes

No

No

No

No

Yes

Yes

Phone

No

No

No

Yes

No

SMS

Yes

No

No

No

No

Social Media

No

No

No

No

No

Browser

No

No

Yes

No

Yes

Portal

Yes

Yes

Yes

No

No

Make own scenario

Yes

Yes

Yes

Yes

Yes

Provide landing page

Yes

Yes

Yes

Yes

Yes

Direct access to db

Yes

Yes

Yes

No

No

Privacy preserving

No

No

No

Unclear

Yes

USB

vulnerabilities
Autonomy of the
client

Reporting
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Appendix C: Overview of case studies
Information regarding the case studies is presented in the table. The findings are discussed
in chapter 5.
Company

Bank A

Deloitte

SME

Bank B

Role of

Manager at Cyber

Working at the

IT manager

Vice president

interviewee(s) Crime Team

security and privacy

Information

office + working at

Security

Internal
Communication
Preparation
Context of

Pilot for 3

All Dutch employees

One email send to a

Bank divided

exercise

departments: each

gets 2 emails,

selected group of 50

into 7 groups,

department gets a

several weeks apart

employees, spread

each gets 2

over different

emails. All

countries

scenarios are

different email

different, so 14
different
scenarios.
Goal

Motivation

To make people

Make people aware

To prevent company

To make people

aware of the phishing

of the threat and how

losses, make people

aware of the

procedure, avoid

intense it can be

aware

risks of phishing

distrust

when falling for it

Regarded phishing

Developed internally,

Offered by Deloitte

Based on

as a threat

used as test case

in combination with

outcome of

other security tests

security
assessment,
pilot is executed
a year ago

Choice of scenario
Subject of the

3 different:

Discount on a online

Vote for the Green

Many different,

scenario

Questionnaire for

retail shop and

Award European

i.a.. discount on

expansion of

participate in an iPad

Shipment

cinema tickets,

mailbox, download a

pilot

questionnaire

paper about fraud,

about quality of

Beta test SAS 10

coffee
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Factors taken

Appealing/interesting, Neutral and not

Realistic,

into account

realistic

appealing/interesting use no look-a-

hindering project

when

within Deloitte,

choosing

appealing/interesting,

Realistic, don’t
like names

not disappointing
Difficulty of

Include some clear

Include some

No spelling

No spelling

exercise

indicators

spelling mistakes

mistakes, included

mistakes or bad

and clear indicators

other indicators of

grammar,

phishing

included other
indicators of
phishing

Company

Bank A

Deloitte

SME

Bank B

Who was

Management from

Board, risk

The IT manager

Legal, work council,

involved in

departments with

reputation leader,

himself and some

contacts from

process

targets,

security, internal

colleagues,

departments,

communication

communication

technical staff to

people who

support he exercise

manage phishing

(cont.)

department, legal
department,

mailbox, IT

response team, risk

research

department, expert

department, board

with regard to fraud
Briefing
Procedure

No briefing

Emails, messages

No briefing

Emails and

on internal

messages on

company website

internal company

and on screens in

website

the building
Opt-out?

Not applicable

Yes, by sending an

Not applicable

No

email
Execution
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Attitude

Absolutely required

Absolutely required

Absolutely required

Absolutely required

Reporting

Per department

Per department

Per country

Per department

Wanted

Forward to phishing

Report to security

Warn other and

Forward to phishing

behaviour

mailbox

manager (no

report to manager

mailbox

structured process)

(no structured

towards
anonymity

process)
Debriefing

E-Learning

Security awareness

Immediately after,

lectures a couple of

emails, on internal

emails, on internal

days later

company website

company website

and on screens in

and on screens in

building

building

Yes

Yes

Email afterwards

No

Immediately after,

Yes, internally
developed

Other
Offers rewards for
quickest and best
reactions

159

Appendix D: Normative statements in interviews
The following statements have been extracted from the interviews and are lined to a more
general norm. The result is described in chapter 5.
#

Statement

Made by

More general norm

Statements about the feelings of employees
1

Avoid employees getting angry,

Bank A

Feeling deceived

2

being places in an awkward position,

Deloitte

Damaging self-image

3

To feel fucked or deceived.

Deloitte

Feeling deceived

4

Many felt it was funny, that they fell for it

Deloitte

Damaging self-image

5

Feel fooled

SME

Damaging self-image

6

Adversarial to be confronted with your inability

Deloitte

Damaging self-image

(when you think you function fine)
7

Feel mocked

Deloitte

Feeling deceived

8

Would have a negative effect on people

Bank A

Damaging self-image

9

Feel accused of stupid behaviour

Deloitte

Damaging self-image

Bank A

Not being able to trace back to

Statements about anonymity
10 Goal is not to mark people

individuals
11 Then it might resonate more

Bank A

Raise security awareness

12 No negative associations

Bank A

Making it a positive experience

13 Everyone know for themselves if they fell for it

SME

Damaging self-image

14 Shaming and blaming is not the purpose

SME

Not being able to trace back to
individuals

15 Shouldn’t be a culture of fear, fear of being Bank A

Making it a positive experience

punished
16 Perhaps only if it is a great threat, then you can Deloitte

Raise security awareness

really address people
17 Shouldn’t have a negative impact on people

Deloitte

Making it a positive experience

18 Should be a positive experience

Deloitte

Making it a positive experience

19 No possible way for managers to punish Bank B

Not being able to trace back to

employees based on their behaviour
20 Not be made public in the staff magazine

individuals
SME

Not being able to trace back to
individuals

21 Not being able to slew someone individually, so SME
not being able to trace it back to an individual

Not being able to trace back to
individuals
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Statements about support for security awareness within organisation
22 Sometimes I'm like a missionary

SME

Create

more

support

for

awareness exercises
23 I would not know if we would continue with Bank B
PhaaS, it depends on the budget we will have

Create

more

support

for

awareness exercises

and the price.
24 Security is a neglected topic

SME

Create

more

support

for

awareness exercises
25 I regard this mimicked phishing exercise as my Deloitte
ultimate opportunity to raise awareness, and I

Create

more

support

for

awareness exercises

deliberately included all the directors in the test,
to get the awareness into motion.
26 I’m on a crusade

SME

Create

more

support

for

awareness exercises
27 A high click rate will give me support to continue. SME

Create

more

support

for

awareness exercises
28 I hope the phishing test also produces results, so SME
that it can create a sense of emergency

Create

more

support

for

awareness exercises

29 I hope to be able to gain support for a good Deloitte
security awareness program

Create

more

support

for

awareness exercises

30 The window of opportunity is now, to get to work Deloitte

Raise security awareness

on awareness
Statements regarding the goals of the exercise
31 To raise awareness not to punish

Bank B

Raise security awareness

33 Not to put people in a bad light

Bank A

Not being able to trace back to
individuals

34 It is very important that it is clear why you do it,

Bank A

Open and transparent

so you have to explain so
35 There shouldn’t be great mistrust, alertness Bank B

Raise security awareness

within the bank is good, but no distrusting each
email.
36 I do this not for my own pleasure, it is purely to SME

Raise security awareness

cultivate awareness.
37 My whole motivation for introducing PhaaS is to Deloitte

Raise security awareness

make people aware and that they are aware of
how intense it can be when you fall for it.
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Statements about good employment
38 They said, we have no objection, provided it is Bank B
done

completely

anonymously

and

the

Not being able to trace back to
individuals + Feeling deceived

employees do not feel fooled too much. That is
meant by good employment.
39 Also: First make the employees aware and test Bank B

Raise security awareness

later
Statements about the desired outcome
40 You hope it to be as low as possible

Deloitte

41 Ultimately the goal is awareness, and that's what SME

Create security awareness
Create security awareness

you want accomplished. The best outcome
would be 99% falling for it
42 I want a high response rate, with that I don’t

Bank A

High response rate

mean a high click rate, but the amount of people
actually seeing the emails
43 It would be very successful if no one has clicked, Bank A

Create security awareness

because the awareness would show to be pretty
good.
Statements on why you should (not) debrief
44 When you debrief you switch from negative Deloitte

Making it a positive experience

(you’ve been stupid), to positive (how to avoid)
45 You can reassure that is was anonymous and Deloitte
you can’t be pinned down on it

Not being able to trace back to
individuals

46 We did test something, so people should know Bank A

Be open and transparent

the outcome
47 The debrief message might cause some Bank A

Damaging self-image

agitation among employees. It is a bit strongly
stated and might be too much 'in your face'
Statement in relation to informing upfront
48 You’d be open and transparent

Bank A

Being

open

and

transparent/honest
49 To make it a good experience, not a negative one Deloitte

Making it a positive experience

50 And anyone who gets angry, bring it on

Raising security awareness

SME

51 If you inform in advance the click rate would be Bank A
lower

Create

more

support

awareness exercises
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for

52 So, if you're going to warn no one will fall for it,

SME

Create lasting security awareness

53 The effect on the awareness will be less big

Bank A

Create security awareness

54 You should reward people

Deloitte

Making it a positive experience

and in 6 months the effect will be faded

163

Appendix E: Requirements sorted by phase
The requirements that are the result of step 4 of the design process are sorted per phase to
structure the design process. These tables are discussed in chapter 8.

1. Preparation
Requirements

Phase

Divide employees in groups

Preparation

Select all employees that are at risk of falling victim to phishing

Preparation

Use groups equal to or bigger than 10 employees

Preparation

Involve member of working council in decision making process

Preparation

2. Decision on scenario
Requirement

Phase

Learning material cover the indicators that are included in the MTPA

Out of scope

Eventually base scenario on real incoming phishing attacks

Scenario

Make scenario that invites employees to click on a link

Scenario

Involve people closely involved with targets employees to decide on scenario

Scenario

3. Briefing
Requirement

Phase

Communicate procedure in all communications related to MTPA

Briefing

Inform employees upfront about nature of the exercise, expected day of delivery Briefing
and procedure of the exercise
Send one email explaining about the nature and motivation of the exercise 1 month Briefing
ahead
Send 1 email explaining about the nature and motivation of the exercise 2 weeks Briefing
ahead, including the week during which it will happen
Use one other medium, like intranet, posters or flyers, to inform employees about

Briefing

the exercise
Give background information about the motivation for the exercise (phishing is a Briefing
threat and rising)
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Offer training material for employees

Briefing

Provide link to learning material in briefing messages

Briefing

Ask employees to indicate when they do not want to participate

Briefing

Anonymously store data on who participates

Briefing

4. Execution
Requirement

Phase

Measure amount of clicks in the various steps of the scenario

Execution

Anonymize email addresses after sending

Execution

Do not store any information that is provided by the employees during the attack

Execution

Anonymize email addresses after sending*

Execution

Do not store any information that is provided by the employees during the attack*

Execution

Difficulty of attack should match users’ ability

Execution

Transmit email addresses from client to Deloitte

Execution

Transmit group numbers per email address from client to Deloitte

Execution

Do not transmit other information from client to Deloitte

Execution

5. Debriefing
Requirement

Phase

Display direct feedback after an employee falls for a mimicked phishing attack

Debriefing

Reward correct or original reactions of employees

Debriefing

New: monitoring
Requirement

Phase

Set up a procedure to report phishing

Monitoring

Send confirmation to employee after reporting real phishing

Monitoring

Send confirmation to employee after reporting mimicked phishing

Monitoring

Provide simple one-click procedure for employees to report phishing

Monitoring

Compare results with similar organisations where MTPA is executed

Monitoring

Compare results with earlier exercises within own organisation

Monitoring
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